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K OCHOBHOU NPOgheccuonanbHoll 00pazoeamenbHoll npocpamme

no nanpasienuro noocomosku 38.03.05 busnec-ungpopmamuxa,

HanpasienHocms (npoghunnv) « Mnghopmayuonnoe u npoepammuoe obecneyenue ousHec-
npoyeccosy

Pabouas nporpamma aucuuruinHbl «OCHOBBI MH(GOPMALIMOHHON 0E30MaCHOCTH CeTel u
CHCTEM» BXOJIMT B COCTaB OCHOBHOM MpodecCroHaIbHOM 00pa30BaTeIbHON MPOTPaMMBbI BHICIIIETO
oOpa3oBaHus 1o HampasieHuio nmoarotoBku 38.03.05 busnec-uHdopmaTika, HaIpPaBICHHOCTD
(mpodune) «HMubDOpMarmoHHOE U TporpamMmHOe oOecrieueHWe OW3HEC-TIPOIECCOB» U
npenHa3HaueHa I 00yJarouXcss OYHO-3209HON (DOPMBI 00yUEHUSI.

© MHCTUTYT MEKIyHApOJHBIX 3KOHOMUYECKHUX CBsA3ei, 2026.
2



COJEPKAHUE

1. L1enb ¥ 3a0QUN JIUCITHATIIIFIHB .......vveeeeeeeeeeeuurteeeeeeeeseeiensssseseessessssssssssssesessessasssssssessessssssssssssseeens 4
2. MecTOo JAWCHMIUTMHBI B CTPYKType OCHOBHOW mpodeccHoHAIbHON 00pa3oBaTenbHOU
MPOTPAMMBI BBICIIETO OOPABOBAHKS ......uveerereenteeuteanteenuteenteesseeaseesuseeseesasesseesaseaseessseeseesaseenseesanes 4

3. O0beM AMCIUIUIMHBI B 3aUETHBIX CIMHUIIAX U aKaJIEMUYECKUX Yacax ¢ YKa3aHHUEM KOJIMYeCTBA
aKaJIEMMYCCKUX YaCOB, BBIICIICHHBIX HA KOHTAKTHYIO PabOTy 0OYYaroIIUuXCs ¢ MPenoiaBareiieM
(o BuAaM y4eOHBIX 3aHSATHI) H HA CAMOCTOSITENTEHYIO PA0OTY OOYUATOIIHIXCS ...evvvvenvveenvreeveenenans 4
4. TlepeyeHb IUTAHHPYEMBIX pE3yJbTaTOB OOYYEHHUS IO IMCIMIUIMHE, COOTHECEHHBIX C
IUIAHUPYEMBIMH  pE3yJIbTaTAMH OCBOCHHSI OCHOBHOW MPO(ECCHOHAIBLHOW 00pa30BaTeIbHOM

TIPOTPAMMDBI ...ceeeeuetteeeesuetreesasneeeeeeasnseeeesasssseesaansseeesaasseeessnnsseeesasssseesssnssseessnssseeessnssseessnssseeessnssseesssnssns 5
5. CONEPIKAHME TUCIIHTIIIHHBL . ... veeeneteeeieeeeireesnaseesaseessseesssseessseesnseeesnseeesnseeessseessnseessnseessseesnnses 6
6. CrpykTypa IUCHUIUIMHBI 1O TE€MaM C YyKa3aHHEM OTBEACHHOIO Ha HUX KOJIMYECTBa
AKaJIEMUYECKUX YaCOB U BUJOB YUCOHBIX BAHITHI ....cvvierrieiiieiieniieeiieniteeieesaeeseeseseenseesnseenseensnes 7
7. IlepeyeHpb y4eOHO-METOAMYECKOTO OOSCIIEUEHHUS JIJII CAMOCTOSITEIbBHOW padOThl U TEKYIIETO
KOHTPOJIST O0YYAIOIIUXCS TTO JUCIIHTIITITHE ....vevvenveetenteenteettenteensesssesseenseeseesseesesasesseenseensesseensesnsenne 7

8. [lepedyenb BOMPOCOB ¥ THUIOBBIC 3aJaHUS JJI MOATOTOBKU K MPOMEXYTOYHOM aTTecTalui ..... 8
9. [lepevyeHh OCHOBHOM M JOTOJHUTEIHHOM y4eOHOM TUTEpPaTYphl, HEOOXOAMMOM ISl OCBOCHUS
JUACTIHATIITITHBL ...ttt euteeeaiteeeatteeetteesatteesaseeesatteesaseeeasseeenssaeensseeensseesasseesnseeesasteesnseeesnseeennseesnnseesnseesnnne 9
10. Tlepeuenp pecypcoB HHPOPMAIMOHHO-TEIEKOMMYHHUKAITMOHHOW cetn  «HTEepHETY,
HEOOXOJUMBIX JJIi OCBOSHUS AMCIUILIUHBI U WHPOPMAIIMOHHBIX TEXHOJIOTHH, MCIOJIb3YEMbIX
IpU  OCYLIECTBICHUH 00pa30oBaTEIbHOIO Ipolecca MO AUCHMILIMHE, BKJIIOYas IepeuyeHb
nporpaMMHOrO  obecriedyeHUss U MHGOPMAIMOHHBIX  CIPAaBOYHBIX  CHUCTeM  (TIpu

HEOOXOIMOCTH ). . . e e.veeuseentuteeeasseeessseeasseeasseesssseesssseesssseasssseanssesansseesssssesnsssesssseessssesnssessnssesnsns 10
11. Meroauyeckre peKOMEHJAIUHU 110 OPTaHU3AUNUN U3YUYCHUS TUCHUTITUHBL . ....ccvuveeenreeeneeennnn. 10
12. Onucanme MarepUALHO-TEXHUYECKOH 0a3bl, HEOOXOIUMOHN HJs  OCYIIECTBICHUS
00pazoBaTEIbHOTO MPOIIECCA TIO JUCITUATIITHHE .....vveeevreessrreensreeensreeansseeesseesssseessssesssseessssessssseennns 13



1. Iean u 3agau AUCHUILIHHBI

Heabo aucuuminHbl «OCHOBbI MHPOPMALIMOHHON 0€30MMaCHOCTH CceTeill U CucTeM»
ABJISICTCA TIOJIYUCHUC TCOPCTUUCCKUX 3HAHUU U MPAKTUYCCKUX HABBLIKOB, H€O6XO,Z[I/IMI>IX JJIA
MOHMMAHHUS OCHOB M MPHUHIMIIOB 3allUThl HWH(OpMAaLWU, MPUMEHEHHS] CIOCOOOB 3alUThHI
uHpOpPMaLMK Ha MPaKTHKeE, BKIIIOYAs 3aIUTY KOMIIBIOTEPHBIX CHUCTEM, 3aIUTy WH(OpMAIMU B
ceTu VIHTepHET U KOPIOPATUBHBIX CETSX.

3agaum u3ydeHus AUCHUIIMHBI:
— npuoOpeTeHne MOHUMAaHUSI OCHOBHBIX MPUHIIUIIOB OpraHU3aluH 3alIUThl HHPOpMAIIHH;
— [puoOpeTeHne MOHUMAaHUs COBPEMEHHBIX TEXHOJIOTUH 3aIIUThI HHPOPMALIUY;

— H3YyYEHHE OCHOBHBIX MpPOLEAYpP M HMHCTPYMEHTOB, HCIOJNb3YEMBIX Ui OOECIeYeHHUs
nH(pOpMaMOHHOM 0€30MaCHOCTH Ha MTPAKTHKE.

2. MecTo IMCHUILUIMHBI B CTPYKTYpPe OCHOBHOI npodeccuoHaJIbHOM 00pa3oBaTeIbHOM
NPorpamMMbl BbICIIEero 00pa3oBaHus

Juctuummuaa « OCHOBBI HTHPOPMAITMOHHOHN 0€30MMaCHOCTH CETEH U CUCTEMY BXOIWT B 4acTh
y4eOHOro miaHa, GpopMupyeMyro yyacTHUKaMu 00pa30BaTeIbHbIX OTHOLICHHH 110 HAIIPaBIICHUIO
noarotoBku 38.03.05 busnec-unpopmaruka, HanpaBieHHOCTh (poduis) «MHpopMannonHoe u
nporpaMmmMHoOe o0ecredeHrne OU3HEC-TTPOIIECCOBY.

3. O0beM TMCHUIIMHBI B 32YeTHBIX eIMHUIAX U aKAJIeMUYECKUX Yacax ¢ yKa3aHHeM
KOJINYECTBA aKaJeMUYeCKHX YaCOB, BbI/IEJIEHHBIX HA KOHTAKTHYIO pa0doTy
00y4arouuxcd ¢ npemnogasaresieM (1Mo BUAaM y4eOHbIX 3aHATHII) U HA
CaMOCTOSITEIbHYIO Pa0oTy 00y4aromuxcst

Oo6mast TpyA0EMKOCTh TUCIUTUIMHBI COCTABISAET 4 3a4€THBIE eIMHUIIBI, Bcero — 144 vaca.

Bujg yueoHoi padoThl
ay p Bcero uacos

KonTakTHas padora ¢ npenogasartesem (Bcero) 24

B ToM uucie:

3aHsATUS JEKIIMOHHOTO TUIA 16
3aHATHS CEMUHAPCKOTO THIA (CEMHUHAPHI) 8
CamocrosiTesibHas padoTa (Bcero) 120
KonTpoub -

dopma KOHTPOJIS 3auer ¢ olleHKOM
OO0mas TpyA0€MKOCTD M CHUIITHHBI 144




4. IlepevyeHb MUIAHUPYEMBbIX Pe3yJIbTATOB 00y4YEeHHS 110 JUCHUILJIMHE, COOTHECEHHBIX €
IUVIAHUPYEMbIMH pe3yabTaTaMU 0CBOCHHS OCHOBHOM NpogdeccuoHaAIbLHOMI
00pa3oBaTeILHON MPOrPaMMBbI

Koa n
Koa m HaumenoBanue
HAaUMeHOBaHUe [Inanupyemble pe3ybTaThl
HHIMKATOPOB J0CTHKEHHUS
(npu HAJIMYMH) 00y4YeHus M0 JUCUMUILINHE
KOMIIeTeHIIUH
KOMIIeTEeHIIUH
K4 HIIK 4.1. 3HaTB: OCHOBBI HH(DOPMALMOHHOM
Cnocoben JleMoHCTpHUpYyeT  TIOHUMaHHUE | 0€30MMaCHOCTH " 3aIIUTHI
OCYIIECTBIISTh CYIIHOCTH SI3BIKOB | HH(OPMAIINH C yUYETOM
pa3paboTKy IPOrpaMMHUPOBAHUS U PAOOTHI C | UCIIOJIB30BAHUS COBPEMEHHBIX
MIPOTOTHIIOB 0a3amMu TaHHBIX CTPYKTYPHBIX SI3BIKOB
nHdopmarnmonusix | UIIK 4.2 MPOrPAMMHUPOBAHMUSL.
cHCTEM OcymecTBisier YmeTh: AHATU3UPOBATH
MPOTOTUITHPOBAHHE MH(OpPMALIMOHHBIE  CHUCTEMBI  C
WH(OPMAILIMOHHBIX CHCTEM C | y4€TOM COBPEMEHHBIX TpeOOBaHMIA
HCITOJIh30BaHUEM nH(pOpPMaITMOHHOM 0€30MMacCHOCTH.
COBPEMEHHBIX 00BeKTHO- | B1ageTs: HaBbIKaMH 00eCIICYCHHUS
OpPUEHTUPOBAHHBIX S3BIKOB | (PYHKIIMOHUPOBAHUS
POrPaMMHUPOBAHHUS WH()OPMAIIMOHHBIX CHCTEM C YYETOM

COBPEMEHHBIX TpeboBaHUH
MH(POPMALMOHHOM 0€30MaCHOCTH.




5. Conepsxkanue QM CHUTINHBI

HanmeHnoBaHue TeM (pa3/iesioB)

Conep:xanue TeM (pa3/iesioB)

Tema 1. Beenenue B
UH(POPMALMOHHYIO 0€30IacHOCTh

enmn wn mpuHIUNB WHOOPMAIMOHHOW OE€30MaCHOCTH.
Tunbl yrpo3 u arak Ha HH(OPMAIIMOHHBIE CHCTEMBI.
OCHOBHBIC TIPUHITHITBI 3AIUTH HH)OpMAITHH.

Tema 2. OcHOBBI KpUnTOrpapuu

[Mpunuunel Kpunrorpaguu u METOABl IU(GPOBAHMSL.
CuMMeTpu4YHOE ¥ aCHMMETpH4YHOe MIM(ppOBaHUE.
XsmupoBaHue.  DIEKTPOHHO-UM(POBBIE  MOMAIMUCH.
Ceprudukarb 0€30MacHOCTH. ArmnmapaTtHbie
KpUnrorpadguyeckie yCTponucTna.

Tema 3. 3anuTa KOMIOBIOTEPHBIX
CUCTEM

Opranmzanus 0€30HMaCHOCTH ONEPAMOHHBIX CHCTEM.
3ammra OT BPEAOHOCHOIO MPOrPaMMHOTO OOECTIeYEeHHUs
(BUpYCHI, TpOSIHBI U T1p.). OCHOBBI CETEBOM 0€30MaCHOCTH
(MeXceTeBble DKpaHBl, CHCTEMBl OOHApPYXEHHS U
npenoTBpauieHus BTopkenuii, VPN).

Tema 4. 3ammra HHPOpPMAIUH B
cetu MHTEpHET

OcHOBBI 0€30MaCHOCTH BEO-PUIIOKEHUH. 3ammra oT
atak Ha BeO-caiiTel (SQL-uHBEKIIMH, MEXCAHTOBBIN
ckpuntuHr u  ap.). Ilporokon  TLS. 3amwmra
KOH(MUICHIMAIBHOCTH JAHHBIX MIPH Mepeaaye Mo CeTH.

Tema 5. 3ammra nHGOpPMAIUH B
KOpIIOPaTUBHOM cpese

[Momutuku 6e3onacuoctu. [Ipouenypsl pearnpoBanus Ha
MHIUACHTHL. 3amura uHpopMauuu B 0a3ax NaHHBIX M
XpaHUIUIIAX. dusnueckas 0€301acHOCTb
MH(GOPMALIMOHHBIX CHCTEM.




6. CTpykTypa JUCHMILUIMHBI 10 TEMaM C YKa3aHHEM OTBeIeHHOI'0 HA HUX
KOJINYeCTBA aKaJeMU4eCKHX YaCOB U BU/IOB YUeOHBIX 3aHATHI

KonTakTHas padora, yac.
CamocrosiTeb
Ne HaumenoBanue tem 3aHATUA Bcero,
n/n | (pa3gesnoB) IMCUMILIMHBI | JeKHHUOHHOro | CeMHHApHI Hast p;lﬁoTa, qac.
THIIA ac.
1. | Uadopmarmonnas 2 - 20 22
0€30MacHOCTh
2. | OcHOBBI KpunTOrpapuu 4 2 29 35
3. | 3ammTa KOMOBIOTEPHBIX 4 2 23 29
CUCTEM
4. | 3amura nHpOpManuu B 2 2 25 29
cetu MnTepuer
5. | 3amuTa naopmaIuu B 4 2 23 29
KOpIIOPATUBHOM cpefie
Hroro: 16 8 120 144

7. IlepeyeHb y4eOHO-METOAMYECKOT0 00eceYeHus 1JIsi CAMOCTOSITe/IbHOM PadoThl U
TeKYLIero KOHTPOJIsA 00y4aloUIUXCsl M0 JUCHUIJIMHE

CaMocTosTenspHast pa60Ta ABJISICTCA OJHHUM U3 OCHOBHBIX BHU0OB y‘IeGHOfI JACATCIIbHOCTH,
COCTaBHOM 4YacThIO0 y4ueOHOTo IMpoliecca U UMEET CBOEH Leblo: TITyOOKOoe YCBOSHHE MaTepuasa
AUCHUIINIMHBI, COBCPIICHCTBOBAHUC U 3aKPCIIJICHUC HABBIKOB CaMOCTOSITEIILHOU paGOTBI C
JUTEpPATypoil, PEKOMEHJIOBAHHOW TMpernojaBaTeieM, YMEHUE HaWTH HYXHBIA MaTepuan |
CaMOCTOATCIIBHO €ro HUCIIOJIBb30BAaTh, BOCIIMTAHHUE BBICOKOU TBOp‘IeCKOI\/'I AKTUBHOCTH,
WHUIMATUBBI, TMPHUBBIYKA K TOCTOSHHOMY COBEpPLICHCTBOBAHMIO CBOMX 3HaHMH, K
LEJIEYCTPEMIIEHHOMY HAyYHOMY IIOHUCKY.

Kontponb camoctosiTensHON pabOThI, SBISETCS BaXXHOW COCTaBISAIONICH TEKYIIETO
KOHTpPOJId YCIICBACMOCTH, OCYHICCTBIACTCA IIPCIOAaBaTCJicM BO BpCMA JICKIMOHHBIX H
MPAKTUYECKHUX (CEeMMHAPCKUX) 3aHATHI U 00ecrieunBaeT OLEHUBAaHUE X0/1a OCBOCHHUS H3yyaeMOoi
JUCHUITIIUHBI.

BOHpOCbI AJIA CaMOCTOATEC/IbHOI'0 M3YUYCHU S

1. Vsa3BUMOCTH  NPOrpaMMHOTO  OO€CledYeHUs W TPUHIMIBL  «OE30MacHOro»
IPOTPaMMHUPOBAHHUSL.

2. Metoabl colManbHON MHKEHEPUH IS TIOTYYEeHUS! HECAaHKLIMOHUPOBAHHOTO JOCTYIIA K
nHpopmanuu.

3. Ayrentudukanus 1 METObI ayTeHTU(UKALINY.
ABTOpH3AIMS U METO/IBI aBTOPU3AIUH.
[Ipotokon mmdposanus Triple DES.
[Tporokon mmdposanust AES.
[IpoTtokon mmdposanus RSA.
[Tporokon mmdposanuss ECDSA.
9. Crnocobb1 obecnieueHust 0€30MacHOCTH B OECIIPOBOHBIX CETSX.
10. be3omacHOCTh TaHHBIX B OnepanuoHHoi cucteme Windows.
11. be3zonacHocTh maHHBIX B 10S.
12. BesomacHocTh qa”HHBIX B Android.
13. Cnoco6s1 mudpoBanus nHGpopManuu B 6a3ax JaHHBIX.
14. Pe3epBHOE KOMMPOBAHUE TAHHBIX U €0 3HaYCHUE 7151 0€30IacCHOCTH MH(POPMAITUH.

7

XNk



15. Mepsl 6e3011acHOCTH )1 3aIUThI KOHPUACHIIMAIBHOW HH(DOpMAITUU TP TIepeiaye
IO CETH.

8. Hepeqenb BOIIPOCOB M THMOBLIC 3aJaHUA AJA MMOATOTOBKHA K HpOMe)KYTO‘lHOﬁ
aTrecralnumn

8.1 IlepeyeHb BONPOCOB /ISl MOATOTOBKH K 324€Ty C OLEHKOM

OcHOBHBIE YTPO3bI HHPOPMAITMOHHON 0€30TTaCHOCTH.
Mertoap! muppoBaHUsL.
OnekTpoHHO-IMpoBsie moanucu (DLIIT).
Ceptudukarsl 6€30MacHOCTH.

Xs31IMpOBaHUE.

AnmnapaTHas Kpunrorpadus.

AHTUBHUPYCHI.

Mertoap! ooHapyxenus Bropsxenuit (IDS).
Mertoap! penoTBparieHust Brop>kennii (IPS).

. IIpeumymecTBa ucnoyib3oBanuss VPN.

. 3ammra oT arak Ha B€O-CaiiThI.

. punnumns! padots! nporokoina TLS.

. 3aiuTa nepuMeTpa U METO/IbI 3alIUThI CETH.
. Ponb monuTtik 6€30nmacHOCTH B OpraHU3alIHH.
. IIpyHUIMIT HAMMEHBIINX MPUBUIICTUH.

. 3ammra nHpOpManuu B 6a3ax JaHHBIX.

O NN R
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8.2. TunoBkIe 3aJaHUA IJI9 OLHEHKH 3HAHMI

1. Aaroput™ X31IMpOBaHUs, HAa0O0JIee YaCcTO UCIIOJIb3yEeMbIi B HACTOSIIIEE BPEMSI:
a) DES;

6) MD5;

B) SHA-1;

r) SHA-2.

2. B xoHTekcTe nHPpOpMaMOHHOM Oe3omacHocTH TepMuH IPS o3Hauaer:
a) In-Plane Switching;

6) Intruder Protection System;

B) Internal Power Supply;

r) IP Screening.

3. HaubGonee 6e3omacen qyis oOMeHa JaHHBIMU B ceTi IHTepHET-IIpOTOKOII:
a) HTTP;

6) HTTPS;

B) SHA-1;

r) SHA-256.

8.3. TunoBbie 3a7aHUA 1JIs1 OEHKH YMEHHI
3apganmne 1. Opranuzanuu HEOOXOJUMO XPAaHUTh KOH(QUACHIUAIBHYIO MHPOPMALUIO B

O6a3ze manHbIX. [Ipemmaraercs nenate 3T0 B 3ammdpoBaHHOM BHC. BwiOepute anroputM
mmdpoBaHus A7 pemeHus 3Toi 3agaun. O60CHYHTE CBOIl BHIOOD.



3ananue 2. Bam HeoO6xoauMo coOpaTh WH(POpPMAIIMIO O KOMIIAaHUHM U €€ COTPYAHHUKAX C
MOMOIIIbIO METOJI0OB COLMAIbHOM MHkeHepruu. COCTaBbTE MIJIaH CBOUX JCHCTBUM.

3aganue 3. CocraBpTe IUUIaH TOUCKA YSI3BUMOCTEH B CETEBOM HH(PPACTPYKType
OpraHH3aIiH.

8.4. TunoBkle 3agaHus 1JI9 OLEHKH HABBLIKOB

3ananue 1. PazpaboraiiTe peKOMEHIAIIMU 110 CO3aHUI0 0€30TaCHBIX MapoJIeH, YIUTHIBAs
UX JJIAHY, CIIOKHOCTD U PETYJIAPHYIO CMEHY.

3aganme 2. /{1 mpoTHBOAEWCTBUS (UIIMHIOBBIM arakam, pa3paboTaiiTe HaMsaTKy
COTPYAHMKAM OpraHU3alMM C [IEPEUUCIEHUEM IPU3HAKOB (HUILIMHIOBBIX COOOLICHUH
ANEKTPOHHOMU MOYTHI.

3aganue 3. Co3naiiTe 4eK-IUCT ISl CACTEMHOI'O aIMUHHUCTPATOpa CETHU NMPEANIPUATHUSA 1O
HACTPOMKE MEXKCETEBOTO dKpaHa (firewall).

9. IlepeyeHb OCHOBHOI U JONOJHUTEJIbHOU Y4eOHOH JIMTEPATYPbI, HEOOXOAMMOI 1JIA
OCBOEHUS TUCUHUILINHBI

9.1. OcHoBHas1 UTEpPaTYpa

1. 3enkoB, A. B. MudopmarmonHas 6€301MacHOCTh U 3aIuTa HHOOPMAIUH : YIeOHUK IS
By30B / A. B. 3enkoB. — 2-e u3n., nepepad. u nomn. — MockBa : M3narensctBo KOpaiit, 2026. —
107 c. — (Beicmee obpazoBanue). — ISBN 978-5-534-16388-9. — TekcT : 37EKTpOHHBIN //
Oo6pazoBarenpHas mwatdopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/588741

2. CyBopoBa, I'. M. HWudopmarmonHas 6e30macHOCTh : yueOHUK mis By3oB / . M.
CyBopoBa. — 2-e u3f., nepepad. u gon. — Mocksa : M3natensctBo FOpaiit, 2026. — 277 ¢. —
(Beicmiee oGpazoBanme). — ISBN 978-5-534-16450-3. — Tekct : SIeKTpOHHBIA //
Oo6pazoBarenpHas mwatdopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/588515

9.2. lonotHUTEIBHAS JIUTEPATYPA

1. Opranu3anMoOHHOE W IpaBOBoe obOecriedeHne HH(OPMAIIMOHHON O€30MacHOCTH :
yueOnuk ais By3oB / T. A. TlonsikoBa, A. A. Ctpensio, C. I'. UybykoBa, B. A. Huecos ; mox

penakuueit T. A. Ilomsxosoit, A. A. CtpenbuoBa. — 2-¢ u3f., nepepad. u gomn. — Mocksa :
NznarensctBo FOpaiit, 2026. — 357 ¢. — (Bricmiee oopazoanue). — ISBN 978-5-534-19108-0.
— Teker : osnextpoHsbii // OOpasoBarenbHas 1uiatdopma IFOpaiit [caiit]. — URL:

https://urait.ru/bcode/583236

2. Kazapun, O. B. HagexHocTh 1 6€3011aCHOCTH MPOrPAMMHOT0O 00eCIIeYeHuUs : yUeOHUK
st By3oB / O. B. Kazapun, U. b. lllyounckuit. — 2-e u3a. — Mocksa : U3narensctBo IOpaiir,
2026. — 352 c. — (Bricmiee oOpaszoBanme). — ISBN 978-5-534-19386-2. — Tekcr
NeKTpoHHBIH  //  OOpazoBarenbHas  1iatdopma  HOpaiir  [caiit]. —  URL:
https://urait.ru/bcode/586060



https://urait.ru/bcode/588741
https://urait.ru/bcode/588515
https://urait.ru/bcode/583236
https://urait.ru/bcode/586060

10. Ilepevyennb pecypcoB HHGPOPMALMOHHO-TEJIEKOMMYHUKAUIMOHHOM ceTn «AHTEepHET,
He00XO0AUMBIX JJIfl OCBOCHH S JUCHUNIMHBI U MHPOPMAIIMOHHBIX TEXHOJIOTHIA,
HCIOJIb3yeMbIX NPH OCyLIleCTBJIEHUHN 00pa30BaTeJILHOI0 NpoLecca no JUCHUILINHE,
BKJIIOYasl MlepevYeHb MPOrpaMMHOI0 o0ecrneyeHus 1 HHPOPMALMOHHBIX CIPABOYHBIX
cucrTeM (MpH HEOOXOAMMOCTH)

1. https://urait.ru - 9bC «O06pazoBarenbHas matdopma FOpaiit»
2. https://coderwall.com/ - Coderwall «Coo011ecTBO MpOrpaMMHICTOBY

JInieH3MOHHOE IPOrpaMMHOe odecrieyeHme:

- Windows (3apy0exHOoe, BO3ME3THOE);

- MS Office (3apy0exHOE, BO3ME3THOEC);

- Adobe Acrobat Reader (3apyOexHO€, CBOOOTHO PacIpOCTPAHIEMOE);

- Koncynprantllmoc:  «Koncynprantllmroc:  Crynent»  (poccuiickoe, cBOOOIHO
pacrpocTpaHseMoe);

- 7-zip — apxuBaTop (3apy0exHO€e, CBOOOHO pacIpOCTpaHsIEeMOe);

- Comodo Internet Security (3apy0exHoe, CBOOOTHO pacIipoCTpaHsIeMoe);

- Apache NetBeans — cBoOoiHast HHTErpupoBaHHas cpena pa3padboTku npuioxenuit (IDE)
Ha s3BIKaX mporpammupoBanus Java, Java, PHP, JavaScript, C, C++, Ana u psga Apyrux
(3apy0esxHOe, CBOOOIHO paclpocTpaHsIeMoe).

11. MeToanuyecKkue PEKOMEHIAIIUMU 110 OPraHv3alii U3YYCHUSA THCHUIIJINHDBI

Opranuzanus 00pa30BaTEIBLHOTO TPOIECCa PErIAMEHTUPYETCS yYeOHBIM IUIAHOM |
pacrnicanueM y4eOHbBIX 3aHATHI. S3bIk 00ydeHus (IIperno1aBaHus) — pyCCKUH.

I[Ipu  QopmupoBanun cBoel HMHAUBUAYaTbHOH  00pa30BaTENbHOW  TPAEGKTOPUH
oOyJaronuiics UMeeT MpaBo Ha Mepe3ayéT COOTBETCTBYIOUIUX AUCIMILINH U MpodeccroHalbHbIX
MOJIyJIel, OCBOEHHBIX B TPOIECCE MPEAMISCTBYIONIET0 OOYYEeHHs, KOTOPBI OCBOOOXKIaeT
oOyyJaromierocs 0T He0OX0AMMOCTH UX TTOBTOPHOTO OCBOCHHSI.

Oo0pa3oBaTe/ibHbIE TEXHOJIOTHHI

VY4eOHbI mpoliecc NpH MPENoJaBaHUU Kypca OCHOBBIBA€TCA Ha MCIOJIb30BaHUU
TPaIULIMOHHBIX, WHHOBAIIMOHHBIX M WH(MOPMAIMOHHBIX OOPa30BATEIBHBIX TEXHOJIOTHIA.
TpagunuonHsle 00pa3oBaTeNbHBIE TEXHOJIOTMH IPEACTABICHBbl 3aHATUAMU CEMUHAPCKOro U
JEKIIMOHHOTO Tuma. VHHOBaMOHHBIE 00pa30oBaTENbHBIE TEXHOJIOTUU HWCIOIB3YIOTCS B BHJE
HIMPOKOTO NPUMEHEHUS aKTUBHBIX M HWHTEPAKTUBHBIX (OPM MPOBENCHUS 3aHATUM.
Nudopmannonnsie  0o0pa3oBaTeNbHbIE TEXHOJOTHUU  pPEATH3YIOTCS IMyTEM AaKTUBU3AIUU
CaMOCTOSITEIbHOW pabOTHI CTY/IEHTOB B MH(POPMAITMOHHOM 00pa30BaTEILHON Cpe/ie.

3aHATHSA JIeKIMOHHOTO THIIA

JIeKMOHHBI KypC TMpeArnoyiaraeT CHUCTEMaTU3UPOBAHHOE U3JI0KEHHE OCHOBHBIX
BOIIPOCOB y4€OHOTO IJIaHA.

Ha nepBoii nexuuu gexktop 00s3aH NpeaynpeauTb CTyASHTOB, IPUMEHUTENBHO K KAKOMY
6a3oBoMy yueOHUKY (yueOHUKaM, y4eOHBIM MTOCOOHIM) OyAET MPOYUTaH KypC.

JlekIMOHHBIA KypC AO/DKEH JaBaTh HAMOOJBIINN 00beM MH(OpMauu U 0OeCTieUnBaTh
Oonee TiyOOKOe MOHUMaHUE Y9eOHBIX BOIPOCOB MPU 3HAYUTEIHLHO MEHBIIEH 3aTpaTe BPEMEHH,
4yeM 3T0 TpedyeTcsi OOJBIIMHCTBY CTYIEHTOB Ha CAMOCTOSITENIbHOE U3yUeHUE MaTepraa.

3aHATHS CEMHHAPCKOTO0 THIIA

CemuHapckue (MMpaKTUUECKUE ) 3aHATHSI TPEICTABIISIOT COOOM JIeTaTHU3aIHIO JICKIIMOHHOTO
TEOPETUYECKOr0 MaTepuana, MPOBOMITCS B IENSIX 3aKpEIUICHHUS Kypca U OXBaThIBAIOT BCE
OCHOBHBIE pa3/IeIbl.

OcHoBHOU (OpMOH TIPOBEACHHSI CEMUHAPOB M MPAKTUYECKUX 3aHITUN SBISETCS
oOcyxaeHue Hambosee MPOOJIEMHBIX M CIOXHBIX BOMPOCOB IO OTICIBbHBIM Te€MaM, a TakKke
penieHre 3aaad U pa3bop MPUMEpPOB M CUTyallMid B ayJUTOPHBIX YCIOBUAX. B o0s3aHHOCTH
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IIpEenoiaBaresisd BXOAAT: OKa3aHUEe METOJNYECKON MOMOIIN U KOHCYJIBTHPOBAHUE CTYACHTOB I10
COOTBETCTBYIOIIUM TEMaM Kypca.
AKTUBHOCTb Ha IPAKTUYECKUX 3AHITUSAX OLEHUBAETCS MO CIEAYIOIIUM KPUTEPUSIM:
— OTBETHI HAa BOIIPOCHI, ITPEAJIaracMple MpernoaaBaTeIeMm;
— y4YacTHe B IMUCKYCCHSIX;
— BBINIOJIHEHUE MPOEKTHBIX Y UHBIX 33JJaHUN;
— aCCHUCTHUpOBAHHUE MPEMNO/IABATEIO B IPOBEICHUN 3aHATUH.

Jloknaasl M1 ONNOHMPOBAHHUE JTOKJIAZO0B MPOBEPSIOT CTENEHb BJIAJCHHUS TEOPETUYECKUM
MaTepHalioM, a TaKKe KOPPEKTHOCTh U CTPOTOCTh PACCYKICHUH.

OueHnBaHuE TPAKTUYECKUX 33IaHUNA BXOAUT B HAKOIUIEHHYIO OLICHKY.

CamocrosiTesibHast padoTa 00y4arOIIUXCS

CamocTtosTenbHas paboTa CTYJEHTOB — 3TO IPOILECC AKTUBHOTO, II€JIEHANIPABIEHHOTO
OpUOOpETEeHUs] CTYACHTOM HOBBIX 3HAaHUH, yMEHHH 0€3 HEemOCPEeICTBEHHOTO Y4acTHus
IpenojaBarenis, XapakTepU3yIOIIMiics TPEeAMETHON  HampaBiIeHHOCTHIO, 3((HEKTUBHBIM
KOHTPOJIEM U OLIEHKOW Pe3yJIbTaTOB JEATEILHOCTH 00YyJarOIIerocs.

Ilenu camocToATEeNbHON PaOOTHI:

— CHCTEMAaTH3als M 3aKPEIUICHHE MOJIYYEHHBIX TEOPETHUYECKUX 3HAHMM M MPAKTHYECKUX

YMEHUH CTYICHTOB;

— yriayOJieHHe U paclInpeHUe TEOPETUISCKUX 3HAHMIA,
— (GopMHpOBaHHE YMEHUUN HUCIOIH30BAaTh HOPMATHUBHYIO U CIPABOYHYIO JOKYMEHTAIIHIO,

CIEUUATIBHYIO JTUTEPATYPY;

— pa3BUTHE MO3HABATEILHBIX CIIOCOOHOCTEH, aKTUBHOCTU CTYJIEHTOB, OTBETCTBEHHOCTH H

OpPraHU30BaHHOCTH;

— (¢dopMHpOBaHHE  CaMOCTOSATEIbHOCTH  MBIIUICHHUS,  TBOPYECKOH  MHHUIIMATHUBBI,

CIIOCOOHOCTEH K CaMOpa3BUTHIO, CAMOCOBEPIIICHCTBOBAHHUIO M CAMOPEaTN3aIliu;

— pa3BUTHE UCCIIEIOBATEIbCKUX YMEHUN U aKaJIeMUUYECKIX HABBIKOB.

CamocTtosaTenbHas paboTa MOXKET OCYIIECTBIATHCA HWHAMBUAYAIbHO WM TpyINIaMu
CTYJICHTOB B 3aBUCUMOCTH OT 1€/, 00beMa, YPOBHS CI0KHOCTH, KOHKPETHON TEMAaTHUKH.

TexHonorust opraHu3alid  CaMOCTOSITENIBHONM  pabOThl  CTYJEHTOB  BKJIIOYAET
UCIIOJIb30BaHNE MH(POPMAIIMOHHBIX M MaTEePHATbHO-TEXHHUYECKUX PECYpPCOB 00pa30BaTEIHHOTO
YUPEKICHUS.

[Tepen BbITIONIHEHNEM O0YYAIOIIUMHUCS CAMOCTOATEIBLHOM paOOThI TPEIoIaBaTelh MOKET
IIPOBOJIUTH NHCTPYKTAX MO BBIITOJTHEHUIO 3a1aHMsl. B MHCTpYKTaXX BKIIOYAETCS:

— LeJb U COepKaHUE 3a]1aHNs;

— CPOKHU BBIIIOJIHEHHUS;

—  OPHEHTHUPOBOYHBIA 00HEM pabOTHI;

— OCHOBHBIE TpeOOBaHUS K pe3ybTaTaM paboThl U KPUTEPUU OLIEHKH;
— BO3MOJKHBIE TUITUYHBIC OMIUOKU TIPU BHITIOTHEHHH.

WHucTpyKTax MpoBOIUTCS MpernojaBaTesieM 3a cueT 00beMa BPEMEHH, OTBEJECHHOTO Ha
W3y4YeHUE JUCIUTUINHBIL.

KoHTponb pe3ynabTaToB caMOCTOSATENbHOW pabOThl CTYIAEHTOB MOXET MPOXOAUTH B
MUCHhMEHHOMW, YCTHOM WITM CMeIIaHHOU (opme.

CTy#eHTbl AOMKHBI MOIXOAUTh K CaMOCTOSITENbHONW paboTe Kak K HauBakHeHIemy
CPEICTBY 3aKPEIUICHUS U Pa3BUTHsI TEOPETUUECKUX 3HAHUMU, BHIPAOOTKE €IUHCTBA B3TJISI0B Ha
OTJIeNIbHBIE BONPOCHI Kypca, NPUOOpETEeHHs OINpEeAENECHHBIX HABBIKOB U HCIOJIb30BaHUS
npodeccuoHaIbHON TUTEpaTyphl.

[Tomemenust 1s1 caMOCTOSTENbHON pabOThl O00ydaIOUUXCSl AODKHBI OBITH OCHAIEHBI
KOMIBIOTEPHON TEXHUKOW C BO3MOXKHOCTBIO MOJKITIOYCHHS K ceTh «IHTepHeT» 1 obecrieueHneM
JOCTYyTa B 3JIEKTPOHHYIO HHPOPMAIIMOHHO-00pa30BaTEIbHYIO CpPely OpraHU3allu.

[Tpu camocTosATepHON TPOPabOTKE Kypca 00ydaronuecs JOKHBIL:

— TpOCMaTpUBATh OCHOBHBIC ONPEEICHUs U (DAKTHI;
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— IOBTOPUTH 3aKOHCIIEKTUPOBAHHBIM HA JICKIIMOHHOM 3aHATHUH MAaTEPHUAIl U JAONOIHUTH €ro
C YY4E€TOM PEKOMEHAOBAHHOMU 110 JAHHOW TEME JINTEPaTyphl;

— H3Y4YUTh PEKOMEHJIOBAHHYIO JIUTEPATYpPy, COCTABIATH TE€3UCHI, aHHOTALUU U KOHCIIEKTBI
Haun0oJiee BaKHBIX MOMEHTOB;

—  CaMOCTOSITEJIbHO BBIIOJIHATD 33JaHUs, AHAJIOTUYHBIC NIPEJIaracMbIM Ha 3aHATHUSAX;

— HCIIOJIb30BaTh Ul CAaMOIIPOBEPKU MaTepHaiibl (POHIAa OLIECHOYHBIX CPE/ICTB;

—  BBINOJHATH JOMAIHUE 3aJaHKs 110 YKa3aHUIO IIPEIIOAABATEIs.

Pexomenganuu no o0yyennro HHBAJIUA0B U jul ¢ OB3

OcBoeHune TUCHMIUIMHBI HHBaNUAaMu U JunamMu ¢ OB3 MoxkeTr ObITh OpraHW30BaHO Kak
COBMECTHO C JPYTrUMHU OOydYalolIMMHCA, TaK W B OTHENbHBIX Tpynmnax. [Ipenmomaratorcs
CelMallbHBIC YCIOBUS IS MOJTydeHus oOpa3zoBaHus nHBanIuaamMu u auiamu ¢ OB3.

[Tpodeccopcko-nenarornyeckuii coctaB 3HAKOMHUTCS C TICHXOJIOTO-(PU3NOIOTUYECKUMU
O0COOCHHOCTSIMU 00ydJaromuxcss uHBaIuaoB U null ¢ OB3, uHaMBUAYyaTbHBIMU MPOTrPAMMAaMU
peabunuTanuu  WHBaIUAOB (mpu  Hamuuwu). [Ipy  HEOOXOAMMOCTH  OCYIIECTBIISICTCS
JOTIOTHUTEIbHAS TOJNJCPXKKA TMPENOJaBaHUs THIOTOPAMH, TIICHUXOJIOTAMH, COLHUAIbHBIMU
pabOTHUKAMU, TPOLIECIIIMMH MTOATOTOBKY aCCUCTEHTaMHU.

B cootBeTcTBHM € MeTOANYECKMMHU peKoMeHAanusMu MunoOpHayku P® (yTB. 8 anpens
2014 1. Ne AK-44/05BH) B Kypce MpEeIonaraeTcsi HCIOIb30BaTh COIMUAIBLHO-aKTUBHBIC W
pedIeKCUBHBIE METOIbI OOyUYeHUS, TEXHOJOTHH COLMOKYJIBTYPHOH peaOWINTAllUd C IIENBIO
OKa3aHHs MOMOIIM B YCTAHOBJICHUU IOJHOLEHHBIX MEXKINYHOCTHBIX OTHOUICHHH C APYyTUMU
CTYJEHTaMH, CO3JaHUH KOM(OPTHOTO TCHXOJIOTUYECKOTO KJIMMAara B CTYJICHYECKOH TpyTIe.
[Tonbop m pa3paboTka ydeOHBIX MaTEPHAIOB MPOMU3BOIATCS C YYETOM TIPEIOCTaBICHUS
MaTepuana B pa3MUYHbIX (popMax: ayauanbHON, BU3YAIbHOH, C MCIOIB30BaHUEM CIEIHATBLHBIX
TEXHUUYECKUX CPEACTB U NH(POPMALIMOHHBIX CHCTEM.

Meaunamarepualibl Takke CIEIyeT HCIOJb30BaTh U QNalTUPOBaTh C  Y4ETOM
WHIUBUTyATBHBIX 0COOEHHOCTEH 00ydeHust nHBanuI0B 1 juil ¢ OB3.

OcBoeHue AUCHUIUIMHBI UWHBamugamMu U Juuamu ¢ OB3  ocymectBisieTcss ¢
WCIIOJIb30BAaHUEM CPEJICTB OOyYEHHMsI OOIIETr0 W CICIHAIBHOIO Ha3Ha4YeHHs (MIEPCOHATBHOTO U
KOJUIEKTUBHOTO HCIIOJIb30BaHUs). MaTepuanbHO-TEXHUYECKOE OOECTieueHre MpeaycMaTpruBaeT
MPUCTIOCOOJICHUE ayTUTOPUM K HY>KJaM WHBaIHUI0B | Jinil ¢ OB3.

dopma MPOBEACHUS ATTECTAlMM Ui CTyJAEHTOB-MHBamuioB u Jymn ¢ OB3
YCTaHABIIMBAETCS C YYETOM MHAUBHIyaIbHBIX ICUXO(PHU3NYECKIX 0COOCHHOCTEH. J{7151 NHBAaTHA0B
u qun ¢ OB3 mpenycmarpuBaeTcst qoctymHas (Gopma IpeaocTaBlIeHUS 3aJaHUi OLEHOYHBIX
CPEICTB, @ UMEHHO:

— B [IEYaTHOMW WJIU AJIEKTPOHHOHU (hopme (IUIsl JIUIl C HApYIIEHUSIMU OMOPHO-BUTATEIHLHOTO
amnrmnapara);
— B mTeyaTHOH (¢opmMe WM DJIEKTpOHHOH (opMe ¢ yBETUYEHHBIM HIPUPTOM U

KOHTPACTHOCTBIO (IUIsI JIUI] C HAPYLICHUSIMU CITyXa, peUH, 3pEeHus);

— METOJIOM YTEHHsI aCCUCTEHTOM 3aJIlaHus BCIYX (U1 JIHI] C HAPYLICHUSIMH 3PEHUs).

CryneHTaM ¢ MHBaIUMIHOCTHIO M junaM ¢ OB3 yBenuuuBaeTcs BpeMsi Ha MOJATOTOBKY
OTBETOB Ha KOHTPOJBHBIC BOMTPOCHL. [[JIsl TAKUX CTYACHTOB MpeayCcMaTprUBaeTCs JOCTymHas (hopma
MPEIOCTaBICHUSI OTBETOB Ha 33/1aHUS, & UMEHHO:

— THUChbMEHHO Ha Oymare uin HabOpoM OTBETOB Ha KOMIIbIOTepe (JIsl JIUI] C HApYyLICHUSIMU
clIyxa, peun);
— BBIOOPOM OTBETa U3 BO3MOXHBIX BAPUAHTOB C MCIIOJIH30BAHUEM YCIYT aCCUCTEHTA (IS

JIUI] C HapYUICHUSIMH OMTOPHO-BUTATENILHOTO aliapara);

— YCTHO (ISl TUI[ C HAPYLICHUSIMH 3PEHHUSI, OTIOPHO-ABUTaTEIbHOIO anapara).

[Ipu HEOOXOAMMOCTH ISl OOyYaromuxcs ¢ WHBaIMAHOCTHI0 U jmi ¢ OB3 mpomemypa

OLICHUBAHMSI PE3yJIbTaTOB O0YUEHUSI MOXKET MPOBOJIUTHCS B HECKOJIBKO ATAIOB.
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12. Onucanue MaTepuaIbHO-TEXHUYECKOI 0a3bl, HEOOXOAUMOM IJISl OCYIIEeCTBJICHHSI
o0pa3oBaTeIbHOIO Npolecca Mo TUCHUILINHE

Yuebnasn ayIuTopus «Jlaboparopust WH(OPMAIMOHHO-KOMMYHHUKAIIHOHHBIX
TEXHOJOTHI», NpeqHa3HAueHHas Ui MPOBEIEHUS Y4YEOHBIX 3aHITHHA, NPETyCMOTPEHHBIX
HACTOAIIEH padouell mporpaMMoi JUCIHILINH, OCHAIICHHAs] 000pyIOBaHUEM U TEXHHYECKUMU
cpeacTBaMu OOydeHHs, B COCTaB KOTOPBIX BXOJAT: KOMIUIEKTHI CHEIHAIN3UPOBAHHON yueOHOU
MeOenu, Jocka KIacCHas, MYJIbTUMEANHHBIA MPOEKTOP, OJKpaH, TPUHTEP, KOMIIBIOTED
IpenoaaBaTesiss U KOMIBIOTEPHI sl padOoThl 00y4YaIOUMXCs ¢ YCTAaHOBJIECHHBIM JIUIIEH3MOHHBIM
MPOrpaMMHBIM OOECTICUeHHUEM, C BBIXOJIOM B ceTh «/HTepHET» M MOCTYNOM B JJIEKTPOHHYIO
nH(}pOpMaIMOHHO-00Pa30BATENHHYIO CPEY.

IMoMelnenne 1Jisi cCAMOCTOSITEIbHOI PaG0OThI 00YUaAIONUXCS — Ay TUTOPUSI, OCHAIICHHAS
CIIEIYIOIMIUM 000PYJOBAaHUEM U TEXHUYECKUMU CPEACTBAMM: CIIEMaIN3UpOBaHHAs MeOenb AJis
IpernoaaBaTelis u 00yJaroImuxcs, Jocka yaeOHas, MyJIbTUMETUHHBINA TIPOEKTOP, IKPaH, 3ByKOBBIC
KOJIOHKH, KOMIBIOTEp (HOYTOYK), MEepCOHAIBHBIE KOMIBIOTEPHI Uil pabOThl 00yYaromuxcs ¢
YCTaHOBJICHHBIM JIMIICH3MOHHBIM IIPOTPAMMHBIM 00ECTIEYeHUEM, C BBIXOJIOM B CeTh «HTepHET»
U IOCTYTIOM B 3JIEKTPOHHYI0 HH(POPMAIIMOHHO-00pa30BaTEIbHYIO CPENY.
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