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K OCHOBHOU NPOgheccuonanbHoll 00pazoeamenbHoll npocpamme

no nanpasnenuro noocomosxu 09.03.02 Hngopmayuonnsie cucmemul u mexnono2uu,
HanpasienHocmy (npoghunsv) « Angpopmayuonnvie cucmemol u OU3HEC-AHATUMUKA Y

PabGouass mporpamma mucnmmuiiHbl «MHOpManmoHHas 0€30MacHOCTh W 3alluTa
uHpOpMaLUK» BXOAUT B COCTaB OCHOBHOW MpOQecCHOHANbHON 00pa30BaTeNbHON MPOTrpPaMMBbI
BBICIIETO 00pa3oBaHus 1Mo HampapieHuto moaroToBku 09.03.02 MuHpopManMoHHBIE CHCTEMBI U
TEXHOJIOTHH, HAMIPaBJICHHOCTH (Tpoduis) « MTHPOpMAIIMOHHBIE CHCTEMbI U OM3HEC-aHATTUTUKA) U
npeaHa3HaueHa I 00yJaromnXCcsl OYHON U OYHO-3a09HOU (popM 0OydeHHUS.

© MHCTUTYT MEXKIyHAPOJAHBIX SKOHOMUYECKHX CBsi3el, 2026.
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1. Iean u 3agau AUCHUILIHHBI

Heabwo qucuunianabl «MHpopmMannonHas 0€30MACHOCTh W 3alMTa MH(OPMALUN»
ABJISICTCA TIOJIYUCHUC TCOPCTUUCCKUX 3HAHUU U MPAKTUYCCKUX HABBLIKOB, H€O6XO,Z[I/IMI>IX JJIA
MOHMMAHHUS OCHOB M MPHUHIMIIOB 3allUThl HWH(OpMAaLWU, MPUMEHEHHS] CIOCOOOB 3alUThHI
uHpOpPMaLMK Ha MPaKTHKeE, BKIIIOYAs 3aIUTY KOMIIBIOTEPHBIX CHUCTEM, 3aIUTy WH(OpMAIMU B
ceTu IHTepHET U KOPIOPATUBHBIX CETSX.

3anaun u3ydeHust AUCHUTIIMHBI

— TpUOOpeTeHHe TOHMMAHHWA OCHOBHBIX  TPHHIMUIIOB  OpPraHU3alM{  3alIUTHI
nHpopmanuu;

— TpUOOpeTeHNe TOHNMaHHsI COBPEMEHHBIX TEXHOJIOTHH 3aIIUTHl HH(OPMAIHH;

— W3yYCHHE OCHOBHBIX NPOLEAYP W HWHCTPYMEHTOB, MCIIOJIB3YEMBIX IS O0OECHCUCHHS
UH(POPMALIMOHHOM 0€30MaCHOCTH Ha MPAKTHKE.

2. MecTO IMCHUIVIMHBI B CTPYKTYpPe OCHOBHOM npodeccnoHanbHON 00pa3oBaTeIbHOM
NMPOrpaMMbI BbICIIEIr0 00pa3oBaHus

Juctmmumaa « MapopManmonHas 6€30MacHOCTh M 3alIiTa HHPOPMAITUI» BXOJUT B 4acTh
y4eOHOTo 1miaHa, GopMUPYyEMYIO yUaCTHUKaMU 00pa30BaTEIbHBIX OTHOILICHU 110 HAIIPABICHHIO
noarotoBku 09.03.02 MudopmarimoHHbie CHCTEMBl U TEXHOJIOTHH, HAMPaBICHHOCTh (TTPOQMIIb)
«MHbopMaimOHHBIE CUCTEMBI 1 OM3HEC-aHAIUTHKAY.

3. O0beM IMCHUIIMHBI B 32YeTHBIX €IMHUIAX U AKAJIeMHYECKUX YacaX ¢ YKa3aHHEeM
KOJIMYeCTBA aKa/leMHUYeCKUX YaCOB, BbI/IeJIeHHBIX HA KOHTAKTHYI0O padoTy
00y4yauuxcs ¢ npenogaBaresieM (10 BUAaM yueOHBIX 3aHATHII) U Ha
CaMOCTOSITEJIbHYIO Pa00Ty 00y4aromuxcs

OO6mas TpyaJ0€MKOCTh JUCITUTUTHHBI COCTABIISET 3 3a4€THBIC eAMHUIIBI, Bcero — 108 gacos.

. Bcero yacos
Bup yueoHoit paboTbl
ouHasi (hopma OUYHO-3204Hast
oOyJeHus dbopma o0yueHus
KonTakTHas padora ¢ npenogaBartesem (Bcero) 28 8
B ToMm uncne:
3aHsATUS JEKIIMOHHOTO TUIA 14 6
3aHATHS CEMUHAPCKOTO THIA (CEMUHAPHI) 14 2
CamocrosiTesibHas padoTa (Bcero) 80 100
KonTpoib -
dopma KOHTPOJIS 3ader ¢ olleHKOM
O0mast Tpy10éMKOCTb TUCHUILIHHBI 108




4. IlepevyeHb MUIAHUPYEMBbIX Pe3yJIbTATOB 00y4YEeHHS 110 JUCHUILJIMHE, COOTHECEHHBIX €
IUVIAHUPYEMbIMH pe3yabTaTaMU 0CBOCHHS OCHOBHOM NpogdeccuoHaAIbLHOMI
00pa3oBaTeILHON MPOrPaMMBbI

Koa v HaumeHoBaHue

Koa v HanmMeHoBaHue

Ilnanupyemble pe3yibTaThl

KoMIleTeHuu(uii) HHIMKATOPA T0CTHUKEHUS
00y4YeHus 10 AMCUMIINHE
BbINYCKHUKA KOMIIeTeHIIUH

Bbe3onacHocTs NYK 8.1 3HaTh: OCHOBBI HMH(OPMAIIMOHHON
KU3HEIeATEeJIbHOCTH HNmeer mpencraBieHue o | 0€30macHOCTH u 3AIUATHI
YK-8 0e30MacHbIX YCIOBHSIX | HH(POPMALIUH.
CrocobGeH co3naBaTh U | )KM3HEAEATEIbHOCTH s | YMeTh: ONpEeNENATh
MOAJEPKUBATH B | COXpaHEHUS MIPUPOJHOM | ITOCIIEIOBATEIBbHOCTD ACUCTBUN IIPU
MTOBCETHEBHOW XU3HU U B | CPEBbI u oOecrieyeHus | BOSHUKHOBEHUH YIPO3.
npodeccrnoHanbHOM YCTOMYUBOTO pasButus | Biagerb: HaBBIKOM CO3JaHUS U
nesTeNbHOCTH Oe30macHble | oOiecTBa. MO/ /IepKaHUS YCJIOBHUI
YCJIOBHS NYK 8.2 uH(OPMAIIMOHHON OE30MaCHOCTH.
XKuszHenesaTenpHoctn  uid | Onpenensier
COXpaHEHHUs IPUPOAHOH | OCIENOBATEIBHOCTh
cpenbl, oOecrieueHus | JEUCTBUI npu
YCTOWYUBOTO pa3BUTHS | BOSHUKHOBEHHMH yTPO3.
obmiectBa, B ToM umcie | MYK 8.3
pu yrpose u | O0ecrieunBaeT co3gaHue H
BO3HUKHOBEHHH nojaJepkaHue  Oe30MacHbIX

YpE3BbIYANHBIX CUTYaLHI
Y BOGHHBIX KOH(JIMKTOB

YCJIOBI/Iﬁ KU3HECOACATCIIbHOCTHU

OIIK-3
Crniocoben
CTaHJIapPTHBIE
npo¢eCcCuOHATBHON
JeSITeIbHOCTH Ha OCHOBE
WH(pOPMaITMOHHOMN "
o6ubnuorpaduueckon
KyJbTYPBl C IPUMEHEHHUEM
MH(pOPMAIIMOHHO-
KOMMYHHKAIIMOHHBIX
TEXHOJOTUH U C YYETOM
OCHOBHBIX TpeOoBaHM
MH(POPMAIIMOHHOM
0€30MacHOCTH

pemaTh
3aa4yu

HOIIK 3.1

JleMoHCTpHpYyET 3HAHUS
OCHOBHBIX TpeGoBaHUI
nH(pOpMaAITMOHHOM
0€30IacCHOCTH.

NOIIK 3.2

Pemraer mpodeccuonanbHbie
3aJayd ¢ TPUMCHCHHEM
UH(POPMALIMOHHO-
KOMMYHHUKAITHOHHBIX
TEXHOJIOTHM.

3HaTh: OCHOBHBIE  TpeOOBaHUS
nH(pOpMaIMOHHOM 0€30MMacCHOCTH.
Ymers: aHaJIU3UPOBATh
UHQOPMALIMOHHBIE  CHUCTEMBI  C
y4€TOM COBPEMEHHBIX TPeOOBaHUI
nH(pOpMaAIMOHHOM 0€30MMaCHOCTH.
Baaners: HaBbIKaMu obOecrieueHUs
(GyHKIIMOHUPOBAHUS
UHPOPMALIMOHHBIX ~ CHUCTEM  C
y4€TOM COBPEMEHHBIX TpeOOBaHUI
UH(POPMALIMOHHOM 0€30MacHOCTH.




5. Conepsxkanue QM CHUTINHBI

HaumenoBanue teMm

Conep:xxanue TeM (pa3jaesioB)

(pa3nesioB)
Tewma 1. Benenue B Hemn w npuHunel uHOOPMAIMOHHOW O0€30MacHOCTH.
MH(OPMaLIMOHHYIO Tunsel yrpo3 u arak Ha WHGOPMALUOHHBIE CHCTEMBI.
0e30MacHOCTh OcHOBHBIE IPHUHIIUIIBI 3AIIUTH HH)OPMAIIHH.

Tewma 2. OcHOBBI KpunTorpaduu

[Tpunuunel kpunrorpauu W MeTOAbl IU(GPOBAHMUS.
CuMMeTpU4HOE UM aCHMMETPUYHOE  IHQpoBaHHE.
Xs31IHMpOBAHUE. DNeKTpOHHO-I(POBHIC MOIHUCH.
CepTudukars 0€30MMacHOCTH. AnmnapatHbie
KpunTorpaduueckue ycTpoucTaa.

Tema 3. 3amura KOMIBIOTEPHBIX
cucTeM

Opranuzanus 0€30MaCHOCTH  OINEPAIMOHHBIX CHCTEM.
3ammra OT BPEJOHOCHOTO MPOrpaMMHOrO OOecHeueHHs
(BUpYCBI, TPOSIHBI U TIp.). OCHOBBI CETE€BOM OE30MACHOCTH
(MexceTeBble  JKpaHbl, CHCTEMBbl OOHApPYXKEHUS WU
npenoTBpalieHus BropskeHuid, VPN).

Tewma 4. 3ammura nHGOpPMAIIIH B
cetu MHTepHer

OcHOBBI 0€30MTaCHOCTH BEO-TIPHIIOKEHUH. 3aluTa OT aTaK
Ha BeO-caiiThl (SQL-UHBEKINH, MEKCAUTOBBIM CKPUTITUHT
u ap.). Ilporokon TLS. 3ammura KoHpHUACHIHATBHOCTH
JAHHBIX MPU TIepeade Mo CeTH.

Tewma 5. 3ammura nHGOpPMALTIH B
KOpPIIOPaTUBHOMU cpefie

[Tomutuku 6e3omacHocTH. [Iponenypbl pearupoBaHus Ha
WHIUACHTHL. 3amuTa uHbopManuu B 0a3axX JaHHBIX H
XpaHUJIUIIAX. duznyeckas 0€30MacHOCTh
UH(POPMALIMOHHBIX CHCTEM.




6. CTpykTypa JUCHMILUIMHBI 10 TEMaM C YKa3aHHEM OTBeIeHHOI'0 HA HUX
KOJINYeCTBA aKaJeMU4eCKHX YaCOB U BU/IOB YUeOHBIX 3aHATHI

Ounas ¢popma o0ydyeHHs

KonTakTHas padora, yac.

CamocrosiTteb
Ne HauMeHnoBaHue TEM 3ansTust 6 Bcero,
n/n | (pa3gesnoB) IMCUMILIMHBI | JeKIHOHHOro | CeMHHApHI Has p: o1 | qac.
THIIA ac.
1. | Benenue B 2 2 14 18
MH(pOPMaITMOHHYIO
0e30MacHOCTh
2. | OcHoBBI KpunTOrpadun 4 4 18 26
3. | 3ammTa KOMIBIOTEPHBIX 4 4 16 24
CUCTEM
4. | 3ammra nHGOpPMAIUH B 2 2 16 20
cetu MHTEpHET
5. | 3amura uapopmalum B 2 2 16 20
KOPIIOPAaTUBHOM cpefie
UToro: 14 14 80 108
OuHo-3204Hasi popma 00yueHust
KonTakTHas padora, yac.
CamocrosiTteb
Ne HaumenoBaHue TeM 3ansaTus Bcero,
Hasi padora,
n/n | (pa3aesioB) AMCUMIUIMHBI | 1eKHHOHHOTO | CemuHApBI aac. Jac.
THOA
1. | Uadbopmarmonnas 1 - 17 18
0€301MacHOCTh
2. | OcHoOBBI kpunTOrpadun 2 - 24 26
3. | 3amuTa KOMIBIOTEPHBIX 1 1 22 24
CUCTEM
4. | 3ammra nHGOpPMAIIUH B 1 1 18 20
cetu MHTEpHET
5. | 3amura uapopmalum B 1 - 19 20
KOPIIOPAaTUBHOM cpefie
Hroro: 6 2 100 108




7. IlepeyeHb y4eOHO-METOAMYECKOI0 00ecneYeHus 1JIsl CAMOCTOSITe/IbHOH PadoThl U
TeKYLIero KOHTPOJIsA 00y4aloUIUXCsl M0 JUCHUIJIMHE

CaMocTosTenspHast pa60Ta ABJISICTCA OJHHUM U3 OCHOBHBIX BHU0OB y‘ICGHOﬁ JACATCIIbHOCTH,
COCTaBHOM 4acThIO y4ueOHOTO IMpoliecca U UMEET CBOEH Leblo: TITyOOKoe YCBOCHHE MaTepuasna
AUCHUIINIMHBI, COBCPIICHCTBOBAHUC U 3aKPCIIJICHUC HABBIKOB CaMOCTOSITEIILHOU paGOTBI C
JUTEpPATypoil, PEKOMEHJIOBAHHOW MpernojaBaTeieM, YMEHUE HaWTH HYXHBIA MaTepuan |
CaMOCTOATCIIBHO €ro HUCIIOJIBb30BAaTh, BOCIIMTAHHE BBICOKOU TBOp‘ICCKOﬁ AKTUBHOCTH,
WHUIMATUBBI, TMPHUBBIYKA K TIOCTOSHHOMY COBEpPLICHCTBOBAHMIO CBOMX 3HaHHMM, K
LEJIEYCTPEMIIEHHOMY HAyYHOMY IIOHUCKY.

Kontponbe camoctosiTensHON pabOThI, SBISETCS Ba)XXHOW COCTaBISAIONICH TEKYIIETO
KOHTpPOJIA YCIICBACMOCTH, OCYHICCTBIACTCA IIPCNoAaBaTCJicM BO BpCMA JICKIIMOHHBIX H
MPAKTUYECKHUX (CEeMMHAPCKUX) 3aHATHH U 00ecrieurBaeT OLEHUBAaHUE X0/1a OCBOCHHUS N3yyaeMOin
JUCHUITIIUHBI.

BOHpOCbI AJIA CaMOCTOATEC/IbHOI'0 M3YUYCHU S

1. Vsa3BUMOCTH  NPOrpaMMHOTO  OO€CledYeHUs M TIPUHIMIBL  «OE30IacHOro»
IPOTPaMMHUPOBAHHUSL.

2. Metoabl colManbHON MHKEHEPUH IS TIOTYYEeHUS! HECAaHKIIMOHUPOBAHHOTO JOCTYIIA K
nHpopmanuu.

3. Ayrentudukanus 1 METObI ayTeHTU(UKALINY.

4. ABTOpHU3alMs U METObI aBTOPU3AIUH.

5. Ilporokon mugpposanus Triple DES.

6. IIpotoxon muppoBanus AES.

7. Ipotokon muppoBanus RSA.

8. IIpotokon mmdpoanus ECDSA.

9. Crniocobb1 obecnieueHust 0€30MacHOCTH B OECIIPOBOHBIX CETSX.

10. be3omacHOCTh TaHHBIX B OnepannoHHoi cucteme Windows.

11. be3zonacHocTh maHHbBIX B 10S.

12. BesomacHocTh qa”HHBIX B Android.

13. Cnoco6sl muppoBanus HHGOpMAIMK B 6a3ax TaHHBIX.

14. Pe3epBHOE KOMMMPOBAHKE JIAHHBIX M €T0 3HAYCHUE JIJIs 0€30MacCHOCTH MH(OPMAITHH.

15. Mepsbl 6e30macHOCTH JUIs 3alUTH KOH(DUCHIMANBHON HH(pOpMAaLIUY TPH Tepeiade
IO CETH.

8. IlepeyeHb BONPOCOB M THNOBbIE 3aaAHUS AJISA NOATOTOBKH K IPOMEKYTOYHOM
arrecTaluu

8.1 IlepeueHb BONpPOCOB ISl MOATOTOBKH K 324€Ty € OLlEeHKOM

OcHoBHBIE YTPO3bl HTHPOPMAITMOHHOHN 0€3011aCHOCTH.
MeTtoap! b poBaHusI.
OnexTpoHHo-1MppoBeie noanucu (D).
Ceprudukarsl 6€30MacHOCTH.
XsmupoBaHue.

AnmapartHast KpunTorpadusi.

AHTUBHPYCHI.

MeTtonapl 0OHapysxeHus BropkeHuit (IDS).

9. Meroas! npenorBpaienus sropxeHuit (IPS).
10. TIpeumymiectBa ucnosib3oBanusi VPN.

11. 3ammra oT atak Ha BeO-CalTHI.

NN R =



12. Tlpunnumnsl padboTs! npotokona TLS.

13. 3amura nepumeTpa U METOABI 3aLIUTHI CETH.
14. Ponb monuTuk 0€30MacHOCTH B OPTaHHU3AIUH.
15. IlpuHUUMI HAMMEHBIINX TPUBUIIETUH.

16. 3ammra nuapopmanmu B 6a3ax JaHHBIX.

8.2. TunoBele 3agaHuA 1JI ONEHKH 3HAHMI

1. ANTopuTM X3IIUPOBAHHUS, Han00JIEEe YACTO UCIIOIB3YEMbIN B HACTOSIIICE BPEMSI:
a) DES;

6) MD5;

B) SHA-1;

r) SHA-2.

2. B xoHTekcTe nHpOpMaMOHHON Oe30nmacHOCTH TepMuH IPS o3Havaer:
a) In-Plane Switching;

0) Intruder Protection System;

B) Internal Power Supply;

r) IP Screening.

3. Haubonee Ge3omacen st oOMeHa TaHHBIMU B ceTH VIHTEpHET MPOTOKOJT:
a) HTTP;

0) HTTPS;

B) SHA-1;

r) SHA-256.

8.3. TunoBble 3a1aHUsA /15l OLIEHKH YMEHU I
3ananue 1. Opranuzanmuu HEOOXOIUMO XPaHUTh KOH(PHICHIMAIBbHYIO WH(POPMALHIO B
0aze manubix. llpeanmaraercst nmenarb 3T0 B 3ammpoBaHHOM Bujae. BriOepute anroputm

mudpoBaHUs s penieHus 3Tou 3agaun. OOG0CHYHWTE CBOM BBHIOOD.

3ananue 2. Bam HeoOxoauMo coOpaTh WH(POPMAIIMIO O KOMIIAaHUHM U €€ COTPYAHHUKAX C
MOMOIIbIO METOJIOB COLMAIbHOM MHkeHepruu. COCTaBbTE MJIaH CBOUX JCHCTBUM.

3aganue 3. CocraBpTe IUUIaH TIOUCKA YSI3BUMOCTEH B CETEBOM HH(PPACTPYKType
OpraHH3aIiH.

8.4. TunoBkle 3agaHu 1JI9 OLEHKH HABBLIKOB

3ananue 1. PazpaboraiiTe peKOMEHIAIIMU 110 CO3JaHUI0 0€30TaCHBIX MapoJIeH, YIUTHIBAs
UX JJIAHY, CIIOKHOCTD U PETYIIAPHYIO CMEHY.

3aganme 2. /{1 mpoTHBOAEWCTBUS (DUINIMHIOBBIM aTrakamM, pa3paboTaiiTe HaMsaTKy
COTPYAHMKAM OpraHU3alMM C [EPEUUCIEHUEM NPU3HAKOB (HUILIMHIOBBIX COOOLICHUH
AIEKTPOHHOM MOYTHI.

3aganue 3. Co3naiiTe 4eK-IUCT ISl CAICTEMHOI'O aAMUHHUCTPATOpa CETH NMPEATIPUATHUSA 1O
HACTPOMKE MEXKCETEBOTO dKpaHa (firewall).



9. IlepeyeHb OCHOBHOI U JONOJHUTEJIbHOH Y4eOHOH JIMTEPATYPbI, HEOOXOAMMO 1JIA
OCBOECHUS TUCHMUILINHBI

9.1. OcHoBHas1 UuTEpaTYpa

1. 3enkos, A. B. MudopmarmonHas 6€301MacHOCTh U 3aIuTa HHOOPMAIUH : YIeOHUK IS
By30B / A. B. 3enkoB. — 2-e u3n., nepepad. u nomn. — MockBa : M3narensctBo KOpaiit, 2026. —
107 c. — (Beicmee obpazoBanue). — ISBN 978-5-534-16388-9. — TekcT : 37eKTpOHHBIN //
Oo6pazoBarenpHas mwatdopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/588741

2. CyBopoBa, I'. M. HWudopmarnmonHass 6e30macHOCTh : yueOHUK mis By3oB / . M.
CyBopoBa. — 2-e u3f., nepepad. u gon. — Mocksa : M3natensctBo IOpaiit, 2026. — 277 ¢. —
(Beiciiee o6pazoBanme). — ISBN 978-5-534-16450-3. — Tekct : SIeKTpOHHBIA //
Oo6pazoBarenpHast mwatdopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/588515

9.2. lonotHUTEIBHAS JIUTEPATYPA

1. Opranu3anlMoOHHOE W IpaBOBoe obOecriedeHrne HHGOPMAIIMOHHON O€30MacHOCTH !
yueOnuk ais By3oB / T. A. TlonsikoBa, A. A. Ctpensio, C. I'. UybykoBa, B. A. Huecos ; mox

penakuueit T. A. Ilomsxooii, A. A. CtpenbuoBa. — 2-¢ u3f., nepepad. u gomn. — Mocksa :
NznarensctBo FOpaiit, 2026. — 357 ¢. — (Bricmiee oopazoanue). — ISBN 978-5-534-19108-0.
— Teker : osnextpoHsbii // OOpasoBarenbHas 1uiatdopma IFOpaiit [caiit]. — URL:

https://urait.ru/bcode/583236

2. Kazapun, O. B. HanexHocTh 1 6€3011aCHOCTB MPOrPAMMHOT0O 00eCIIeYeHuUs : yUeOHUK
st By3oB / O. B. Kazapun, U. b. lllyounckuit. — 2-e u3a. — Mocksa : U3narensctBo IOpaiir,
2026. — 352 c¢. — (Bwicmiee obpazoBanue). — ISBN 978-5-534-19386-2. — TekcT
anexkTpoHHBd  //  OOpasoBarenvHas  1uargopma  FOpaiit  [canit]. —  URL:
https://urait.ru/bcode/586060

10. Ilepevyennb pecypcoB HHGOPMALMOHHO-TEJIEKOMMYHUKAUIMOHHOM ceTn «AHTEepHETY,
HEeO0XOAUMBIX JIfl OCBOCHH S JUCHUNIMHBI U MHPOPMAIIMOHHBIX TEXHOJIOTHIA,
HCIO0JIb3yeMbIX NPH OCylIleCTBJIEHUHM 00pa30BaTeJILHOI0 NpoLecca no JUCHUILINHE,
BKJIIOYasl MlepevYeHb MPOrPpaMMHOI0 o0ecrneyeHus 1 HHPOPMAUMOHHBIX CIPABOYHBIX
cucrTeM (MpH HEOOXOAMMOCTH)

1. https://urait.ru - 9BC «Obpa3zoBarenbHas miatdopma KOpaitt»
2. https://coderwall.com/ - Coderwall «Coo011ecTBO MporpaMMHUCTOBY

JIM1eH3MOHHOE TPOrPaMMHOe o0ecreYeHme:

- Windows (3apy0exHoe, BO3ME3THOE);

- MS Office (3apyOexxHOE, BO3ME3THOE);

- Adobe Acrobat Reader (3apy0exxHoe, CBOOOIHO pacipoCTpaHIeMoe);

- Koncynperantllmoc: «KoncynsranTlImtoc: CtynenT» (poccuiickoe, CBOOOIHO
pacIpoCTpaHsIeMOE);

- 7-zip — apxuBatop (3apy0exxHoe, CBOOOTHO pacIpoCTpaHsIeMoe);

- Comodo Internet Security (3apy6exHoe, CBOOOTHO pacpocTpaHsIeMoe);

- Apache NetBeans — cBo0o1Hast HHTETpUpOBaHHAS Cpelia pa3padOTKU MPUIIOKEHUH
(IDE) na si3p1kax nmporpammupoBanus Java, Java, PHP, JavaScript, C, C++, Ana u psina apyrux
(3apy0exHoe, CBOOOTHO PacIpOCTPaHSIEMOE).
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11. MeToanuyeckue peKOMEHIANUM 110 OPraHU3ANUN U3YYEeHU S JUCUUIIMHBI

Opranuzanus 00pa30BaTeIbHOrO TMPOIECCa PErIaMEHTUPYETCS y4eOHBIM IUIAHOM U
pacnucaHueM yueOHbIX 3aHATHHA. SI3bIK 00yUyeHus (MpernoaaBanusi) — pyCCKUM.

[Ipu  QpopMupoBaHMM CBOCW HWHIWBHAYyaJbHOM  0Opa30BATENIbHOW  TPAaCKTOPUHU
o0yyaromuics UMeeT MPaBo Ha Nepe3adéT COOTBETCTBYIOMUX AUCUUIUINH U PO ECCHOHATBHBIX
MOJIyJIel, OCBOEHHBIX B TMIpOIECCe MPEAIIECTBYIOMIEr0 OO0y4YeHHs, KOTOpbIi 0CBOOOXKIaeT
00yyYaromerocss OT HeOOXOJUMOCTH UX MTOBTOPHOTO OCBOCHHUSL.

OoOpa3oBaTte/ibHbIE TEXHOJIOTUH

Y4eOHBII mpolecc MpH NPENoJaBaHUM Kypca OCHOBBIBAETCS Ha MCIIOJIb30BAHUH
TPaJWLMOHHBIX, WHHOBALMOHHBIX M WH(GOPMAIMOHHBIX OOPAa30BATEIbHBIX TEXHOJIOTHIA.
TpaauunonHeie 00pa3oBaTeNbHBIE TEXHOJOTMHM MPEICTABICHBI 3aHATUAMU CEMUHApPCKOTO U
JEKIMOHHOTO Tuna. VHHOBalMOHHBIE 00pa3oBaTelIbHbIE TEXHOJOTHUU HCIOJB3YIOTCS B BHJE
IIMPOKOTO TPHUMEHEHUS aKTUBHBIX M HWHTCPAKTUBHBIX (OPM TPOBEIACHUS 3aHATH.
UudopmanonHsle  o0pa3oBaTeNbHbIE TEXHOJOTHMH  pPEaTU3yIOTCS IMyTEeM AaKTUBU3ALUU
CaMOCTOSITENIbHOW PabOThI CTYJICHTOB B MH(OPMAIIMOHHON 00pa3oBaTeIbHOM cperie.

3aHATHSA JIeKIMOHHOTO THIIA

JIeKIIMOHHBI KypC TMpEanojaraeT CHUCTEMAaTU3UPOBAHHOE H3JI0KEHHE OCHOBHBIX
BOITPOCOB y4€OHOTO TIJIaHa.

Ha nepBoii nexiuu nekrop 00s3aH MpeayNnpeIuTh CTyI€HTOB, IPUMEHHUTEIBHO K KAKOMY
06a3zoBOMY yueOHUKY (YueOHUKaM, Y4eOHBIM ITOCOOUSM) OyIE€T MPOYUTAH KYpC.

JIeKIIMOHHBIN Kypc TOJDKEH JaBaTh HanOOJbIIUM 00beM MH(OpManuu u oOecreynBaTh
Oosee rirybokoe MOHMMaHNE y4eOHBIX BOIPOCOB MPHU 3HAUUTEIHLHO MEHbILEH 3aTpaTe BPEeMEHH,
4YeM 3TO TpedyeTcs OONBIINHCTBY CTYIEHTOB Ha CAMOCTOATENbHOE U3YUEHUE MaTepraa.

3aHATHS CEMMHAPCKOI0 TUIIA

CemunHapckue (paKkTHUECKUE) 3aHATHS IPEJICTABIISAIOT COOON NETATN3AIHIO JIEKLIHOHHOTO
TEOPETUYECKOr0 MaTepuaina, MPOBOAITCS B LENIX 3aKpeIUIeHHs Kypca U OXBaThIBAlOT BCe
OCHOBHBIE pa3/Iebl.

OcHoBHOM (opMOI TIpOBEEHUS CEMHHApPOB M TPAKTUYCCKUX 3aHITHH SBISETCS
oOcyxaenue HanOosee MPOOJEMHBIX U CIOXKHBIX BOIPOCOB IO OTICIBHBIM T€MaM, a TaKkXke
pelieHre 3aaad U pa3dop MPUMEpPOB M CUTyallMid B ayJUTOPHBIX YCIOBUAX. B oOs3aHHOCTH
IpEenoJiaBaTessl BXOIAT: OKa3aHWE METOINYECKOH MOMOIIM U KOHCYJIbTHPOBAHUE CTYJIEHTOB IO
COOTBETCTBYIOIIIMM TEMaM Kypca.

AKTHUBHOCTB Ha MPAKTUYECKHUX 3aHATHIX OLECHUBAETCS 110 CICIYIOIINUM KPUTEPUSIM:

— OTBETHI Ha BONIPOCHI, IpeJIaraeMble MpenoaBaTeiaeM;

— ydYacTHue B JUCKYCCHSIX;

— BBINOJIHEHHUE MPOEKTHHIX U MHBIX 33/1aHUN;

— acCHCTHPOBAHME MPENoJaBaTellio B IPOBEICHUY 3aHATUH.

Jloknaznpl ¥ ONIMOHMPOBAHUE JOKJIAJ0B MPOBEPSIOT CTENECHb BIAJCHHUS TEOPETUYECKHM
MaTepuaioM, a TakKe KOPPEKTHOCTh U CTPOTOCTh PACCYKICHUH.

OneHuBaHuE PAKTHUECKUX 33JJaHUN BXOJUT B HAKOIUIEHHYIO OLICHKY.

CamocTosiTesibHasi padoTa 00yYarOmuxcst

CamocrosTenbHas paboTa CTyIEHTOB — 3TO INPOLECC aKTUBHOIO, IEJIEHAIPABICHHOTO
NpUOOpETEeHUs] CTYACHTOM HOBBIX 3HaHUH, yMEHHH 03 HemoCcpeICTBEHHOro Yy4acTus
IpenosiaBaTessi, XapaKTepU3YIOUIMHCS TPEAMETHOW  HalpaBIEHHOCTHIO, 3((EeKTUBHBIM
KOHTPOJIEM U OLIEHKOW Pe3yJIbTaTOB JESATENbHOCTH 00yYaroIIerocs.

Lenu camocTosTeNEHON PaOOTHI:

— CHCTeMaTHu3allusl U 3aKpeIICHHE MOJYYEHHBIX TEOPETHUECKUX 3HAHUN U MPAKTHUYECKUX

YMEHHUH CTYJEHTOB;

— yrinyOJieHHe U paclIMpeHUe TEOPETUYECKUX 3HAHMUIA;
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— ($opMHpOBaHHE YMEHUHN HUCIOIB30BaTh HOPMATHUBHYIO U CIPABOYHYIO JOKYMEHTAIIHIO,

CIELHUATIBHYIO JTUTEPATYPY;

— pPa3BUTHE MO3HABATENILHBIX CIIOCOOHOCTEH, aKTUBHOCTU CTYJIEHTOB, OTBETCTBEHHOCTH H

OpPraHU30BaHHOCTH;

— (¢GopMHpOBaHME  CaMOCTOSATEIbHOCTH  MBIIUICHHUS,  TBOPYECKOH  MHUIIMATUBBI,

CIIOCOOHOCTEH K CaMOpa3BUTHIO, CAMOCOBEPIIICHCTBOBAHHUIO M CAMOPEaTU3aIliu;

— pa3BUTHE UCCIIEIOBATEIbCKUX YMEHUN U aKaJIeMUUYECKUX HABBIKOB.

CamocTtosaTenbHas paboTa MOXKET OCYIIECTBISATHCA HWHAMBUAYAIbHO WM TpyINIaMu
CTYJICHTOB B 3aBUCUMOCTH OT 11eJIH, 00beMa, YPOBHS CIOKHOCTH, KOHKPETHON TEMAaTHUKH.

TexHomnorust opraHu3alid  CaMOCTOSITENIBHOM  pabOThl  CTYJEHTOB  BKJIIOYAET
UCIIOJIb30BaHNE MH(POPMAIIMOHHBIX ¥ MaTEPHATbHO-TEXHHUYECKUX PECYpCOB 00pa30BaTEIHHOTO
YUPEKICHUS.

[Tepen BhITTONIHEHNEM O0YYAIOIIUMHUCS CAMOCTOATEIBLHOM paOOThI IIPEIo1aBaTelh MOKET
MIPOBOJIUTH NHCTPYKTAX IO BBIIOJIHEHUIO 3a1aHKsl. B MHCTpYKTaXX BKIIOYAETCS:

— LeJb U COoZIepKaHUE 3a/1aHNs;

— CPOKHU BBIIIOJIHEHHUS;

—  OPHEHTHUPOBOYHBIA 00HEM pabOTHI;

— OCHOBHBIE TpeOOBaHUS K pe3yJabTaTaM pabOThl U KPUTEPUU OLICHKH;
— BO3MOJKHBIE TUITUYHBIC OMIMOKU TIPU BHITIOTHEHHH.

WHucTpyKTax MpOBOIUTCS IMpernojaBaTesieM 3a cueT 00beMa BPEMEHH, OTBEJECHHOTO Ha
W3Yy4YeHUE JUCIUTUINHBIL.

KoHTponb pe3ynabTaToB caMOCTOATENbHOW pabOThl CTYIAEHTOB MOXET MPOXOAUTH B
MUCHhMEHHOMW, YCTHOM WITM CMEIIaHHOU (opme.

CTyAeHTbl AOMKHBI MOAXOIUTh K CaMOCTOSITENbHONW paboTe Kak K HauBakHeHIeMy
CPEICTBY 3aKPEIUICHUS U Pa3BUTHSI TEOPETUUECCKUX 3HAHUMU, BHIPAOOTKE €IUHCTBA B3TJISI0B Ha
OTIIeNIbHBIE BONPOCHI Kypca, NPUOOpETEeHHs] OINpeAeNeHHBIX HABBIKOB U HCIOJIb30BaHUS
npodeccuoHaIbHON TUTEpaTyphl.

[TomemeHust 1s1 caMOCTOSTENbHON pabOThl O00yUaIOIUXCS JAOKHBI OBITH OCHAICHBI
KOMIBIOTEPHON TEXHUKOW C BO3MOXKHOCTBIO MOJKITIOYCHHS K ceTu «IHTepHeT» u obecrieueHneM
JOCTyTa B 3JICKTPOHHYIO HHPOPMAIIMOHHO-00pa30BaTEIbHYIO CpPely OpraHU3alnu.

[Tpu camocTosATenpHON TPOPabOTKE Kypca 00ydaronIuecs JOKHBIL:

— TpOCMaTpUBATh OCHOBHBIC ONpPEEICHUS U (DAKTHI;
— TMOBTOPUTH 3aKOHCIEKTUPOBAHHBIN Ha JIEKIIMOHHOM 3aHATUHA MaTepHUall U JAOMOIHUTh €ro

C YYETOM PEKOMEH/I0BaHHOM IO JaHHOW T€ME JINTEPATYPHI;

— HW3Y4YUTh PEKOMEHJIOBAHHYIO JIMTEPATYpPy, COCTABIATh TE€3UChI, aHHOTALIUU U KOHCIIEKTHI

HanboJee BaKHBIX MOMEHTOB;

—  CaMOCTOSITEJILHO BBITIOHATH 33/IaHUsI, aHAJIOTUYHBIE MpeJIaraéMbIM Ha 3aHITHUSX;
— WCHOJB30BaTh JJIsi CAMOIIPOBEPKH MaTepuaibl (JOHIA OIICHOYHBIX CPE/ICTB;
—  BBIIIOJIHATH JOMAIIIHUE 33JIaHUS 110 YKa3aHUIO ITPENO1aBaATEIs.

Pexomenganuu no o0yyennro HHBAJIUA0B U jul ¢ OB3

OcBoeHune TUCHMIUIMHBI HHBanMUaamMu U nunamMu ¢ OB3 mMoxker ObITh OpraHW30BaHO Kak
COBMECTHO C JPYTUMHU OOydYalolIMMHCA, TaK W B OTHENbHBIX Tpynmnax. [Ipenmomaraiorcs
CrelMaibHbIe YCIOBUA IS TIOTY4YeHUs1 00pa3oBaHus HHBAIKMAaMHU U nuiiamu ¢ OB3.

[Tpodeccopcko-nienarorndeckuii coctaB 3HAKOMHUTCSI C TICHXOJIOTO-(PU3NOIOTUYECKUMU
0coOeHHOCTIMH O0yJaromuxcss WHBAMMAOB U Jun ¢ OB3, uHAWBUIYaNbHBIMU MPOTpaMMaMu
peabunuTanuu  WHBATUAOB (mpu  Hamuuuu). [Ipy  HEOOXOAMMOCTH  OCYIIECTBIISICTCS
JOTIOJIHUTEIbHAS TOAJEpPKKAa TMPENOoJaBaHUs ThIOTOPaMM, IICUXOJIOTaMH, COLMAJIbHBIMU
pabOTHUKAMU, POLIECIIMMH MTOATOTOBKY aCCUCTEHTaMHU.

B cootBeTcTBHM € MeTOANYECKMMHU peKoMeHaanusMu MunoOpHayku P® (yTB. 8 anpens
2014 1. Ne AK-44/05BH) B Kypce MpeIonaraeTcsi HCIOIb30BaTh COIMUAIBLHO-AaKTUBHBIC W
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pedraekcuBHbIE METOAbl OO0y4YeHHS, TEXHOJOTMH COLMOKYJIbTYPHOH peaduINTAallud C IENbIO
OKa3aHUsl MOMOIIM B YCTAHOBJIEHUU MOJHOIIEHHBIX MEXKIMYHOCTHBIX OTHOILIEHWH C JPYTUMU
CTYJEHTaMH, CO3JaHUH KOM(OPTHOIrO MCHXOJIOTUYECKOTO KJIMMAaTa B CTYIEHYECKOH TpyTIIe.
[Monbop u paszpaboTka y4yeOHBIX MaTEpPHAJIOB TMPOM3BOIATCS C YUYETOM IPEAOCTABICHHS
MaTepuaia B pa3IU4HbIX (popmax: ayIuanbHON, BU3YyaIbHOM, C MCIOJIb30BAHUEM CIEIHAIbHBIX
TEXHUYECKUX CPEACTB U NH(POPMAIIMOHHBIX CHCTEM.

Menuamarepuansl TakKe CIEAyeT MCHOJIb30BaTh M aJanTHPOBaTh C  y4ETOM
WHIAUBUAYATBHBIX OCOOEHHOCTEH 00yueHuss nHBau 0B 1 uI] ¢ OB3.

OcBoeHuE OUCHMIUIMHBI HMHBamuaamMu © Junamua ¢ OB3  ocymectBisercss ¢
UCIIOJIb30BAaHUEM CPEACTB OOyYEeHHsI OOIIEro W CIEIUAIBHOTO Ha3HAYCHHUs (MIEPCOHATBLHOTO U
KOJUIEKTUBHOI'O HCII0JIb30BaHUA). MaTepuanbHO-TEXHUYECKOE OOecrieueHne MpeaycMaTpuBaeT
npucnocoOIeHrne ayAuTOpHil K Hy>kKJaM WHBanu0B U ui ¢ OB3.

dopma TMNpOBENECHUS AaTTECTAlUM JUIsl CTYJAEHTOB-UHBaIugoB u Jmi ¢ OB3
YCTaHABIMBAETCS C YUYETOM MHAUBHIyATbHBIX TICUXO(PU3NIECKUX 0COOCHHOCTEH. J{71s1 MHBaTUI0B
n i ¢ OB3 npexycmarpuBaetcst nocTymHas (GopMa MpenocTaBiIeHUS 3aJaHUN OIIEHOYHBIX
CPENCTB, @ UMEHHO:

— B [IEYATHOW WJIU AJIEKTPOHHOU (hopme (IUIsl JIUIl ¢ HAPYIICHUSIMUA OMOPHO-BUTATEILHOTO
amnmnapara);
— B mTeyaTHOH (¢opmMe WIM DJIEKTpOHHOH (opMe ¢ yBETUYEHHBIM HIPUPTOM U

KOHTPACTHOCTBIO ([UIsI JIUI] C HAPYLICHUSIMU CITyXa, peUH, 3pEeHus);

— METOJIOM YTEHHsI aCCUCTEHTOM 3aJIaHusl BCIYX (U1 JIHI] C HAPYLICHUSIMH 3PEHUs).

CrynentaM ¢ MHBaIuAHOCTHIO M Jiniam ¢ OB3 yBenuuuBaercs BpeMsi Ha MOATOTOBKY
OTBETOB Ha KOHTPOJIbHBIE BOMPOCHIL. [[71sl TaKUX CTYZEHTOB MpeaycMaTpruBaeTcs 1ocTynHas popma
MPE0CTaBJICHUS OTBETOB Ha 3a/1aHUs], 4 UMEHHO:

— THUCBMEHHO Ha Oymare uiu HabopoM OTBETOB Ha KOMITbIOTEpE (ISl JTUI] C HAPYIICHUSIMH
ciIyxa, peun);
— BbIOOPOM OTBETA U3 BO3MOXHBIX BapPUAHTOB C MCIIOJIb30BAHUEM YCIYyT acCUCTEHTa (I

JUI C HAPYUIEHUSIMUA ONTOPHO-/IBUTATENILHOTO aIlapaTa);

— YCTHO (U151 JIULI C HApYIICHUSIMU 3PEHUS, OTIOPHO-JIBUTATEIBHOTO anmnapara).

[Ipu HEoOXommMoOCTH JUIsl O0ydYaroImMXcs ¢ WHBAIMIHOCTRIO U jull ¢ OB3 mpouemypa

OIICHUBAHMSI PE3YJIbTATOB O0YUEHUSI MOXKET MPOBOIUTHCS B HECKOJIBKO ATAIOB.

12. Onucanue MaTepuaIbHO-TEXHUYECKOI 0a3bl, HEOOXOAMMOM JISl OCYIIeCTBJICHHS
00pa3oBaTeIbHOIO Npolecca Mo TUCHUILINHE

Yuebnasn ayIuTopus «Jlaboparopust WH(OPMAIMOHHO-KOMMYHHUKAIIHOHHBIX
TEXHOJOTHiI», NpeqHa3HAueHHas Ui MPOBENEHUS Y4YEOHBIX 3aHITHHA, MPEeIyCMOTPEHHBIX
HACTOSAIIEH padoueil mporpaMMoi JUCIHILINH, OCHAIICHHAs] 000pyIOBaHUEM U TEXHHYECKUMU
cpeacTBaMu OOydYeHHs, B COCTaB KOTOPBIX BXOJAT: KOMIUIEKTHI CHEIHAIN3UPOBAHHON yueOHOU
MeOenu, JocKa KIacCHas, MYJIbTUMEAWHHBIA MPOEKTOP, OJKpaH, TPUHTEP, KOMIIBIOTEP
IpenoaaBaTesiss U KOMIBIOTEPHI sl padoThl 00YUYaIOUMXCsA ¢ YCTAHOBJIECHHBIM JIUIIEH3MOHHBIM
MPOrpaMMHBIM O0ECTIeUeHHUEM, C BBIXOJIOM B ceTh «V/HTepHET» M MOCTYNOM B 3JIEKTPOHHYIO
nH(}pOpMaIMOHHO-00Pa30BATENHHYIO CPEY.

IMoMernenne 1Jisi CaMOCTOSITENIbHOI PaGOThI 00yUYaAIOIIUXCS — Ay TUTOPUSI, OCHAIICHHAS
CIIEIYIOIMIUM 000PYJOBAaHUEM U TEXHUYECKUMU CPEACTBAMM: CIIeUaTIN3UpOBaHHAs MeOenb AJis
IpernoaaBaTelis u 00yJaromuxcs, Jocka yaeOHas, MyJIbTUMETUHHBIA TIPOEKTOP, IKPaH, 3ByKOBBIC
KOJIOHKH, KOMIBIOTEp (HOYTOYK), MEepCOHAIBHBIE KOMIBIOTEPHI JUIsi pabOThl 00yYaromuxcs ¢
YCTaHOBJICHHBIM JIMIICH3MOHHBIM IIPOTPAMMHBIM 00ECIIEYeHUEM, C BBIXOJIOM B CeTh «IHTepHET»
U JIOCTYTIOM B 3JIEKTPOHHYI0 HH(POPMAITMOHHO-00pa30BaTEIbHYIO CPENY.
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