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lpunoscenue 4

K OCHOBHOU NpodecCcuonanbHou 00pazosamenvbHoll npocpamme

no cneyuanvrocmu 38.05.01 dxonomuueckas bezonacnocmeo,

HanpasieHHocms (npoghuiv) « IKOHOMUKO-NPABOBOe 0becneyeHue IKOHOMUUECKOU
bezonacrocmuy

Pabouvast mporpamMmma AMCHUIUIMHBI «3alIUTa MEPCOHATBHBIX JaHHBIX» BXOTUT B COCTaB
OCHOBHOM TpO(ecCHOHANBbHOI 00pa3oBaTelbHONl MpOrpaMMbl BBICHIETO 00pa3oBaHUs IO
crenuanbHocTH  38.05.01 DkoHomMmYeckas 0€30MacHOCTh, HaIpPaBICHHOCTh  (TTPOQHIIB)
«IOKOHOMHKO-TIPABOBOE O0ECTICUeHNE SKOHOMHUYECKOW OE30MacHOCTH» W MpeAHa3HA4YeHA s
00ydJaronuXxcsi OYHON M OYHO-3a09HON (HhOpM OOyUEHHUS.

© MHCTUTYT MEKIyHapOIHBIX 3KOHOMUYECKHUX CBsA3ei, 2024.
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1. Ieab u 3agaun AUCHUTLTHHBI

Heab0 AUCHUIUIMHBI «3alIUTa MEPCOHATbHBIX JAAHHBIX» SBISCTCS MOJTYYCHHE
TEOPETUYECKUX 3HAHWN M MPAKTUYECKUX HABBIKOB, HEOOXOIUMBIX HJisi MOHUMAHUS OCHOB H
NPUHIUIIOB 3aIIUTHl HHOOPMAIMH, TIPUMEHEHHUS CITIOCOO0B 3aIuThl HHQOpMAIK Ha MPAKTHKE,
BKIIIOUAsl 3alUTy KOMITBIOTEPHBIX CHCTEeM, 3amuTy wuHpopmammu B cetd HWHTepHET U
KOPITOPATHBHBIX CETSX.

3agauu U3yyeHHUs TUCHUNITUHBI:

— NpuoOpeTeHrWe TOHMMAaHHUS  OCHOBHBIX  TPUHIMIIOB  OPraHM3AIMHA  3alUTHI
uHpOpMaLNH;

— npuoOpeTeHrne MOHUMAaHUS COBPEMEHHBIX TEXHOJIOTHIA 3aIUThI HH()OPMALINK;

— W3yYEHHE OCHOBHBIX NMPOLEAYP U MHCTPYMEHTOB, UCIOIb3YyEeMbIX IJIsi 0OeCTedeHus
nH(pOpMaIMOHHOM 0€30MacCHOCTH Ha MTPaKTHKE.

2. MecTo IMCHUILUIMHBI B CTPYKTYpPe OCHOBHOI npodeccuoHaJIbHOM 00pa3oBaTeIbHOM
NPorpamMMbl BbICIIEero 00pa3oBaHus

JucuumiuHa «3ammTa MepCOHANBHBIX JaHHBIX» BXOAWT B YacTh y4eOHOro IUIaHa,
dbopMupyeMyl0 ydacTHHKaMH 0Opa3oBaTelbHOTO mpolecca 1o crenuanbHocTH  38.05.01
DOKoHOMHUYECKass  0e30MacHOCTb,  HANpPaBICHHOCTb  (Mpoduib)  «IKOHOMHKO-IIPABOBOE
o0ecrnieueHre YKOHOMUYECKOM 0€30MacHOCTI.

3. O0beM AUCHMILIMHBI B 324eTHBIX €IMHUIIAX U aKaJleMUYeCKHX Yacax ¢ yKa3aHueM
KOJINYEeCTBA aKaJeMUYeCKUX YaCOB, BbI/IEJIEHHbIX HA KOHTAKTHYIO padoTy 00y4arommXxcs ¢
npenojaasaresieM (Mo BUAAM y4eOHBIX 3aHATHIA) M HA CAMOCTOSITEJILHYIO PadoTy
o0yuarmuxcst

OO61mast TpyA0EMKOCTh JUCIUILINHBI COCTABISET 3 3a4€THBIC eIUHUIIBI, Bcero — 108 yacos.

. Bcero yacos
Bun yueOHo# padoThI
oudHas Gopma OYHO-3209HAas
o0yUeHHSI dopma oOyueHus
KonTakTHasi paGora ¢ npenoaaBareseM (Bcero) 28 16
B ToMm uncne:
3aHATHSA JIEKIIMOHHOI0 THUIIA 14 12
3aHATHSI CEMUHAPCKOTO TUIA (CEMUHAPHI) 14 4
CamocTrosiTe/ibHasi padoTa (Bcero) 80 92
dopma KOHTPOJIS 3ader ¢ olleHKOM
O0mast Tpy10éMKOCTb TUCHUILIHHBI 108




4. [lepeyeHb MIaHUPYEMBIX Pe3yJIbTATOB 00yUYeHHs 110 JMCLHUIIJIHHE, COOTHECEHHBIX €
IVIAHNPYEMBIMH Pe3yJIbTATAMM 0CBOCHHUsI 00pa30BaTeIbHOM MPOrpaMMbl

Koa m HaumenoBanue

Kon u HaumenoBanue

IInanupyemMble pe3ybTaThl

KOMIeTeHIIuu (i) HHAMKATOPA TOCTHKECHUS 00y4YeHus M0 IUCUMUILINHE
BBINIYCKHUKA KOMIIETEHI[MH

be3onacHocTh NVYK 8.1 3HaTh: OCHOBEI
JKU3HEAeATEIbHOCTH Nmeer npeacrasiieHue o nH()OPMAMOHHON
YK-8 0€30MacHBIX YCIOBHSIX 0€30IIaCHOCTH W 3allUTHI
CrniocobeH coznaBath 1 KHU3HEIECATEIbHOCTH JUIsI uHpOpMaluu.
MO//ICPKUBATH B COXpaHEHUs MMPUPOIHOMN Cpellbl | YMeTh: OMpEeNesaTh yrpo3bl B
MOBCEHEBHOW KU3HU U B 1 o0ecriedeHus: yCTOHIHBOTO UT-chepe.
npodeCcCuOHATBHOU pa3BUTHS 00IIIECTBA. Baanern: CITOCOOHOCTBIO
IeITeIbHOCTH Oe30IacHbIe HUVYK 8.2 obecrneueHUs
YCJIOBHS )KU3HEIEATCTLHOCTH | AHAIM3UPYET PUCK B PA3HBIX nH(pOPMaITMOHHOM
JUTSL COXpaHEeHHsI MPUPOAHON | chepax AesITenbHOCTH 0C30IMaCHOCTBI0 M 3allMThI
cpenbl, o0ecredeHus yeJI0BeKa I 00eCIIeYeHN nHpopMaIuu.

YCTOMYHMBOTI'O Pa3BUTHUSA
o0111ecTBa, B TOM YHCIIC IPU
yIpo3€ U BO3HUKHOBEHUH
YpE3BbIYANHBIX CUTYAIIMH U
BOCHHBIX KOH(JIMKTOB

€ro 0€30MacHOCTH.

NYK 8.3

OOecrieunBaeT Co3maHue U
nojiepaHue 0e30MmacHbIX
yCJIOBI/Iﬁ KNBHCOACATCIIBHOCTHU




5. Conepxkanue Q¥ CHUANINHBI

HaumenoBanue teMm

Conep:xanue Tem (pa3aesioB)

(pa3nesioB)
Tema 1. Beenenue B Lenu u npuHImnel nHGOPMALMOHHON Oe3omacHocTH. TuIbl yrpo3 u
MH(OPMaLIMOHHYIO aTak Ha WH(pOpPMalHOHHbIE chcTeMbl. OCHOBHBIC MPUHIUIBI 3aLTUTHI
0€3011aCHOCTb. uHpopMaLuu.
Tema 2. OCHOBBI [Tpunnumne! kpunrorpadguu U MeToasl mudppoBanus. CAHMMETPHYHOE U
KpUNTorpaduu. acUMMETpU4YHOe  MmHU(poBaHHe.  XOUIMPOBAHUE.  DJIEKTPOHHO-

nudposeie noamucu. Ceprudurars
Kpunrorpaduueckue ycTpoucTBa.

0e30macHOCTH. ATmapaTHbIE

Tema 3. 3amura
KOMHBIOTepHBIX
CHUCTEM.

Opranmsanys 0€30MacCHOCTH OINEPAllMOHHBIX CHUCTEM. 3alluTa OT
BPEIOHOCHOTO MPOTrpaMMHOr0 olecrieyeHus (BUPYCHI, TPOSHBI U TIp.).
OcHOBBI ceTeBOIl 0€30MacHOCTH (MEKCETEBbIE HKPAHbI, CHCTEMbI
oOHapy>KeHHsI ¥ peAOTBpalieHus BTopskeHuii, VPN).

Tema 4. 3amura
UHpOpPMALIUU B CETH
NutepHer.

OcHoBBI 0€30MacHOCTH BEO-TIPUIIOKEHUN. 3almMTa OT aTak Ha BeO-
caiitel (SQL-MHBEKIINN, MEKCAUTOBBIM CKPUNTHHT U 1p.). [IpoTokomn
TLS. 3amura KOHQUACHITMATHPHOCTH JAHHBIX MPU NIEpeIayue Mo CETH.

Tema 5. 3amura
nHpopmaruu B

KOpPIIOPAaTUBHOMU cpefe.

[Tomutuku Ge3zomacHocTH. [Iporeaypbl pearupoBaHusi Ha WHIMJICHTEHI.
3ammra uHGopManuu B 0a3zax JaHHBIX M XpaHwiMmax. duznyeckas
0€3011acHOCTh HH(OPMAIIMOHHBIX CUCTEM.




6. CTpykTypa JUCHMILUIMHBI 10 TEMaM C YKa3aHHEM OTBeIeHHOI'0 HA HUX
KOJINYeCTBA aKaJeMU4eCKHX YaCOB U BU/IOB YUeOHBIX 3aHATHI

Ounas ¢popma o0ydyeHHs

KonTakTHas padora, yac.
CamocrosiTe
Ne | HaumeHoBaHue TeM (pa3aesioB) ZansiTus Bcero,
n/n AUCHUILIUHBI JIEKIIHOHHOI'0 Tpakririeciue Jrhrast yac
3aHSATHS padoTta, yac. )
THIIA
1. | BBeaenue B HH(POPMAITMOHHYIO 2 2 16 20
0€30MacHOCTh
2. | OcHOBBI KpunTOrpapuu 2 2 16 20
3. | 3ammTa KOMIBIOTEPHBIX CUCTEM 2 2 16 20
4. | 3amurta uHGOPMALIUU B CETH 4 4 16 24
HNHTtepHer
5. | 3amuTa nadopmaiuu B 4 4 16 24
KOpIIOPATUBHOM cpefie
Hroro: 14 14 80 108
OuHo-3204Hasi popma 00yueHust
KonTakTHas padora, yac.
CamocrosiTesn
Ne HaumMmeHoBaHue TeM 3anaTus Bcero,
IpaxTuyeckue | Has padora,
n/m | (pa3aesioB) JUCUMILIMHBI | JeKIMOHHOTO Jac.
3aHSITHS yac.
THIIA
1. | Uadopmammonnas 2 - 18 20
0€30MMacHOCTh
2. | OcHOBBI KpUNTOrpaguu 2 1 17 20
3. | 3ammTa KOMOBIOTEPHBIX 2 1 17 20
CUCTEM
4. | 3amuTta nHGOPMAILIUH B CETH 2 1 21 24
HNutepHer
5. | 3ammTa uHbOpMAIH B 4 1 19 24
KOpPIIOPAaTUBHOMU cpefie
Hroro: 12 4 92 108




7. IlepeyeHb y4eOHO-METOAMYECKOI0 00ecneYeHus 1JIsl CAMOCTOSITe/IbHOH PadoThl U
TeKYLIero KOHTPOJIsA 00y4aloUIUXCsl M0 JUCHUIJIMHE

CaMocTosTenspHast pa60Ta ABJISICTCA OJHHUM U3 OCHOBHBIX BHU0OB y‘IeGHOfI JACATCIIbHOCTH,
COCTaBHOM 4acThIO y4ueOHOTO IMpoliecca U UMEET CBOEH Leblo: TITyOOKoe YCBOCHHE MaTepuasna
AUCHUIINIMHBI, COBCPIICHCTBOBAHUC U 3aKPCIIJICHUC HABBIKOB CaMOCTOSITEIILHOU paGOTBI C
JUTEpPATypoil, PEKOMEHJIOBAHHOW MpernojaBaTeieM, YMEHUE HaWTH HYXHBIA MaTepuan |
CaMOCTOATCIIBHO €ro HUCIIOJIBb30BAaTh, BOCIIMTAHHE BBICOKOU TBOp‘IeCKOI\/'I AKTUBHOCTH,
WHUIMATUBBI, TMPHUBBIYKA K TIOCTOSHHOMY COBEpPLICHCTBOBAHMIO CBOMX 3HaHHMM, K
LEJIEYCTPEMIIEHHOMY HAyYHOMY IIOHUCKY.

Kontponbe camoctosiTensHON pabOThI, SBISETCS Ba)XXHOW COCTaBISAIONICH TEKYIIETO
KOHTpPOJIA YCIICBACMOCTH, OCYHICCTBIACTCA IIPCNoAaBaTCJicM BO BpCMA JICKIIMOHHBIX H
MPAKTUYECKHUX (CEeMMHAPCKUX) 3aHATHH U 00ecrieurBaeT OLEHUBAaHUE X0/1a OCBOCHHUS N3yyaeMOin
JUCHUITIIUHBI.

Bonpocsl 1J151 caMOCTOATEIBLHOT0 H3YUYeHH S

1. Ysa3Bumoctu
POrPaMMHUPOBAHUS.

2. MeTobl conranbHON WHXKEHEPUH IS TTOJTYYCHHST HECAaHKITMOHMPOBAHHOTO JIOCTYTIA K
UHpOpMaLIUH.

3. AyreHTU(]UKALIUS U METOBI ayTEHTU(DUKAITHH.

4. ABropu3anus U METOAbl aBTOPU3ALINH.

5. Tlpotoxoun mudpposanus Triple DES.
6. Ilporokon mugpposanus AES.
7
8

MpPOrpaMMHOTO  OOecredyeHus W  OPUHLUIBL  «0e30MacHOro»

. I[Ipotoxon mudpoanus RSA.

. IIpotokon mmpposanuss ECDSA.
9. CrnocoObI o0ecriedeHust 6€30MacHOCTH B OCCTIIPOBOIHBIX CETSX.
10. Be3omacHOCTh JaHHBIX B OIepalmoHHOM cucreme Windows.
11. BeszomacHocTh na"usix B 10S.
12. be3onacHocTs AaHHBIX B Android.
13. Cnoco6s1 mudpoBanus nHGpopManuu B 6a3ax JaHHBIX.
14. Pe3epBHOE KOMMMPOBAHUE JAHHBIX U €r0 3HAYCHHE I 0€30MaCHOCTH HH(POPMAIIHH.
15. Mepsl 6€3011acHOCTH )1 3aIUTHI KOHPUACHIIMAIBHOW HH(POPMAITUU TP TIepe1ayue

0 CeTH.
Pacnpenesienne caMocTosiTe/IbHOM PadoThI

Bunpl, popmMbl 1 00BEMBI CaMOCTOATENBHONW PAaOOTHI CTYACHTOB MPU W3YYEHUU aHHOM
JTUCITUTIMHBI ONIPEIENISIFOTCS €€ COJIepPKaHueM U OTPaKEHBI B CIIEIYIOIICH Ta0uIle:

O0bem camocTOSITEILHOM
Bun
Ne HanmeHoBaHue TeM . padoThI
CaMOCTOSITEIbHOI
n/n | (pa3aejoB) IUCHUIIHHBI paGoTHI ouHas hopma OYHO-3a0YHas
o0yueHHsI dopma oOyueHus
1. | BBenenue B IIOATOTOBKA K 16 18
MH(POPMALIMOHHYIO ayJIMTOPHBIM 3aHATHIM
0€3011aCHOCTb
2. | OcHOBBI KpunTOrpapuu IIOATOTOBKA K 16 17
ayJUTOPHBIM 3aHATHUSIM
3. | 3amuTa KOMIBIOTEPHBIX IIOATOTOBKA K 16 17
cHCTEM ayJUTOPHBIM 3aHATHUSIM
4. | 3ammra nHGOpPMAIUH B IIOATOTOBKA K 16 21
cetu MHTepHeT ayJUTOPHBIM 3aHATHUSIM

8




5. | 3ammra wuHOpMamMM B | MOATOTOBKA K 16 19
KOpPIIOpaTUBHOMH cpelie ayJMTOPHBIM 3aHATHUSIM

HUTOIO: 80 92

8. IlepevyeHb BONIPOCOB ¥ THIIOBbIE 3aJaHUS VIS HOATOTOBKH K IIPOMEKYTOYHOM
aTTecTalnu

8.1. [lepeyeHb BOPOCOB /ISl MOATOTOBKH K 324€Ty C OLIEHKOM

OcHOBHBIE YTPO3bI HHPOPMAITMOHHON 0€30TTaCHOCTH.
Mertoap! muppoBaHUs.
OnekTpoHHO-IMpoBsie moanucHu (DLIIT).
CepTtudukarsl 6€30MacHOCTH.

Xs31IHMpOBaHUE.

AmnmnapaTHas Kpunrorpadus.

AHTUBHUPYCHI.

Mertoap! ooHapyxenus Bropsxenuit (IDS).
Mertoap! mpenoTBparieHust Brop>kennii (IPS).

. IIpeumymiecTtBa ucnosib3oBanus VPN.

. 3ammra oT arak Ha B€O-CaiiThI.

. punnumns! padots! nmporokoina TLS.

. 3aiuTa nepuMeTpa U METO/IbI 3alIUThI CETH.
. Ponb monuTtk 6€30macHOCTH B OpraHU3alHH.
. IIpyHUIMIT HAMMEHBIINX MPUBUIICTUH.

. 3ammra nHpOpManuu B 6a3zax JaHHBIX.
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8.2. TunoBekIe 3aJaHNA A9 OLHEHKH 3HAHMI

1. Aaroput™M X31IMpOBaHuUs, HAa0OO0JIee YaCcTO UCIIOJIb3yEeMbIi B HACTOSIIIEE BPEMSI:
a) DES;

6) MD5;

B) SHA-1;

r) SHA-2.

2. B xoHTekcTe MHPOpMALIMOHHOM Oe3omacHocTH TepMuH IPS o3Hauaer:
a) In-Plane Switching;

6) Intruder Protection System;

B) Internal Power Supply;

r) IP Screening.

3. Haubonee 6e3omacen 1yis oOMeHa JaHHBIMU B ceTd IHTepHET-IIpOTOKOII:
a) HTTP;

6) HTTPS;

B) SHA-1;

r) SHA-256.

8.3. TunoBble 3alaHUsA 1JIsl OLEHKH YMEHU I

3apanue 1. Opranuzanuu HEOOXOIUMO XPaHUTh KOH(PHICHIMAIBbHYIO WH(POPMALHIO B
0a3e mannbix. llpemnmaraercst nmenmarb 3T0 B 3ammpoBaHHOM BuAe. BriOepurte anroputm
mudpoBaHUs Ul penieHus 3Toi 3agaun. OOG0CHYHWTE CBOM BBHIOOD.




3ananue 2. Bam HeoO6xoauMo coOpaTh WH(POpPMAIIMIO O KOMIIAaHUHM U €€ COTPYAHHUKAX C
MOMOIIIbIO METOJI0OB COLMAIbHOM MHkeHepruu. COCTaBbTE MIJIaH CBOUX JCHCTBUM.

3aganue 3. CocraBpTe IUUIaH TOUCKA YSI3BUMOCTEH B CETEBOM HH(PPACTPYKType
OpraHH3aIiH.

8.4. TunoBkle 3agaHus 1JI9 OLEHKH HABBLIKOB

3ananue 1. Pazpaboraiite peKOMEHIAIIMU 110 CO3aHUI0 0€30TaCHBIX MapoJIeH, YIUTHIBAs
UX JJIAHY, CIIOKHOCTD U PETYJIAPHYIO CMEHY.

3aganme 2. /{1 mpoTUBOAEWCTBUS (DUINIMHIOBBIM arakamM, pa3paboTaiiTe HaMsaTKy
COTPYAHMKAM OpraHU3alMM C [EPEUUCIEHUEM NPU3HAKOB (HUILIMHIOBBIX COOOLICHUN
ANEKTPOHHOMU MOYTHI.

3aganue 3. Co3naiiTe 4eK-IUCT JUJIsl CAICTEMHOI'O aIMUHHUCTPATOpa CETHU NMPEATIPUATHUS 1O
HACTPOMKE MEXKCETEBOTO dKpaHa (firewall).

9. IlepeyeHb OCHOBHOI 1 IONIOJHUTEJIbHOH y4eOHOM JIUTEPATYPbl, HEOOXOAMMOM 1151
OCBOCHMS THCIHMIIIHHBI

9.1. OcHoBHas1 JUTEpaTYpa

1. 3enkoB, A. B. MudopmarmonHas 6€30MacHOCTh U 3aIuTa HHOOPMAIUH : YIeOHUK IS

By30B / A. B. 3enkoB. — 2-e u3n., nepepad. u non. — MockBa : M3narensctBo KOpaiir, 2025. —

107 c. — (Beicmee obpazoBanue). — ISBN 978-5-534-16388-9. — TekcT : 37EKTpOHHBIN //
Oo6pazoBarenpHast mwatdopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/567915

2. CysopoBa, I M. HudpopmanmonHnas 6e3omacHOCTh : y4eOHHMK yisi By3oB / I'. M.

CyBopoBa. — 2-e u3f., nepepad. u gon. — Mocksa : M3natensctBo FOpaiit, 2025. — 277 ¢. —

(Beiciiee oGpazoBanme). — ISBN 978-5-534-16450-3. — Tekct : SIeKTpOHHBIA //
O6pazoBarenbHas maTdopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/567672

9.2. lonoiHUTE/IbHAS JIUTEPATypPa

1. OpraHnu3anlMOHHOE W TpaBOBoe obOecredeHrne HH(GOPMAIIMOHHON O€30MacHOCTH
yueOnuk ais By3oB / T. A. TlonsikoBa, A. A. Ctpensios, C. I'. UyOykoBa, B. A. Huecos ; mox

penakuueit T. A. Ilomsxooit, A. A. CtpenbuoBa. — 2-¢ u3f., nepepad. u gomn. — Mocksa :
NznarensctBo FOpaiit, 2025. — 357 ¢. — (Bricmiee oopazoanue). — ISBN 978-5-534-19108-0.
— Teker : osnextponsbii // OOpasoBarenpHas 1uiatdopma IFOpaiit [caiit]. — URL:

https://urait.ru/bcode/560516

2. Kazapun, O. B. HagexHocTh 1 6€3011aCHOCTB MPOrPAaMMHOT0O 00€CIIeUeHuUs : yUeOHUK
s By30B / O. B. Kazapun, U. b. llyounckuii. — Mocksa : U3garensctBo FOpaiit, 2025. — 342
c. — (Bwicmee obOpazoBanue). — ISBN 978-5-534-05142-1. — Tekcr : 31EKTpOHHBINA //
O6pazoBarenpHas miaTdopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/563862

10. Ilepevyennb pecypcoB HHPOPMALMOHHO-TEJIEKOMMYHUKAUIMOHHOM ceTn «AHTEepHETY,
HEeO0XO0AUMBIX JJIfl OCBOCHH S JUCHUNIMHBI U MHGPOPMAIIMOHHBIX TEXHOJIOTHIA,
HCI0JIb3yeMbIX MPH OCYHIECTBJIEHUH 00Pa30BaTEJIbHOI0 MpoLecca no JAucuumiunue (),
BKJIIOYasl MlepevYeHb MPOrPpaMMHOI0 o0ecrneyeHus 1 HHPOPMALMOHHBIX CIPABOYHbBIX
cucrTeM (MpU HEOOXOAMMOCTH)

1. http://biblioclub.ru - 9bC «YHuBepcurerckas 6MOIMOTEKA OHIANHY.
2. https://urait.ru - 3BC «O06pa3zoBarenbHas matdopma FOpaidt.
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3. https://elibrary.ru - HayuHas snexkTpoHHas 6nodanoTexka (HOB) «eLIBRARY.RU».

4. https://student2.consultant.ru - DnexkTponHas OubanoreuHas cucrema «KoHcynbTaHT
CTY/ICHTa».

5. https://coderwall.com/ - Coderwall «Coo0111ecTBO MpOrpaMMHCTOBY

JIMIIEH3MOHHO0E MPOrPAMMHOE 00ecIeueHHe:

- Windows (3apy0exHoe, BO3ME3THOE);

- MS Office (3apyOexxHOE, BO3ME3THOE);

- Adobe Acrobat Reader (3apy0exxHoe, CBOOOIHO pacipoCTpaHIeMoe);

- Koncynperantllmoc: «Koncynsrantllmtoc: CtynenT» (poccuiickoe, CBOOOIHO
pacIpoCTpaHsIeMOE);

- 7-zip — apxuBatop (3apy0exxHoe, CBOOOTHO PacIpoCTpaHsIeMOe);

- Comodo Internet Security (3apy0exHoe, CBOOOTHO pacpocTpaHsIeMoe);

- Apache NetBeans — cBoOo1Hast HHTETpUpOBaHHAS Cpeia pa3padOTKU MPUIIOKEHUH
(IDE) na si3p1kax mporpammupoBanus Java, Java, PHP, JavaScript, C, C++, Ana u psina apyrux
(3apy0exHoe, CBOOOTHO PacCIpOCTPaHIEMOE).

11. MeToguyeckue peKOMEHIAUM 110 OPraHU3AMUN U3YYeHU S JUCHUILTHHbI

Opranuzanus 00pa30BaTeIbLHOrO TMPOIECCa PErIaMEHTUPYETCSl y4eOHBIM IUIAHOM U
pacnucanueM y4eOHbIX 3aHATUH. SI3bIk 00yueHus (mpenojaBanus) — pycckuid. [y Bcex BUIOB
ayJAUTOPHBIX 3aHATHIN aKaJlEMUYECKHI Yac YCTAaHABIUBAETCA MPOJOJKUTEIBHOCTHIO 45 MUHYT.

I[Ipu  ¢opmupoBanum cBoel HMHAUBUAYATbHOH  00pa30BaTENbHOW  TPACKTOPUH
oOyJaromuiicss IMeeT MpaBo Ha Mepe3ayéT COOTBETCTBYIOUIUX AUCIMILINH U MPpodeccroHalbHbIX
MOJyJie, OCBOCHHBIX B TPOIECCE MPEAIIECTBYIOIEro OOY4YEeHHUs, KOTOPBIA OCBOOOXKIAeT
oOyyJaromierocs OT He0OXO0AMMOCTH UX TTOBTOPHOTO OCBOCHHSI.

Oo6pa3oBaTte/ibHbIE TEXHOJIOTHHI

VY4eOHbIl mpoliecc NpH MPENoJaBaHUU Kypca OCHOBBIBA€TCSA Ha MCIOJIb30BaHUU
TPaIULIMOHHBIX, WHHOBAIIMOHHBIX M WH(MOPMAIMOHHBIX OOPa30BATEIBHBIX TEXHOJIOTHIA.
TpagunuonHble 00pa3oBaTeNbHbIE TEXHOJOTMH IPEACTABICHBbl 3aHATUAMU CEMUHAPCKOro U
JEKIIMOHHOTO Tuma. VHHOBaMOHHBIE 00pa30oBaTENbHBIE TEXHOJOTUU HWCIOIB3YIOTCS B BHJIE
HIMPOKOTO TPUMEHEHUS aKTUBHBIX M HWHTEPAKTUBHBIX (OPM MPOBENCHUS 3aHATUM.
Nudopmannonnsie  0o0pa3oBaTeNbHbIE TEXHOJOTUU  pPEATH3YIOTCS IMyTEM AaKTHUBU3AINU
CaMOCTOSITEIbHON pabOTHI CTY/IEHTOB B MH(OPMAIIMOHHOM 00pa30BaTEILHON Cpe/ie.

3aHATHSA JIEeKIMOHHOTO THIIA

JIeKIMOHHBI Kypc TMpeAnoyiaraeT CHUCTEMaTU3UPOBAHHOE U3JI0KEHHE OCHOBHBIX
BOIIPOCOB Y4€OHOTO IJIaHA.

Ha nepBoii nexuuu gextop 00s3aH NpeaynpeanTb CTyASHTOB, IPUMEHUTENBHO K KAKOMY
6a3oBoMy yueOHUKY (yueOHUKaM, y4eOHBIM MTOCOOHIM) OyAET MPOYUTaH KypC.

JlekMOHHBIA KypC JO/DKEH JaBaTh HAMOOJBIINN 00beM MH(pOpMauu U 0OeCTieUnBaTh
Oonee TiyOOKOe MOHUMaHUE Y9eOHBIX BOIPOCOB MPU 3HAYUTEIHLHO MEHBIIEH 3aTpaTe BPEeMEHH,
4yeM 3T0 TpedyeTcsi OOJNBIIMHCTBY CTYIEHTOB Ha CAMOCTOSITENIbHOE U3yUeHUE MaTepHraa.

3aHATHS CEMHHAPCKOT0 THIIA

CemuHapckue (MMpaKTUUECKUE ) 3aHATHSI TPEICTABIISIOT COOOM JIeTaTHU3aIHIO JICKIIMOHHOTO
TEOPETHUUECKOr0 MaTepuala, MPOBOIATCA B LEAX 3aKpEIJICHUST Kypca M OXBAaThIBAIOT BCE
OCHOBHBIE pa3/IeIbl.

OcHoBHOU (hOpMOI TIPOBEACHHS] CEMUHAPOB M MPAKTUYECKUX 3aHITUN SBISETCS
oOcyxJeHue Hambojee MPOOJIEMHBIX M CIOXHBIX BOMPOCOB IO OTIEIBbHBIM Te€MaM, a TakKke
penieHne 3aaad U pa3bop MPUMEpPOB M CUTyallMd B ayJWTOPHBIX YCIOBUAX. B o0s3aHHOCTH
IpernoaaBaTesiss BXOJIAT: OKa3aHUE METOAMYECKON MOMOIIY U KOHCYJIbTHPOBAHHUE CTYAECHTOB IO
COOTBETCTBYIOILIMM TEMaM Kypca.
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AKTUBHOCTb Ha IPAKTUYECKUX 3AHITUSAX OLEHUBAETCS MO CIEAYIOIIUM KPUTEPUSIM:
— OTBETHI HAa BOIIPOCHI, ITPEAJIaracMble MpPernogaBaTeIeMm;
— y4acTHe B IUCKYCCHSX;
— BBINIOJIHEHUE MPOEKTHBIX ¥ UHBIX 33JJaHUN;
— aCCHUCTHUPOBAHHUE MPEMNOIaBATEIO B IPOBEICHUN 3aHATUH.

Jloknaasl ¥ ONNOHMPOBAHHUE JTOKJIAZO0B MPOBEPSIOT CTENEHb BJIAJACHHUS TEOPETUYECKUM
MaTepHaioM, a TaKKe KOPPEKTHOCTh U CTPOTOCTh PACCYKICHUH.

OueHnBaHuE NTPAKTUYECKUX 33IaHUN BXOAUT B HAKOIUIEHHYIO OLICHKY.

CamocrosiTesibHast padoTa 00y4arOIIUXCs

CamocTrosTrenbHas paboTa CTYJEHTOB — 3TO IPOLIECC AKTUBHOTO, II€JIEHANPABIEHHOTO
NpHOOpETEeHUs] CTYACHTOM HOBBIX 3HAaHUH, yMEHHH 03 HEemOCPEeICTBEHHOTO Yy4YacTus
IpenojaBaTenisi, XapakTepU3yIOIIMiica TNPEeAMETHON  HampaBiIeHHOCTHIO, 3((HEKTUBHBIM
KOHTPOJIEM U OLIEHKOW Pe3yJIbTaTOB JEATEIbHOCTH 00YJarOIIerocs.

Ilenu camocToATEeTbHON PaOOTHI:

— CHCTEMAaTH3alus M 3aKPEIUICHHE MOJIYYEHHBIX TEOPETHUYECKUX 3HAHMM M MPAKTHYECKUX

YMEHUH CTYICHTOB;

— yriyOJieHHe U paclInpeHUe TEOPETUYSCKUX 3HAHMIA,
— ($opMHpOBaHHE YMEHUHN HUCIOIH30BaTh HOPMATHUBHYIO U CIPABOYHYIO JIOKYMEHTAIIHIO,

CIELUUATIBHYIO JTUTEPATYPY;

— pa3BUTHE MO3HABATEILHBIX CIIOCOOHOCTEH, aKTUBHOCTU CTYJIEHTOB, OTBETCTBEHHOCTH H

OpPraHU30BAHHOCTH;

— (¢dopMHpOBaHME  CaMOCTOSATEIbHOCTH  MBIIUICHHUS,  TBOPYECKOH  MHUIIMATUBBI,

CIIOCOOHOCTEH K CaMOpa3BUTHIO, CAMOCOBEPIICHCTBOBAHHUIO 1 CAMOPEaTN3alliu;

— Ppa3BUTHE UCCIIEIOBATEIbCKUX YMEHUN U aKaJIeMUUECKIX HABBIKOB.

CamocTtosaTenbHas paboTa MOXKET OCYIIECTBISATHCA HWHAMBUAYAIbHO WM TpyINIaMu
CTYJICHTOB B 3aBUCUMOCTH OT 1IeJTH, 00beMa, YPOBHS CI0KHOCTH, KOHKPETHON TEMAaTHUKH.

TexHomnorust opraHu3alid  CaMOCTOSITENIBHOM  pabOThl  CTYJEHTOB  BKJIIOYAET
UCIIOJIb30BaHNE MH(POPMAIIMOHHBIX M MaTEePHATbHO-TEXHHUYECKUX PECYpCOB 00pa30BaTEIHHOTO
YUPEKICHUS.

[Tepen BbITTONIHEHNEM O0YYAIOIIUMHUCS CAMOCTOATEIBLHOM paOOThI TPET0aBaTelh MOKET
IIPOBOJIUTH NHCTPYKTAX IO BBIITOJTHEHUIO 3a1aHNsl. B MHCTpyKTaXk BKIIOYAETCS:

— LeJb U COJepKaHUE 3a]1aHNs;

— CpOKHU BBIIIOJIHEHHUS;

—  OPHEHTHUPOBOYHBIA 00HEM pabOTHI;

— OCHOBHBIE TpeOOBaHUS K pe3ybTaTaM paboThl U KPUTEPUU OLIEHKH;
— BO3MOJKHBIE THUITUYHBIC OMIMOKU TIPH BBITIOTHEHHH.

WHucTpyKTax MpOBOIUTCS MpernojaBaTesieM 3a cueT 00beMa BPEMEHH, OTBEJECHHOTO Ha
W3Yy4YeHUE JUCIUTUINHBIL.

KoHTponb pe3ynabTaToB caMOCTOATENbHOW pabOThl CTYIAEHTOB MOXET MPOXOAUTH B
MUCHhMEHHOMW, YCTHOM WITM CMeIIaHHOoU (opme.

CTyAeHTbl AOMKHBI MOAXOIUTh K CaMOCTOSITENbHONW paboTe Kak K HauBakHeHIeMy
CPEICTBY 3aKPEIUICHUS U Pa3BUTHsI TEOPETUUECCKUX 3HAHUMU, BHIPAOOTKE €IUHCTBA B3TJISI0B Ha
OTIIeNIbHBIE BONPOCHI Kypca, NPUOOpETeHHs] OINpEeAENCHHBIX HABBIKOB U HCIOJIb30BaHUS
npodeccuoHaIbHON TUTEPaTyphI.

[Tomemenust 1s1 caMOCTOSTENbHON pabOThl 00ydarOIUXCsl AOKHBI OBITH OCHAICHBI
KOMIBIOTEPHON TEXHUKOW C BO3MOXKHOCTBIO MOJKITIOYCHHS K ceTh «IHTepHeT» 1 obecnieueHneM
JOCTYyTa B 3JICKTPOHHYIO HHPOPMAIIMOHHO-00pa30BaTEIbHYIO CpPely OpraHU3alNu.

[Tpu camocTosTenpHON TPOpPabOTKE Kypca 00ydaronuecs JOKHBIL:

— TpOCMaTpPUBATh OCHOBHBIE ONPEEICHUs U (DAKTHI;
— TMOBTOPUTH 3aKOHCIEKTUPOBAHHBIN Ha JIEKIIMOHHOM 3aHATUHU MaTepHall U JOMOIHUTh €ro

C YYETOM PEKOMEHI0BaHHOM IO JaHHOW T€ME JINTEPATYPHI;
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— H3Y4YUTh PEKOMEHJIOBAHHYIO JIMTEPATYpPy, COCTABIATH TE€3UCHI, AHHOTALUU U KOHCIIEKTBI
HanOoJiee BaKHBIX MOMEHTOB;

—  CaMOCTOSITEJIbHO BBIIIOJIHATD 3a/IaHUs], AaHAJIOTUYHBIE [IPEUIaracéMbIM Ha 3aHATHUSAX;

— HCIIOJIB30BaTh Ul CAMOIPOBEPKU MaTepHalibl (POH/IA OLEHOYHBIX CPE/ICTB;

—  BBIIIOJIHATH JOMAIIHUE 33JaHUs 110 YKAa3aHUIO IIPETI01aBaATEIIs.

Pexomenganum mo o0y4eHno mHBaIuA0B 1 aun ¢ OB3

OcBoeHre TUCIUTIIMHBI HHBATUAAMH U JuiiaMmu ¢ OB3 MoxeT ObITh OpraHn30BaHO Kak
COBMECTHO C JPYTUMHU OOyYarOIIMMHCSA, TaK W B OTHENBbHBIX Tpynmax. [Ipenmomararorcs
CHelualbHbIe YCIOBUS Ui MOJydeHus oOpa3zoBaHus HHBaIWaamMu u auiamu ¢ OB3.

[Ipodeccopcko-niearornyeckuii cocTaB 3HAKOMHUTCSI C TICHXOJIOTO-(PU3UOIOTUYECKUMU
0COOCHHOCTSIMU 00y4Jaromuxcsi uHBaiauaoB U jul ¢ OB3, uHauBUAYyanbHBIMU MPOrpaMMaMU
peabunuranuy  WHBaMUAOB (mpu  Hamuuwu). llpu  HEOOXOAMMOCTH  OCYIIECTBISETCS
JOTIONIHUTENIbHAS TOJJEpXKKa TMPEnoJaBaHusl ThIOTOPaMH, TIICUXOJIOTaMH, COLHUAJIbHBIMU
pabOTHUKAMU, TIPOIICIIMMH ITOATOTOBKY aCCHCTCHTaMHU.

B cooTBeTcTBUU ¢ MeTOMMUECKHUMHU peKoMeHanusasmMu Munoopraayku P® (yTB. 8 anpens
2014 1. Ne AK-44/05BH) B Kypce MpEANONaracTcsi HCIONIb30BaTh COIUAIBHO-aKTUBHBIC U
pedraekcuBHbIE METOAbl OO0y4YeHHS, TEXHOJOTHMH COLMOKYJIBTYPHOH peaduINTAllud C IENbIO
OKa3aHUsl MOMOIIM B YCTAHOBJIEHUU MOJHOIEHHBIX MEXKIMYHOCTHBIX OTHOILIEHUA C JPYTUMU
CTYJEHTaMH, CO3JaHUH KOM(OPTHOIrO MCHXOJIOTHUYECKOTO KJIMMAaTa B CTYICHYECKOH TpyTIIe.
[Monbop u paszpaboTka y4yeOHBIX MaTEpPHAJIOB TMPOMU3BOIATCS C YUYETOM IHPEAOCTABICHHS
MaTepuaia B pa3IU4HbIX (popmax: ayIuanbHON, BU3YyaIbHOM, C UCIOJIb30BAHUEM CIEIHAIbHBIX
TEXHUYECKUX CPEACTB U NH(DPOPMAIIMOHHBIX CHCTEM.

Menuamarepuansl TakKe CleAyeT HCHOJIb30BaTh M aJanTHPOBaTh C  y4ETOM
WHAUBUIYATBHBIX OCOOEHHOCTEH 00yueHuss nHBau 0B 1 U1 ¢ OB3.

OcBoeHuE OUCHMIUIMHBI HHBamugamMu © Jumamua ¢ OB3  ocymectBisercss ¢
UCIIOJIb30BAaHUEM CPEACTB OOy4YeHHsI OOIIEro W CHEIUAIBHOTO Ha3HAYCHHUs (MIEPCOHATBLHOTO U
KOJUIEKTUBHOI'O HCIIOJIb30BaHUA). MaTepuanbHO-TEXHUYECKOE OOecreueHne MpeaycMaTpuBaeT
npucnocoOIeHrne ayAuTOpHil K Hy>KJaM HHBaNKUI0B U ui ¢ OB3.

dopma TMNpPOBENECHUS AaTTECTAUM JUISl CTYJAEHTOB-UHBaIuMgoB u Jmi ¢ OB3
YCTaHABIMBAETCS C YUYETOM MHAUBHIyATbHBIX IICUXO(PU3NIECKIX 0COOCHHOCTEH. J{71s1 MHBaTUI0B
n i ¢ OB3 mpexycmarpuBaetcst nocTymHas (GopmMa MpenocTaBiICHUs 3aJaHUN OIICHOYHBIX
CPENCTB, @ UMEHHO:

— B [IEYATHOW WJIU AJIEKTPOHHOU (hopme (IUIst JIUIl ¢ HAPYIICHUSIMUA OMOPHO-BUTATEIHLHOTO
amnrmapara);
— B TeyaTHOW QopmMe WM DIEKTPOHHOH ¢opMe C YBEIWYEHHBIM MPUPTOM H

KOHTPACTHOCTBIO (JUIsI JTUI] C HAPYIICHUSMU CITyXa, PeUH, 3pEeHUs);

— METOJIOM YTCHHSI aCCUCTEHTOM 3aJIaHUs BCIYX (IJIs JIUI] C HAPYIIICHUSIMH 3PEHUs).

CryneHTaM ¢ MHBaIUMIHOCTHIO M junaM ¢ OB3 yBenuuuBaeTcs BpeMsi Ha MOJATOTOBKY
OTBETOB Ha KOHTPOJBHBIC BOMPOCHL. [[JIsl TAKUX CTYACHTOB MpeayCcMaTpUBaeTCs JOCTymHas (hopma
MPEIOCTaBJICHUSI OTBETOB Ha 33/1aHUS, 3 UMEHHO:

— THUChbMEHHO Ha Oymare uiu HabOpoM OTBETOB Ha KOMIIbIOTepe (JIs JIUI] C HapyLICHUSIMH
ciIyxa, peun);
— BbIOOPOM OTBETA U3 BO3MOXHBIX BapPUAHTOB C MCIIOJIH30BAHUEM YCIYyT acCUCTEHTa (I

JUI C HAPYUIEHUSIMUA ONTOPHO-/IBUTATENILHOTO aIlapara);

— yCTHO (U151 JIULI C HAPYIICHUSIMU 3PEHUS, OTIOPHO-IBUTATEIBHOTO anmnapara).

[Ipu HEoOXommMoOcTH JUIsl O0ydYaroImMXcs ¢ WHBAIMIHOCTRIO U jull ¢ OB3 mpouemypa

OIICHUBAHMSI PE3YJIbTATOB O0YUEHUSI MOXKET MPOBOIUTHCS B HECKOJIBKO ATAIOB.
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12. Onucanue MaTepuaIbHO-TEXHUYECKOI 0a3bl, HEOOXOAUMOM IJISl OCYIIEeCTBJICHHSI
o0pa3oBaTeIbHOIO Npolecca Mo TUCHUILINHE

YuyeOHasi ayauTOpHMsA, TIpeJHA3HAYCHHAs [UIA TPOBEACHHUS Y4YeOHBIX 3aHATH,
NPEAYCMOTPEHHBIX  HACTOSIIIEW  paboueld  mporpaMMo  IUCHMIUIMHBI,  OCHAI[CHHAas
O60py,Z[OBaHI/IeM 1 TCXHUYCCKUMHU CPCACTBAMUA OGy‘-IGHI/I}I, B COCTAaB KOTOPbIX BXOAAT: KOMIIJICKTBI
CIeNUAIM3UPOBAHHON y4eOHON MeOenu, JOoCKa KIIacCHasl, MyJbTUMEIUUHBINA MMPOSKTOP, SKPaH,
KOMIIBIOTCP C YCTAHOBJICHHBIM JIMIICH3WOHHBIM ITPOTrPpaMMHbBIM OGCCHC‘IGHHGM, C BBIXOI0OM B CC€Th
«IHTEepHET» U AOCTYIIOM B 3JIEKTPOHHYIO HHPOPMAIIMOHHO-00Pa30BaTEIbHYIO CPENy.

IHomemenne 1Jis1 cCaMOCTOSATEILHOM Pa00THI 00y4AKOIINXCS — Ay JUTOPUSI, OCHAILIEHHAS
CIIEIYIOIMIUM 000PYJOBAaHUEM U TEXHUYECKUMU CPEACTBAMM: CIIeUaTN3UpOBaHHAs MeOenb AJis
npernoiaBaTess U 00yJaromuxcs, 10cka yueOHas, MyJIbTUMEIUHHBIN TPOSKTOP, IKPaH, 3BYKOBbIE
KOJIOHKH, KOMIBIOTEp (HOYTOYK), MEepCOHAIBHBIE KOMIBIOTEPHI Uil pabOThl 00yYaromuxcs ¢
YCTaHOBJICHHBIM JIMIICH3WOHHBIM ITPOTrpaMMHBIM OGGCHG‘-IGHI/IGM, C BBIXOJ0M B CCThb ((I/IHTepHeT»
U JIOCTYTIOM B 3JIEKTPOHHYI0 MH(POPMAITMOHHO-00pa30BaTEIbHYIO CPENy.
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