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lpunoscenue 4

K OCHOBHOU NpodecCcuonanvbHou 00pazosamenvbHoll npocpamme

no nanpasienuro noocomosxu 38.03.01 Sxonomuxa,

HanpagienHocms (npoghunv) « busnec-ananumuxa u yugposas 3KOHOMUKA»

PabGouass mporpamma nucnmmuivHbl «MHOpManmoHnHas 0€30MacHOCTh | 3allyTa
uHpOpMaLUK» BXOAUT B COCTaB OCHOBHOW MpodeccHOHANbHON 00pa30BaTeNbHONW MPOTrpaMMBbI
BBICIIETO 0Opa3oBaHMs 1O HampapieHHO MoArotoBku 38.03.01 DkoHOMHKa, HAMPABJICHHOCTH
(mpo¢unp) «busHec-ananuTHKa U IU(POBas SKOHOMUKA» U MpEAHA3HAYCHA IS 00y4alOUIXCs
OYHOW W OYHO-3a09HOU (pOopM OOydCHHUS.

© MHCTUTYT MEKIyHApOJIHBIX 3KOHOMUYECKHX CBsA3ei, 2025.
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1. Iean u 3agau AUCHUILIHHBI

Heabwo qucuunianabl «MHpopmMannonHas 0€30MACHOCTh W 3alMTa MH(OPMALUN»
SIBJISIETCSL TIOyYEHUE TEOPETUUYECKUX 3HAHWA W TPAKTHUYECKUX HABBIKOB, HEOOXOAMMBIX IS
MOHMMAHHUS OCHOB M MPHUHIMIIOB 3allUThl HWH(OpMAaLWU, MPUMEHEHHS] CIOCOOOB 3alUThHI
uH(pOpMaIlMK HA TIPAKTHKE, BKIIOYAs 3alIUTy KOMIBIOTEPHBIX CHCTEM, 3alIUTy WH(OpPMALIUU B
ceTu VIHTepHET U KOPIOPATUBHBIX CETSX.

3agauu U3yyeHHUs TUCHUNTUHBI:

— NpuoOpeTeHrWe TOHMMAaHHUS  OCHOBHBIX  TPUHIMIIOB  OPraHM3AIMHA  3alUTHI
uHpOpMaLNH;

— npuoOpeTeHrne MOHUMAaHUS COBPEMEHHBIX TEXHOJIOTHIA 3aIUThI HH()OPMALINK;

— H3Y4YCHHE OCHOBHBIX MPOIEIYyp U WHCTPYMEHTOB, UCHOIB3YEMBIX IJIs 00eCreUeHUS
nH(pOpMaIMOHHOM 0€30MacCHOCTH Ha MTPaKTHKE.

2. MecTo IMCHUILUIMHBI B CTPYKTYpPe OCHOBHOI npodeccuoHaAJIbHOM 00pa3oBaTeIbHOM
NPorpamMMbl BbICIIEero 00pa3oBaHus

Jucuummza « apopmanmonHas 6e30macHOCTb U 3alIUTa HHPOPMAIIUI BXOJUT B YacTh
y4eOHOro 1ana, GopMUPYEMYI0 YYaCTHHKaMH 00pa30BaTEILHOTO IMpoIecca Mo HaIpaBICHUIO
noarotoBku 38.03.01 DxoHoMuUKa, HanpaBIeHHOCTD (Tpoduis) «busHec-aHanuTHKa U M(poBas
9KOHOMHKAY.

3. O0beM TMCHUIIMHBI B 32YeTHBIX eIMHUIAX U aKAJIeMUYECKUX Yacax ¢ yKa3aHHeM
KOJINYECTBA aKaJeMUYeCKHX YaCOB, BbI/IEJIEHHBIX HA KOHTAKTHYIO pa0doTy
00y4arouuxcd ¢ npemnogasaresieM (1Mo BUAaM y4eOHbIX 3aHATHII) U HA
CaMOCTOSITEIbHYIO Pa0oTy 00y4aromuxcst

Oo6mas TpyA0EMKOCTh TUCHIUTUIMHBI COCTABIISAET 3 3a4€THBIE eMHUIIBI, Bcero — 108 vaca.

Bup yueOHoit paboThl Bcero yacoB
oudHas Gopma OYHO-3209HAas
o0yUeHHSI dopma oOyueHus
KonTakTHasi paGora ¢ npenoaaBareseM (Bcero) 20 8
B toMm uucne:
3aHATHSA JIEKIIMOHHOI0 THUIIA 14 6
3aHATHSI CEMUHAPCKOTO TUIA (CEMUHAPHI) 6 2
CamocTrosiTe/ibHasi padoTa (Bcero) 88 100
dopma KOHTPOJIS 3auer ¢ olleHKOM
O01mast Tpy10éMKOCTb TUCHUIIHHBI 108




4. IlepevyeHb IVIAHHUPYEMbIX Pe3yJIbTATOB 00YYEHHS MO0 JTUCHHUILINHE, COOTHECEHHBIX C
IVIAHUPYEMBIMHU Pe3yIbTATaMH 0CBOCHHSA OCHOBHOM NpPodecCHOHAIBHOMI
0o0pa3oBaTe/IbHOW MPOrPamMMbI

Koa v HanmMeHoBaHue

Koa v HanmMeHoBaHue

ILnanupyemMble pe3yJibTaThl

KoMIleTeHIInu (uif) HHAUKATOPA TOCTHKEHUSA 00y4eHMsI MO JMCIHUIINHE
BBINNYCKHUKA KOMIeTEeHI[HH

Bbe3onacHocTh NVYK 8.1 3HaTh: OCHOBBI
KU3HEAeATeJbHOCTH Wmeet npezacrasieHue o nH(OpMaLOHHON
YK-8 0€30MacHBIX yCIOBUIX 0€30MacHOCTH U 3allUThI
CrnocoOeH co3iaBath 1 KHUZHEICSATEIbHOCTH JISI nH(pOopMaLINH.
MOJI/IEP>KUBATH B COXpPaHEHUs MIPUPOTHOMN YMeTh: omnpenensTh yrpo3bl B
TTOBCETHEBHOM KU3HH U B cpenbl U o0ecreueHus UT-chepe.
npogeccuoHaTbHON YCTOWYMBOTO pa3BUTHS Baapners: CIOCOOHOCTBIO
EATEIILHOCTU Oe30I1acHbIE oOmiecTBa. oOecrieueHus
yCIIOBUS NVYK 8.2 MH(POPMAIIMOHHOM
KHU3ZHEICATEIbHOCTH JISI AHanu3upyeT pUCK B pa3HbIX | 0€30MaCHOCTHIO M 3aIIMUTHI
COXPaHEHUS IPUPOJHON cdepax AeATeNbHOCTH uHpopMaIuu.

cpenbl, o0ecredeHus
YCTOMYHMBOI'O pa3BUTHUSA
o0111ecTBa, B TOM YHCIIC TTPU
yIrpo3€ U BO3HUKHOBEHHUU
YpE3BbIYANHBIX CUTYAIIMH U
BOCHHBIX KOH(DIMKTOB

yeJjioBeKa I 00eCIIeYeHN
ero 0€30MacHOCTH.

NYK 8.3

OOecrieunBaeT Co3MaHuE U
nojiepaHue 0e30MmacHbIX
yCJIOBI/Iﬁ KN3HCACATCIIBHOCTU




5. Conepsxkanue Qv CHUATNINHBI

HaumenoBanue teMm

Conep:xanue Tem (pa3aesioB)

(pa3nesioB)
Tema 1. Beenenue B Lenu 1 npuHUMTBI HHOOPMAIIMOHHOHN Oe30macHOCTH. TUIBI yrpo3
UH(POPMALIUOHHYIO U arak Ha HMH(OpMalUOHHbIE cuUcTeMbl. OCHOBHBIE NPUHIIMIIBI
0€3011aCHOCTb. 3alIUThI HH(OPMAITHH.
Tema 2. OCHOBBI [TpunIUTIBI Kpunrorpaduu u METO/IbI muGpoBaHUSL.
KpUNTorpaduu. CumMeTpuuHOE U acUMMETpUYHOE IHppoBaHue. X3IIHUPOBAHHE.

OnexktpoHHO-IMGpoBbIe ToAnUcH. CepTudukaTsl 0€30MaCHOCTH.
Anmapatsble KpuntorpadhuyecKkue yCTponcTBa.

Tema 3. 3amura
KOMHBIOTepHBIX
CHUCTEM.

Opranmsanys 0€30MacHOCTH OIMEPAIMOHHBIX CHUCTEM. 3alluTa OT
BPEIOHOCHOTO MPOTPAMMHOTO obOecriedeHus (BUPYChI, TPOSHBI U
mp.). OCHOBBI ceTeBOM 0€30MacHOCTH (MEXKCETEBBIE JKpaHBI,
CUCTEMbI OOHAPY>KEHHUsI U IPEIOTBpALICHUs] BTOp>)KeHUH, VPN).

Tema 4. 3amura
UHpOpPMALIUU B CETH
Nurtepuer.

OcHOBBI 6€30ITaCHOCTH BEO-TIPHIIOKEHUHN. 3aliTa OT aTaK Ha BeO-
caiitel  (SQL-MHBEKIIMU, MEXKCAUTOBBIA CKPUIITUHT H  Jp.).
[Iporokon TLS. 3ammra KOHPUACHIMAIBPHOCTH JaHHBIX TIPH
nepeaaye mo CeTH.

Tema 5. 3amura
uHpopMauu B

KOPIOPAaTUBHOM Cpeje.

[Tomutuku  Oe3omacHocTtH. [lpomemypsl  pearupoBaHusT Ha
WHIUACHTHI. 3amuTa nHpopMaIuu B 6a3ax NaHHBIX U XPAHIIUIIAX.
dusnyeckas 6€30M1aCHOCTh HH(GOPMAIIMOHHBIX CHCTEM.




6. CTpykTypa IUCHMILUIMHBI 110 TEMaM € YKa3aHHEM OTBeIeHHOI0 HA HUX KOJIHYeCcTBa
aKaJeMH4YeCKNX YaCOB M BUJ0B y4eOHbIX 3aHATHI

Ounas ¢popma o0ydeHus1

KonTakTHas padora, yac.
CamocrosiTteb
Ne HanmeHoBaHMe TEM 3ausaTus pas paGoTa Bcero,
n/n | (pa3aesioB) AMCHUILINHBI | JeKHHOHHOTO | CeMuHApHI aac. > | wac.
THIIA
1. | Benenue B 1 1 16 18
MH(pOPMaITMOHHYIO
0€3011aCHOCTb
2. | OcHoBBI KpunTOrpadun 1 1 16 18
3. | 3ammTa KOMIBIOTEPHBIX 4 1 18 23
CUCTEM
4. | 3ammra nHGOpPMAIUH B 4 1 18 23
cetu MHTEpHET
5. | 3amura uapopmalum B 4 2 20 26
KOPIIOPAaTUBHOM cpefie
UTOIO: 14 6 88 108
OuHo-3204Hasi popma 00yueHust
KonTakTHas padora, yac.
CamocrosiTteb
Ne HaunmenoBaHue TeM 3ansaTus Bcero,
Hasi padora,
n/m | (pasaesioB) IHCUMILIHHDBL | IEKIMOHHOrO | CeMuHAPDHI aac. Jac.
THOA
1. | BBenenue B 1 - 17 18
MH(POPMALIMOHHYIO
0€30MacHOCTb
2. | OcHOBBI KpunTOrpapuu 1 - 17 18
3. | 3ammTa KOMIBIOTEPHBIX 1 - 22 23
CUCTEM
4. | 3amura nHGOpMaNUU B 1 1 21 23
cetu MnTepuer
5. | 3amuTa uHOpMaIuu B 2 1 23 26
KOpIIOPAaTUBHOM Cpee
UTOIO: 6 2 100 108

7. IlepeyeHb y4eOHO-METOAMYECKOT0 00ecneYeHus 1JIsl CAMOCTOSITe/IbHOM PadoThl U
TeKYLIero KOHTPOJIsA 00y4aloUIUXCsl M0 JUCHUIIMHE

CamocrosTenpHas pa60Ta ABJISICTCA OJHHUM U3 OCHOBHBIX BHUI0OB y‘IGGHOfI JACATCIIbHOCTH,
COCTaBHOM 4YacThIO y4ueOHOTO IMpoliecca U UMEET CBOEH Lieblo: TITyOO0Koe YCBOGHHE MaTepuasa
AUCHUIINIMHBI, COBCPHICHCTBOBAHUC U 3aKPCIIJICHUC HABBIKOB CaMOCTOSITEIILHOU paGOTbI C
JUTEpPATypoil, PEKOMEHJIOBAHHOW MpernojaBaTeieM, YMEHUE HaWTH HYXHBIA Marepuan |

CaMOCTOATCIIbHO
HMHUIUATUBBbI,

€ro
IMPUBBIYKH

HCIIOJB30BAaTh,

K

IMOCTOSIHHOMY

L[EJICY CTPEMIICHHOMY Hay4YHOMY ITOUCKY.

BOCIIUTAaHHUC
COBCPUHICHCTBOBAHUIO

BBICOKOU

TBOPYECKOMN
CBOUX

AKTUBHOCTH,
3HAHHH,

K



KOHTpPOJIA YCIICBACMOCTH,

KonTtponbe camocTosiTensHON pabOThI, SBISETCS Ba)XXHOW COCTaBISAIONICH TEKYIIETO

OCYHICCTBJIACTCA IPLIoAaBarCicM BO BpCMA JICKIIMOHHBIX U

MPAKTUYECKHUX (CEeMHHAPCKUX) 3aHATHH U 00ecrieunBaeT OLEHUBAaHUE X0/1a OCBOCHHUS H3y4yaeMOin
JUCITUTUIAHBI.

BOHpOCbI AJIA CaMOCTOATEC/IbHOI'0 M3YUYCHU S

1. Vsa3BUMOCTH  NPOrpaMMHOTO  OOECleYeHUs W TPUHIMIBL  «Oe30IacHOro»
IPOTPaMMHUPOBAHHUSL.

2. Metonpl couanbHON MHKEHEPUU AJIs NTOJIy4EHNS HECAHKIIMOHUPOBAHHOI'O 10CTYIIA K
uHpopmanuu.

3. Ayrentudukanus 1 METObI ayTeHTU(UKALINY.

XNk

ABTOpH3aIUS U METO/IbI ABTOPH3ALINH.
[Ipotokon mmdposanus Triple DES.
[Tporokon mmdposanust AES.
[IpoTtokon mmdposanus RSA.
[Tporokon mmdposanuss ECDSA.

9. Crniocobb1 obecnieueHust 0€30MacHOCTH B OECIIPOBOHBIX CETSX.
10. be3omacHOCTh TaHHBIX B OnepanuoHHoi cucteme Windows.
11. be3zonacHocTh gaHHBIX B 10S.

12. BesomacHocTh qa”HHBIX B Android.
13. Cnoco6sl muppoBanus nHGopMaIK B 6a3ax JaHHBIX.
14. Pe3epBHOE KOMMPOBAHKE JIAHHBIX U €T0 3HAYCHUE JIJIs 0€301acHOCTH MH(OPMAITHH.
15. Mepsbl 6€301macHOCTH IS 3aIUTH KOH(DUCHIMANBHON HH(pOpMALIUY TIPH Tepeiade
IO CETH.

Pacnipenesienne caMmocTosAITEIbHOMH padoThI

Bunpl, hopMbl 1 00BEMBI CAMOCTOATENBHON pabOTHl CTYJICHTOB NPU W3YYEHUH JaHHOU
JUCLUIUIMHBI ONPEEIISIOTCA €€ COEPKaHUEM U OTPaXKEHbI B Cleayomel Tadbuuue:

O0beM caMoCTOATEIbHOM
HaumenoBanue TeM Bun
Ne . padoThl
(pa3nesioB) CaMOCTOSITEJIbHOM
n/n ouHasi hopma OUYHO-3204Hast
AUCHUTLTUHBI padoThI
o0y4eHus dhopma oOydeHust
1. | BBenenue B MOJArOTOBKA K 16 17
MH(OPMALIMOHHYIO ayJTUTOPHBIM 3aHITUIM
0e30MacHOCTh
2. | OcHoBBI KpunTOrpaduu | MOATOTOBKA K 16 17
ayJTMTOPHBIM 3aHSITHUSIM
3. | 3ammTa MHOJITOTOBKA K 18 22
KOMITBIOTEPHBIX CHCTEM | ayJAMTOPHBIM 3aHSATUSIM
4. | 3ammra HHPOPMALIMU B | MOJArOTOBKA K 18 21
cetn UHTEpHET ayJTMTOPHBIM 3aHSITHUSIM
5. | 3amura uHGOpPMALKHU B | TOATOTOBKA K 20 23
KOPIOPATUBHOMU Cpefie | ayAUTOPHBIM 3aHATUSIM
HUTOI'O: 88 100




8. IlepeyeHb BONPOCOB M THNOBbIE 3aaAHNS AJISA MOATOTOBKH K IIPOMEKYTOYHOM
arrecTanuu

8.1 IlepeueHb BONpPOCOB Il OATOTOBKH K 324€Ty € OLlEeHKOM

OcHoBHBIE YTPO3bl HTHPOPMAITMOHHOHN 0€30M1aCHOCTH.
MeTtoap! b poBaHusI.
OnexTpoHHo-1MppoBsie noanucu (DLIT).
Ceprudukarsl 6€30MacHOCTH.

Xs1mupoBaHue.

AnmapartHas KpunTorpadusi.

AHTUBHPYCBI.

Mertonapl 0OHapysxeHust Bropkenuit (IDS).
Mertoas! npenoTBpaiienus Bropxxenuii (IPS).

. IIpenmymiectBa ucnosib3oBanusi VPN.

. 3amuTa OT aTaKk Ha BeO-CAMlTHI.

. [Ipunnumner padoter npotokomna TLS.

. 3ammra nepuMeTpa u METO/Ibl 3alUTHl CETH.
. Ponb monutuk 6€30MacHOCTH B OpraHu3alllu.
. IIpuHUIUII HAMMEHBIINX TPUBUIIETUMA.

. 3ammTa nHGOpManuK B 0a3ax JaHHBIX.
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8.2. TunoBekle 3agaHuA IJI9 ONEHKH 3HAHMI

1. AnTopuTM X3IIMPOBAHUS, HaH00JIEEe YACTO UCIIOIB3YEMbIN B HACTOSIIICE BPEMSI:
a) DES;

6) MD5;

B) SHA-1;

r) SHA-2.

2. B xoHTekcTe nHpOpMaIMOHHON Oe30nmacHOCTH TepMuH IPS o3Havaer:
a) In-Plane Switching;

0) Intruder Protection System;

B) Internal Power Supply;

r) IP Screening.

3. Haubonee Ge3omacen s oOMeHa TaHHBIMU B ceTi HTepHET-IIPOTOKOT:
a) HTTP;
0) HTTPS;
B) SHA-1;
r) SHA-256.
8.3. TunoBbie 3a1aHUA 1JI51 OEHKH YMEHHI

3aganmne 1. Opranuzanuu HEOOXOIUMO XPAaHUTh KOH(QUACHUIUAIBHYIO HHPOPMALUIO B
O0a3ze manHbIX. [Ipemmaraercs nenate 3T0 B 3ammdpoBaHHOM BHAC. BwiOepute anroputM
mudpoBanus A7 pemeHus 3Toi 3agaun. O60CHyHTE CBOIl BHIOOD.

3apganue 2. Bam HeoOxoauMo cobpaTh HH(OPMAIMIO O KOMIIAHUM U €€ COTPYAHUKAX C
MTOMOUIBI0 METOJIOB COIMAIbHON HHXKeHEepUU. COCTaBbTE IJIAH CBOMX JACHCTBUH.

3ananme 3. CocrTaBbTe IUIaH TIIOMCKA YS3BUMOCTEH B CETEBOM HHGPACTPYKType
OpraHu3aluu.



8.4. Tunoekle 3agaHuA 1JI9 OLEHKH HABBLIKOB

3ananue 1. PaszpaboraiiTe pekOMEHIAIMH 110 CO3aHUI0 OE30MaCHBIX APOJIeH, YIUThIBAs
UX JJIAHY, CIIOKHOCTD U PETYIIAPHYIO CMEHY.

3aganme 2. /{1 mpoTHBOAEWCTBUS (DUIIMHIOBBIM arakamM, pa3paboTaiiTe HaMsaTKy
COTPYAHMKAM OpraHU3alMM C [EPEUUCICHUEM NPU3HAKOB (HUILIMHIOBBIX COOOLICHUH
ANEKTPOHHOMU MOYTHI.

3aganue 3. Co3naiiTe 4eK-IUCT JUIsl CACTEMHOI'O aIMUHHUCTPATOpa CETHU NMPEANIPUATHUSA 1O
HACTPOMKE MEXKCETEBOTO dKpaHa (firewall).

9. IlepeyeHb OCHOBHOI U JONMOJHUTEJIbHOU Y4eOHOH JIMTEPATYPbI, HEOOXOAMMOI 1JIA
OCBOEHUS TUCUHMUILINHBI

9.1. OcHoBHas1 JuTEpaTYpa

1. 3enkos, A. B. MudopmarnmonHas 6€30MacHOCTh U 3aIuTa HHOOPMAIUH ;| YIeOHUK IS
By30B / A. B. 3enkoB. — 2-e u3n., nepepad. u nomn. — MockBa : M3narensctBo KOpaiit, 2025. —
107 c. — (Beicmee obpa3oBanue). — ISBN 978-5-534-16388-9. — TekcT : 37IeKTpOHHBIN //
Oo6pazoBarenpHas mwatdopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/567915

2. CysopoBa, I'. M. Hudopmanronnas 6e30macHOCTh : yuyeOHUK miis By3oB / I'. M.
CyBopoBa. — 2-e u3f., nepepad. u gon. — Mocksa : M3natensctBo IOpaiit, 2025. — 277 ¢. —
(Beiciiee o6pazoBanme). — ISBN 978-5-534-16450-3. — Tekct : SIeKTpOHHBIA //
Oo6pazoBarenpHas mwaTdopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/567672

9.2. lonotHUTEIBHAS IUTEPATYPA

1. OpraHnu3anlMOHHOE W MPaBOBOe obOecredeHrne HHGOPMAIIMOHHON Oe30MacHOCTH
yueOnuk aiis By3oB / T. A. TlonsikoBa, A. A. Ctpensios, C. I'. UybykoBa, B. A. Huecos ; mox

penakuueit T. A. Ilomsxooii, A. A. CtpenbuoBa. — 2-¢ u3f., nepepad. u gomn. — Mocksa :
NznarensctBo FOpaiit, 2025. — 357 ¢. — (Bricmiee oopazoanue). — ISBN 978-5-534-19108-0.
— Teker : osnextpoHsbii // OOpasoBarenbHas 1uiatdopma IFOpaiit [caiit]. — URL:

https://urait.ru/bcode/560516

2. Kazapun, O. B. HagexHocTh 1 6€3011aCHOCTH MPOrPAMMHOT0 00eCIIeUeHuUs : yUeOHUK
s By30B / O. B. Kazapun, U. b. llyounckuii. — Mocksa : U3garensctBo FOpaiit, 2025. — 342
c. — (Bwicmee obpazoBanue). — ISBN 978-5-534-05142-1. — Tekcr : 31EKTpOHHBINA //
O6pa3zoBarenpHas miaTdopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/563862

10. Ilepevyennb pecypcoB HHGPOPMALMOHHO-TEJIEKOMMYHUKAUIMOHHOM ceTn «AHTEepHETY,
HEeO0XO0AUMBIX JJIfl OCBOCHH S JUCHUNIMHBI U MHGPOPMAIIMOHHBIX TEXHOJIOTHIA,
HCI0JIb3yeMbIX MPH OCYHIECTBJICHUH 00Pa30BaTeJIbHOI0 MpoLecca no JAucuumiunue (),
BKJIIOYAs NlepeYyeHb MPOrPaMMHOro odecneyeHusi 1 HHPOPMAIIHOHHBIX CIIPABOYHBIX
cucTeM (MpH HEOOXOAMMOCTH)

1. https://urait.ru - 9BC «Ob6pa3zoBarenbHas miargopma KOpaiiTy.

2. https://elibrary.ru - Hayunas snmektponHas 6uommoreka (HOb) «eLIBRARY.RUy.

3. https://student2.consultant.ru — onnaiin-Bepcus Kouncynsrantllmoc: CryaeHt
nHpopManmoHHOM cripaBouHOM crcTembl «KoHcynpTanTILmrocy.

4. https://coderwall.com/ - Coderwall «Coo011ecTBO MpOrpaMMHICTOBY
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JINeH3noHHoe NporpaMMHoOe ooecreyeHue:

- Windows (3apy0exHoe, BO3ME3THOE);

- MS Office (3apy0exHOE, BO3ME3THOEC);

- Adobe Acrobat Reader (3apyOexHO€, CBOOOTHO PacpOCTPaHIEMOE);

- Koncynprantllmoc: «Koncynbrantllmoc: Ctynent» (poccuiickoe, cBOOOIHO
pacrpocTpaHseMoe);

- 7-zip — apxuBaTop (3apyOexHOe, CBOOOHO pacIpOCTpaHsIeMOe);

- Comodo Internet Security (3apy0exHoe, CBOOOTHO pacIipoCTpaHsIeMoe);

- Apache NetBeans — cBOOOHAss MHTETpUPOBAaHHAs cpea pa3padOTKU MPUIOKESHUN
(IDE) na s3p1kax nmporpammupoBanus Java, Java, PHP, JavaScript, C, C++, Ana u psina 1pyrux
(3apy0esxHOe, CBOOOIHO paclpocTpaHsIeMoe).

11. MeToandyecKue PEKOMEHIAIUHU 110 OPraHv3aliui U3yYCHUSA TUCHUIIINHBI

Opranuzanus 00pa30BaTENbHOTO TpOIEcca periaMeHTUpYyeTcs Y4YeOHBIM IUTAHOM H
pacricanueM yueOHBIX 3aHATHN. SI3b1k 00ydeHus (mpernogaBanus) — pycckuit. s Bcex BUIOB
ayIMTOPHBIX 3aHATUHN aKaJIEeMHUYECKUN 9ac yCTAHABIMBACTCS MPOAOKUTEIHLHOCTHIO 45 MUHYT.

[Ipu  QopMupoBaHMM CBOCH HWHIMBHUAYyaJbHOM  0Opa30BATEIIbHOW  TPAaCKTOPUH
o0yyaromuicss UMeeT MPaBo Ha Nepe3adéT COOTBETCTBYIOMUX AUCUUIUINH U PO ECCHOHATBHBIX
MOJIyJIel, OCBOEHHBIX B MpOLECCe MPEAIIECTBYIOMIEr0 OO0y4YeHHs, KOTOpbI 0CBOOOXKIaeT
00yyJaromerocsi OT HeOOXOJUMOCTH UX MTOBTOPHOTO OCBOCHHUSL.

OoOpa3oBaTte/ibHbIE TEXHOJIOTUH

Y4eOHBII mpolecc MpH NPENnoJaBaHUM Kypca OCHOBBIBACTCS Ha HMCIIOJIBb30BAHUH
TPaJMLMOHHBIX, HWHHOBALMOHHBIX M WH(GOPMAIMOHHBIX OOPa30BATEIbHBIX TEXHOJIOTHIA.
Tpaauunonneie 00pa3oBaTeNbHBIE TEXHOJOTMHM MPECTABICHBI 3aHATUAMH CEMHUHApCKOTO U
JIEKIMOHHOTO Tuma. VHHOBalMOHHBIE 00pa3oBaTelIbHbIE TEXHOJOTUU HCIOJB3YIOTCS B BHJE
IIMPOKOTO TPUMEHEHUS aKTUBHBIX M HWHTCPAKTUBHBIX (OPM TPOBEIACHUS 3aHATHM.
UudopmanvonHsle  o0pa3oBaTeNbHbIE TEXHOJOTHMH  pPEATU3yIOTCS IMyTEM AaKTUBU3ALUU
CaMOCTOSITENIbHON PabOTHI CTYZICHTOB B MH(OPMAIIMOHHON 00pa3oBaTeIbHOM cperie.

3aHATHSA JTeKIMOHHOIO THIIA

JIGKIIMOHHBI KypC TMpEanojaracT CHUCTEeMAaTU3UPOBAHHOE H3JI0KEHHE OCHOBHBIX
BOIIPOCOB y4€OHOTO TIJIaHa.

Ha nepBoii nexiuu nekrop 00s3aH MpeayNnpeaIuTh CTyI€HTOB, IPUMEHHUTEIBHO K KAKOMY
0a3zoBoMy yueOHUKY (YueOHUKaM, y4eOHBIM ITOCOOUSM) OyIeT MPOYUTAH KypC.

JIeKIIMOHHBIN Kypc NOJDKEH JaBaTh HanOOJbIIUM 00beM MH(OpManuu U oOecreynBaTh
Oosee rirybokoe MOHMMaHNE Yy4eOHBIX BOIPOCOB MPHU 3HAUUTEIHLHO MEHbBIIEH 3aTpaTe BPEeMEHH,
4YeM 3TO TpedyeTcs OONBIINHCTBY CTYI€HTOB Ha CAMOCTOATENbHOE U3YUEHUE MaTepraa.

3aHATHS CEMMHAPCKOI0 TUIIA

CemunHapckue (paKkTHYECKUE ) 3aHATHS IPEJICTABISAIOT COOOM NETATN3AIHIO JIEKLIHOHHOTO
TEOPETUYECKOr0 MaTepuana, MPOBOAITCS B LENIX 3aKpeIUIeHHs Kypca U OXBaThIBAlOT BCe
OCHOBHBIE pa3/Iebl.

OcHoBHOM (opMOI TIpOBEIEHUS CEMHUHAPOB M TPAKTUYCCKUX 3aHITHH SBISETCS
oOcyxenue HanOosee MPOOJEMHBIX U CIOXHBIX BOIPOCOB IO OTICIBHBIM T€MaM, a TaKXke
pelieHre 3aiad U pa3dop MPUMEPOB M CUTyallMd B ayJWTOPHBIX YCIOBUAX. B oOs3aHHOCTH
IpEernoiaBaTess BXOIAT: OKa3aHWE METOINYECKOH MOMOIIM U KOHCYJIbTHPOBAHUE CTYJIEHTOB IO
COOTBETCTBYIOIIMM TEMaM Kypca.

AKTHBHOCTb Ha MPAKTUYECKUX 3aHITHIX OLICHUBACTCS TIO CIEIYIONINM KPUTEPHSIM:

— OTBETHI Ha BONIPOCHI, IpeJIaraeMble MpenoaBaTeieM;

— ydYacTHue B JUCKYCCHSIX;

— BBIMOJHEHHE MTPOCKTHHIX U UHBIX 33/IaHUN;

— aCCHCTHPOBAHME MPENOJaBaTelio B IPOBEICHUY 3aHATUH.
11



Jloknaasl ¥ ONNOHMPOBAHHUE JTOKJIAZO0B MPOBEPSIOT CTENEHb BJIAJCHHUS TEOPETUYECKUM
MaTepHaioM, a TaKKe KOPPEKTHOCTh U CTPOTOCTh PACCYKICHUN.

OueHnBaHuE NTPAKTUYECKUX 33IaHUNA BXOAUT B HAKOIUIEHHYIO OLICHKY.

CamocrosiTesibHast padoTa 00y4arOIIUXCS

CamocTtosaTrenbHas paboTa CTYJEHTOB — 3TO IPOILECC AKTUBHOTO, IIEJIEHANIPABIEHHOTO
OpHOOpETEeHUs] CTYACHTOM HOBBIX 3HAaHUH, yMEHHH 0€3 HEemOCPEeICTBEHHOTO Y4YacTus
IpenojaBarenisi, XapakTepU3yIOIIMiicd TNPEeAMETHON  HampaBiIeHHOCTHIO, 3((HEKTUBHBIM
KOHTPOJIEM U OLIEHKOW Pe3yJIbTaTOB JEATEIbHOCTH 00YJarOIIerocs.

Ilenu camocToATeTbHON PabOTHI:

— CHCTEMAaTH3alus M 3aKPEIUICHHE MOJIYYEHHBIX TEOPETHUYECKUX 3HAHMM M MPAKTUYECKUX

YMEHHUH CTYJEHTOB;

— yriyOJsieHre U paclIMpeHUe TEOPETUYECKUX 3HAHMUIA;
— (¢dopMHpOBaHHE YMEHUH HCIOJB30BaTh HOPMATHUBHYIO U CIPaBOYHYIO JOKYMEHTAIHIO,

CIELUATIbHYIO JTUTEPATYPY;

— pa3BUTHE MO3HABATEILHBIX CIIOCOOHOCTEH, aKTUBHOCTU CTYJIEHTOB, OTBETCTBEHHOCTH H

OpPraHU30BAHHOCTH;

— (¢opMHpOBaHME  CaMOCTOSATEIbHOCTH  MBIIUICHHUS,  TBOPYECKOH  MHUIIMATUBBI,

CIIOCOOHOCTEH K CaMOpa3BUTHIO, CAMOCOBEPIIICHCTBOBAHHUIO M CAMOPEaTN3alliu;

— Ppa3BUTHE UCCIIEIOBATEIbCKUX YMEHUN U aKaJIEeMUUECKUX HABBIKOB.

CamocTrosTenbHas paboTa MOXKET OCYIIECTBIATHCA HWHAMBUAYAIbHO WM TpyINIaMu
CTYJICHTOB B 3aBUCUMOCTH OT 11eJTH, 00beMa, YPOBHS CI0KHOCTH, KOHKPETHON TEMAaTHUKH.

TexHomnorust opraHu3alid  CaMOCTOSITENIBHONM  pabOThl  CTYJEHTOB  BKJIIOYAET
UCIIOJIb30BaHNE MH(OPMAIIMOHHBIX ¥ MaTEePHATbHO-TEXHHUYECKUX PECYpCOB 00pa30BaTEIHHOTO
YUPEKICHUS.

[Tepen BhITTONIHEHNEM O0YYAIOIIUMHUCS CAMOCTOATEIBLHOM paOOThI TIPEToaBaTelh MOKET
IIPOBOJIUTH HHCTPYKTAX IO BBIIOJTHEHUIO 3a1aHMsl. B MHCTpyKTaXX BKIIOYAETCH:

— LeJb U COoepKaHUE 3a1aHNs;

— CPOKHU BBIIIOJIHEHHUS;

— OpPUEHTHUPOBOYHBIN 00beM PabOTEHI;

— OCHOBHBIE TpeOOBaHUS K pe3yJabTaTaM pabOThl U KPUTEPUU OLICHKH;
— BO3MOJKHBIE TUITUYHBIC OMIUOKU TIPU BHITIOTHEHHH.

HHucTpyKTax MpoOBOIUTCS IMpernojaBaTesieM 3a cueT 00beMa BPEMEHH, OTBEJECHHOIO Ha
U3y4YeHUE JUCIUTUINHBIL.

KoHnTponb pe3ynbTaToB caMOCTOATENbHOW pabOThl CTYIAEHTOB MOXET MPOXOAUTH B
MUCHhMEHHOMW, YCTHOM WITU CMeIIaHHOU (opme.

CTyAeHTbl AOMKHBI MOIXOIUTh K CaMOCTOSITENbHONW paboTe Kak K HauBaKHeHIemy
CPEICTBY 3aKPEIUICHUS U Pa3BUTHsSI TEOPETUUECCKUX 3HAHUMU, BBIPAOOTKE €IUHCTBA B3TJISI0B Ha
OTJIeNIbHBIE BONPOCHI Kypca, NPUOOpETeHHs] OINpeAENEeHHBIX HABBIKOB U HCIOJIb30BaHUS
npodecCuOHAIBHON TUTEPaTyphI.

[TomemeHust 1s1 caMOCTOSTENbHON pabOThl O00ydarOIUXCsSl AOKHBI OBITH OCHAICHBI
KOMIBIOTEPHON TEXHUKOW C BO3MOXKHOCTBIO MOJKITIOYeHHS K ceTu «IHTepHeT» 1 obecnieueHneM
JOCTYyTa B 3JICKTPOHHYIO HHPOPMAIIMOHHO-00pa30BaTEIbHYIO Cpely OpraHU3alllu.

[Tpu camocTosATepHON TPOpPabOTKE Kypca 00ydaronnuecs JOKHBIL:

— TpOCMaTpPUBATh OCHOBHBIC ONPENEICHUs U (DAKTHI;
— MOBTOPUTH 3aKOHCIEKTUPOBAHHBIN Ha JIEKIIMOHHOM 3aHATUU MaTepHall U JOMOIHUTh €ro

C YYETOM PEKOMEH/I0BaHHOM IO JaHHOW T€ME JINTEPATYPHI;

— HW3Y4YUTh PEKOMEHJIOBAHHYIO JIMTEPATYpPy, COCTABIATh TE€3UChI, AHHOTAIUU U KOHCIIEKTHI

Haubosee BaKHBIX MOMEHTOB;

—  CaMOCTOSITENIBHO BBIIIOJIHATH 33/I1aHUsI, AaHAJIOTUYHBIE ITPEIaraéMbIM Ha 3aHATHUSAX;
— UCHOJB30BaTh AJISi CAMOIIPOBEPKU MaTepuaibl (JOHAA OLIEHOYHBIX CPE/ICTB;
—  BBIIOJIHATH JOMAIIIHUE 33JIaHUS 110 YKa3aHUIO ITPENO1aBATEIs.
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Pexomenganuu no o0yyennio HHBAJIUA0B U jul ¢ OB3

OcBoeHune MUCHMIUIMHBI HHBaNMUAaMu U nunamMu ¢ OB3 MoxkeTr ObITh OpraHn30BaHO Kak
COBMECTHO C JPYTrUMHU OOydYalolIMMHCA, TaK W B OTHENbHBIX TIpynmnax. [Ipenmomaratorcs
CreIMalIbHbIE YCIOBUS IS MOJTydeHus oOpa3zoBaHus nHBanIuaamMu u auramu ¢ OB3.

[Tpodeccopcko-nenarorndeckuii cocTaB 3HAKOMHUTCSI C TICHXOJIOTO-(PU3NOIOTUYECKUMU
0COOCHHOCTSIMU 00ydJaromuxcss uHBaIuAoB U null ¢ OB3, uHAMBUAYyaTbHBIMU MPOTPAMMaMU
peabunuTanuu  WHBaIUAOB (mpu  Hamuuuu). [Ipy  HEOOXOAMMOCTH  OCYIIECTBISICTCS
JOTIOTHUTEIbHAS TOMJCPXKKA TMPENOoJaBaHus THIOTOPAMH, TIICHUXOJIOTAMH, COLHUAIbHBIMU
pabOTHUKAMU, POLIECIIMMH MTOATOTOBKY aCCUCTEHTaMHU.

B cootBeTcTBHM ¢ MeTOANYECKMMHU peKoMeHAanusMu MunoOpHayku P® (yTB. 8 anpens
2014 1. Ne AK-44/05BH) B Kypce MpeIonaraeTcsi HCIOIb30BaTh COIUAIBLHO-aKTUBHBIC W
pedIeKCUBHBIE METOIbl OOyUYeHUS, TEXHOJOTHH COLMOKYJIBTYPHOH peadWINTAllUd C IIENBIO
OKa3aHHs TOMOIIM B YCTAHOBJICHUU IOJHOLEHHBIX MEXINYHOCTHBIX OTHOUICHHH C APYyTUMHU
CTYJEHTaMH, CO3JaHHH KOM(OPTHOTO TCHXOJIOTUYECKOTO KJIMMAara B CTYICHYECKOH TpyTIe.
[Tonbop m pa3paboTka ydeOHBIX MaTEPHAIOB MPOMU3BOIATCS C YYETOM TIPEIOCTaBICHUS
MaTepuana B pa3TUYHbIX (popMax: ayauanbHON, BU3YAIbHOH, C MCIOIB30BaHUEM CIECIHATBLHBIX
TEXHUUYECKUX CPEACTB U NH(POPMALIMOHHBIX CHCTEM.

Meaunamarepualibl  Takke CIEIyeT HWCIOJb30BaTh U aNalTUPOBaTh C  Y4ETOM
WHIUBUTyATBHBIX 0COOEHHOCTEH 00ydeHust nHBanuI0B 1 juil ¢ OB3.

OcBoeHue AUCHUIUIMHBI UWHBanugamMu U Juuamu ¢ OB3  ocymectBisieTcss ¢
WCIIOJIb30BAaHUEM CPEJICTB OOyYEHHMsI OOIIETr0 W CIECIHAIBHOIO Ha3Ha4YeHHs (IIEPCOHATBLHOTO U
KOJUIEKTUBHOTO HCIIOJIb30BaHUs). MaTepuanbHO-TEXHUYECKOE OOeCTieueHre MpeaycMaTpruBaeT
MPUCTIOCOOJICHUE ayTUTOPUM K HY>KJ1aM WHBaIKUI0B M Jinil ¢ OB3.

dopma TmMPOBEACHUS ATTECTAlMM Ui CTyJAEHTOB-MHBamuioB u Jymn ¢ OB3
YCTaHABJIMBAETCS C YUYETOM MHAUBHIyaIbHBIX ICUXO(PHU3NYECKUX 0COOCHHOCTEH. J{7151 MHBAaTUA0B
u qury ¢ OB3 mpemycmarpuBaeTcst qoctymHas (Gopma TpeaocTaBlIeHUS 3aJaHUi OLEHOYHBIX
CPEICTB, @ UMEHHO:

— B I[IEYaTHOMW WJIM AJIEKTPOHHOHU (hopme (IUIsl JIUIl C HAPYIIEHUSIMU OMOPHO-BUTATEIHLHOTO
amnrmnapara);
— B mTeyaTHOH (¢opmMe WIM DJIEKTpOHHOH (opMe ¢ yBETUYEHHBIM HIPUPTOM U

KOHTPACTHOCTBIO (JUIsI JTUI] C HAPYIICHUSMU CITyXa, PeUH, 3pEHUs);

— METOJIOM YTCHHSI aCCUCTEHTOM 3aJIaHUs BCIYX (IJIs JIUI] C HAPYIIICHUSIMH 3PEHUs).

CryneHTaM ¢ MHBaIUMIHOCTHIO M junaM ¢ OB3 yBennuuBaeTcs BpeMsi Ha MOJATOTOBKY
OTBETOB Ha KOHTPOJBHBIC BOMIPOCHL. [[JIsl TAKUX CTYACHTOB MpeayCcMaTprUBaeTCs JoCcTymHas (hopma
MPEIOCTaBICHUSI OTBETOB Ha 33/1aHUS, & UMEHHO:

— THUChbMEHHO Ha Oymare uin HabOpoM OTBETOB Ha KOMIIbIOTepE (JIs JIUI] C HApyLICHUSIMU
clIyxa, peun);
— BBIOOPOM OTBETa U3 BO3MOXHBIX BAPUAHTOB C HCIIOJH30BAHUEM YCIYT aCCUCTEHTA (IS

JIUI] C HapYUICHUSIMH OMTOPHO-BUTATEILHOTO aliapara);

— YCTHO (IUIsl TUI| C HAPYILIECHUSIMH 3PEHHUSI, OTIOPHO-ABUTaTEIHHOIO anapara).

[Ipu HEOOXOAMMOCTH ISl OOyYarommxcs ¢ WHBaIMAHOCTHI0 W jmi ¢ OB3 mpomemypa

OLICHUBAHMSI PE3YJIbTaTOB O0YUEHUSI MOXKET MPOBOJIUTHCS B HECKOJIBKO ATAIOB.

12. Onucanne MaTepuAJIbHO-TEXHUYECKOI 0a3bl, He00OX0AUMMOM 1JIf1 OCYIEeCTBJICHUS
00pa3oBaTeIbLHOIO NpoIecca Mo TUCHUILIHHE

YueOHas ayIuTOpuUs «JIaGoparopus nH()OPMAITMOHHO-KOMMYHHKAITHOHHBIX
TEXHOJIOTHI», TpenHa3HAuYeHHas Uil MPOBENEHHUS YYeOHBIX 3aHATHH, NPETyCMOTPEHHBIX
HacToAlIell padouelt mporpaMMoi JUCHMILINH, OCHAUIeHHAss 000py/I0BaHUEM U TEXHUUYECKUMU
cpeAcTBaMu OO0Y4YEeHHs, B COCTaB KOTOPBIX BXOJAT: KOMIUIEKTHI CIIEHUAIN3UPOBAaHHON yueOHOU
Mebenu, Jocka KIJaccHas, MYJIbTUMEAUMHBIA MPOEKTOp, OJKpaH, MPUHTEP, KOMIIbIOTEP
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IpernoiaBaTelsi ¥ KOMITBIOTEPHI ISl paOdOThl 00YUYAIOMIMXCSI ¢ YCTaHOBICHHBIM JIMIIEH3MOHHBIM
MporpaMMHBIM O6€CH€‘-I€HI/I€M, C BBIXOAOM B CETb «I/IHTepHeT» U OOCTYIIOM B 3JICKTPOHHYIO
nH(}pOpMaIMOHHO-00Pa30BATENHHYIO CPEY.

IMoMelenne 1Jisi cCaMOCTOSITENIbHOI PaGOThI 00YUaAIOIUXCS — Ay TUTOPUSI, OCHAIICHHAS
ClIeAyouM 000pyTIOBaHUEM M TEXHUYECKUMHU CPEICTBAMH: CHEIHMATU3UPOBAaHHAS MeOeb s
npernoJiaBaTess U 00yJaromuxcs, 10cka yueOHas, MyJIbTUMEIUHHBIN TPOSKTOP, IKPaH, 3BYKOBbIE
KOJIOHKH, KOMIBIOTEp (HOYTOYK), MEepCOHAIBHBIE KOMIBIOTEPHI Uil pabOThl 00yYaromuxcs ¢
YCTaHOBJICHHBIM JIMIICH3WOHHBIM ITPOTrpaMMHBIM OGGCHG‘-IGHI/IGM, C BBIXOJ0OM B CCTh ((I/IHTepHeT»
U JIOCTYTIOM B 3JICKTPOHHYIO HH()OPMAIIMOHHO-00pa30BaTEIbHYIO CPEy.
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