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lpunoscenue 4

K OCHOBHOU NpodecCcuonanvbHou 00pazosamenvbHoll npocpamme

no cneyuanvrocmu 38.05.02 Tamooswcennoe oeno,

HanpaesnienHocms (npoghunsv) « Tamodscennoe pecyiuposarue u 102UCHUKa»

Pabouas mporpamma mucumiuimHbl «MHpOpManmonHas 0€30MaCHOCTh M 3alIUTa
nH(popMaInuu» BXOJUT B COCTAaB OCHOBHOM MPOQECCHOHAIBHONW 00pa3oBaTeIbHON MPOrPaMMBbI
BeICIIEr0 oOpa3zoBaHus 1o crneuuanbHocTd 38.05.02 TamokeHHOE Je0, HanpaBJICHHOCTb
(mpo¢uie) «TaMOXKEHHOE pEerylMpOBaHHE M JIOTUCTHUKA» ¥ MpeAHa3Ha4YeHa Ui 00ydJaronuxcs
OYHO-320YHON (POPMBI OOYUEHHSI.

© MHCTUTYT MEXTyHAPOIHBIX SKOHOMUYECKUX CBs3eH, 2023.
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1. Ileab u 3aaa4u TUCHUILIMHBI

Heabw qucuuninabl «MHpopMannonHas 0€30MACHOCTh W 3alIMTa MH(OPMALUN»
ABJISICTCA TIOJIYUCHUC TCOPCTUUCCKUX 3HAHUU U MPAKTUYCCKUX HABBLIKOB, H€O6XO,Z[I/IMI>IX JJIA
MOHMMAHHUS OCHOB M MPHUHIMIIOB 3allUThl WH(OpMAalWM, MPUMEHEHHS] CIOCOOOB 3alIUThHI
uHpOpPMaLMK Ha MPaKTHKeE, BKIIIOYAs 3aIUTY KOMIIBIOTEPHBIX CHUCTEM, 3aIUTy WH(OpMAIMU B
ceTu VIHTepHET U KOPIOPATUBHBIX CETSX.

3agaum u3ydeHus AUCHUIIMHBI:
— npuoOpeTeHre MOHUMAaHUSI OCHOBHBIX MPUHIIUIIOB OPraHU3aIUH 3aIUThl HH(pOpMaILHH;
— MpuoOpeTeHne MOHNUMAaHUSI COBPEMEHHBIX TEXHOJIOTUH 3aIUThl HH(POpMAIIH;

— H3YyYEHHE OCHOBHBIX MpPOLEAYpP M HMHCTPYMEHTOB, HCIOJNb3YEMBIX Ui OOECIeYeHHUs
nH(pOpMaMOHHOM 0€30MaCHOCTH Ha MTPAKTHKE.

2. MecTo TMCUMILUIHHBI B CTPYKTYpPe OCHOBHOM nmpodeccuoHalbHOI 00pa3oBaTeibHOI
NPorpamMMbl BbICIIEero 00pa3oBaHus

Jucuumumna «MadopmanmonHas 0e30macHOCT, M 3amMTa HHGOpMAIMU» BXOIUT B
00s13aTeIbHYI0 4YacTh ydeOHOTo miaHa mo crenuanbHocTH 38.05.02 TamoxenHoe neno,
HarpaBJIeHHOCTH (Tpoduib) «TaMoKeHHOE peryIMpOBaHUE U JIOTHCTHKAY.

3. O0beM TUCHUNIHHBI B 324eTHBIX eIMHULAX H AKAIEeMHYECKUX YacaX ¢ yKa3aHueM
KOJIMYeCTBA aKa/leMHYeCKUX YaCOB, BbIIeJIeHHBIX HA KOHTAKTHYI0O padoTy
00y4yauuxcs ¢ npenojaBaresieM (10 BUAaM yueOHBIX 3aHATHII) U Ha
CaMOCTOSITEJIbHYIO Pa00Ty 00y4aromuxcs

OO6mmas TpyaJ0€MKOCTh JUCIUIUIMHBI COCTABIISIET 3 3a4€THRIC eAMHUITBI, Bcero — 108 gacos.

Bun yueonoi padorTnl
ay P Bcero uacos

KonTakTHas padora c npenoaaBaresem (Bcero) 20

B ToMm yucie:

3aHsaTUA JIEKIIHOHHOTO THUIIA 12
3aHATUS CEMUHAPCKOTO TUTIA (CEMHHAPHI) 8
CamocTrosiTeJibHasi pa6oTa (Bcero) 88
dopma KOHTPOJIS 3auer ¢ OlleHKOU
Oo0mast Tpy10éMKOCTb TUCHMILIHHBI 108




4. IlepeyeHb NJIAHUPYEMBIX Pe3yJIbTATOB 00Y4YeHHs 10 JUCHHUIIIMHE, COOTHECEHHBIX €
IUVIAHUPYEMbIMH pe3yabTaTaMU 0CBOCHHS OCHOBHOM NpogdeccuoHaAIbLHOMI
00pa3oBaTeILHON MPOrPaMMBbI

Koa v HaumeHoBaHue

Koa v HaumeHoBaHue

IInanupyemsle pe3yJibTaThl

KoMIleTeHuu(uii) HHIMKATOPA T0CTHKEHUS
00yuYeHHUsI Mo TUCUMUILINHE
BbINYCKHUKA KOMIIeTEeHIIHH
OIIK-2 HNOIIK-2.1 3HATh: OCHOBBI

CnocobeH  OCyIIEeCTBIATh
cbop, 0oOpaboTKy, aHamu3
JaHHBIX IS pElICHUs
npodeccnoHaTbHBIX
3amad, HWHPOPMHUPOBAHUS
OpraHoB rocyAapCTBEHHOU
BJIaCTM W OOIIecTBa Ha
OCHOBE WH(pOPMAIIMOHHOMN
" oubmmorpaduueckoit
KYJIBTYpBI C IPUMEHEHUEM
nH(pOPMaITMOHHO-
KOMMYHHKAIIUOHHBIX
TEXHOJOTUH M C Y4YETOM
OCHOBHBIX TpeOoBaHUI
nH(pOpPMaITMOHHOMN
0e30MmacHOCTH

OpueHTupyercss B  MeToAax
cbopa, 0o0paboTKM M aHanm3a

JTAHHBIX.
NOIIK-2.2

AHanmu3upyer  HEO0OXOAMMYIO
TUTSE pereHus
MpoECCHOHANIBHBIX 3a/1ad |
UH(POPMHUPOBAHUS OpraHoB
FOCYyTapCTBEHHOW BJIacTU H
obmiecTBa HHGpOPMALMIO U3

Pa3IUYHBIX HCTOYHUKOB.
NOIIK-2.3
[Ipumensier
UH(POPMALIOHHO-
KOMMYHHKAI[IOHHBIE
TEXHOJIOTHUH TPH  PEIICHUU
pod)eCCHOHANIBHBIX 3a]1ad.

0Oe301acHble

nH(pOpMaMOHHON 0e30MacHOCTH
Y 321U THl THPOPMAITIH.

YMeTb:  OCYIIECTBISATH  COOP,
00paboTKy, aHalW3 JAaHHBIX IS
pereHus po¢eCCHOHATBHBIX
3aad  C Y4eTOM  OCHOBHBIX
TpeOboBaHui  MHGOPMAITMOHHON
0€30MacHOCTH.

Buiiajers: HaBBIKAMHU BBITTOJTHEHHSI
npodeccHoHANBHBIX  3alad  C
y4E€TOM OCHOBHBIX TpeOOBaHMIA
nH(POPMAIIMOHHOHN 0€3011acHOCTH.




5. Conepsxkanue QM CHUTINHBI

HanmeHnoBaHue TeM (pa3/iesioB)

Conep:xanue TeM (pa3/iesioB)

Tema 1. Beenenue B
UH(POPMALMOHHYIO 0€30IacHOCTh

Ienn u npuHOUNB THGOPMAIIMOHHONW 0€30MacHOCTH. THITBI
yrpo3 M arak Ha WHPOpPMAalUOHHBIE cHCTeMbl. OCHOBHBIC
OPUHLMIBL  3amuThl  uHQopMmanuu. HMubopmanmonHas
0€3011aCHOCTh TAMOXKEHHBIX OpraHos PO.

Tema 2. OcHOBBI KpunTorpaduu

[Mpunuuner  kpuntorpapud U MeToAbl  IHU(pPOBaHUS.

CummeTrpudHoe u ACUMMETPUYHOE mQpoBaHue.
Xs31IHMpOBAHUE. DneKTpOHHO-IIU(PPOBHIC MOJIITUCH.
CepTtudukarsr 0€30MMacHOCTH. AnmapaTtHblie

KpunTorpaduueckue ycTpoucTaa.

Tema 3. 3ammra KOMIIBIOTEPHBIX
CHCTEM

Opranuzanus 6e30MacHOCTH OMEPANMOHHBIX CUCTEM. 3aluTa
OT BPEIOHOCHOTO TPOrPaMMHOTO oOOecredeHus: (BUPYCHI,
TposiHBI U TIp.). OCHOBBI CeTeBOM 0€30MacHOCTH (MEKCETEBbIE
9KpaHbl, CHUCTEMBl OOHApPY)KEHHUS W TPEIOTBPAIICHHS
Bropskenuit, VPN).

Tewma 4. 3ammura nHGOpPMAITIH B
cetu MHTepHer

OcHOBBI 6€30MTaCHOCTH BEO-TIPIIIOKEHUH. 3aliTa OT aTaK Ha
BeO-caiiThl (SQL-uHBEKIIH, MEKCAUTOBBIM CKPUITHHT H JIp.).
[Iporokon TLS. 3ammra KOHGUAESHITNATEHOCTH JAHHBIX MPH
nepegavye mo ceTu. Vcmonp3oBaHHE aBTOMATHU3HPOBAHHBIX
UH(POPMAIIMOHHBIX TaMOXEHHBIX TEXHOJIOTHH,
o0ecreunBarIINX 3aUTy HHGOPMAIUH.

Tewma 5. 3ammTa nHGOPMALTIH B
KOpPIIOPaTUBHOMU cperie

[Tomutukn OGe3onacHocTH. [Ipomeaypsl pearupoBaHus Ha
WHIMACHTHL. 3ammra wHQopMaruu B 0a3ax MaHHBIX W
xpaHunuiax. Ousndeckas 6€30MacHOCTh WH()OPMALMOHHBIX
CUCTEM.




6. CTpyKTypa AUCHMILIMHBI 10 TEMaM C YKa3aHHEM OTBeIeHHOI'0 HA HUX
KOJINYeCTBA aKaJeMU4eCKHX YaCOB U BU/IOB YUeOHBIX 3aHATHI

KonTakTHas padora, yac.
CamocrosiTennb
Ne HaumeHoBaHmne TeM 3aHaTus Bcero,
n/n | (pa3sgenoB) AMCUMILIMHBI | JeKIHUOHHOr0 | CemMuHapbI Hast p;lﬁoTa, qac.
THIA Hac.
1. | Uadopmarmonnas 2 - 19 21
0e30MmacHOCTh
2. | OcHoBBI KpUnTOrpapuu 2 2 17 21
3. | 3amuTa KOMIBIOTEPHBIX 2 2 18 22
CHCTEM
4. | 3amura nHpOpPMaIINHA B 4 2 17 23
cetu MuTepHer
5. | 3amuTa nHpopmaIuu B 2 2 17 21
KOpPIIOPAaTUBHOMU cpefie
HToro: 12 8 88 108

7. IlepevyeHb y4eOHO-METOAMYECKOT0 00ecneYeHUs I CAMOCTOSATEIbHOM PadoThI U
TeKyllero KOHTPOoJis 00y4arouuxcs mo JUCHUIIIUHE

CamocrodrenbHas padoTa sIBJISI€TCSI OJHUM M3 OCHOBHBIX BUI0B yU4€OHOH I€ATEIbHOCTH,
COCTaBHOM YacThIO y4eOHOI0 Mpoliecca U MMEeT CBOEH IIeNbI0: TIy0OKOe YCBOGHUE MaTepuana
JTUCLUIUIMHBIL, COBEPLICHCTBOBAHME M 3aKPEIUIEHUE HABBIKOB CAMOCTOSTENBHOW paboThl C
JUTEPATYypOi, PEKOMEHIOBAHHOM IIPENOAABATEIIEM, YMEHHME HAaWTH HYKHBIM MaTepual H
CaMOCTOSITEJIBHO €r0  HCIOJIB30BAaTh, BOCIHUTAHME BBICOKOM TBOPYECKOM AKTUBHOCTH,
WHULHUATUBBL, IPUBBIYKM K IIOCTOSSHHOMY COBEpPLICHCTBOBAHMIO CBOMX 3HAaHHUM, K
LEJICYyCTPEMIICHHOMY HayYHOMY ITOUCKY.

KoHTponb caMocTOsTETbHONH pabOThl, SBISETCS Ba)KHOW COCTABIIAIONICH TEKYyIIEro
KOHTPOJISI yCII€BAEMOCTH, OCYILECTBIISETCS IPENOJAaBaTeieM BO BpEMs JICKIHOHHBIX U
NPaKTUYECKUX (CEMHUHAPCKUX) 3aHATUN U 00ecrieunBaeT OLCHUBAHNE X0/1a OCBOCHUS N3y4aeMOn
JUCLUIUIAHBI.

BOIIpOCbI AJIA CAaMOCTOATEIBHOI0O U3YyYCHU A

1. Vsa3BUMOCTH  MpPOTpaMMHOTO  OOECNeYeHWs] W MPUHIMNBI  «OE30IaCHOTOY
POrPaMMHUPOBAHUSI.

2. MeTtonbl cOlMaabHON MHKEHEPUH JIJIS TIOTYYECHUST HECAHKIIMOHUPOBAHHOTO JOCTYIIA K
uHpOpMaIINH.
AyTeHTHU(HKAIMS U METOJIbI Ay TEHTH(HUKAIIHNH.
ABTOpH3AIUS ¥ METO/IBI aBTOPU3AIUH.
[Tpotokou mmdposanus Triple DES.
[IpoTtokon mmdposanus AES.
[Tporokon mmdpobanus RSA.
[Ipotokon nmdposanuss ECDSA.
. CnocoOs1 obecnieyeHust 6€30MacCHOCTH B OECIIPOBOAHBIX CETSX.
10 BesomacHocTh HaHHBIX B onepanronHoi cucteme Windows.
11. BeszomacHocTh nanHbIX B i0S.
12. BeszomacHocTh nanHbIX B Android.
13. Crnoco6s! mudpoBanus nHpopmManuu B 6a3ax TaHHBIX.

7
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14. PesepBHOE KOMMPOBAHKE JAHHBIX U €r0 3HAYCHHE JIJIs1 O€30MaCHOCTH HH(POPMAIIHH.

15. Mepsl 6e30macHOCTH TSl 3aIIUTHI KOH(DHUIEHITUATBHON HHPOPMAITIH MIPH Tepeaadue
0 CETH.

16. OGecneuenue MHGOPMAITMOHHON OE30MIACHOCTH TAMOKEHHBIX OPTAHOB.

IIpuMmepHast TemaTHKa pedepaToB

1. OcHOBHBIE Cpe/CTBA M CUCTEMBI, COJIEpKAIIUE MOTCHIIUATbHBIE HCTOYHUKH OIACHBIX
CHTHAJIOB.
Bunel yrpo3 6e3onacHocT HHGOpPMAaLIKH.
[ponenypa uaeHTHUKAIMHT, KaK OCHOBA Tpoiiecca 00HApyKEHUST 00bEKTa
Mertoap! cuHTe3a HHPOPMAIIH.
MeTo/1b1 HeCaHKITMOHUPOBAHHOTO JTOCTYTIa K MHPOPMAIIUU
[TonsaTus ckpbITUA UHPOPMALIUH, BUBI CKPBITHIA. THPOpPMAaIIMOHHBINA TOPTpET.
Crioco0bI 1 cpeIcTBa MPOTHBOACHCTBUS TTOACTYIIMBAHUIO.
[ToTeHnmanpHbIe KaHATBI yTEUKHU WH()OPMALIUH.
. YTPO3bI COXPaHHOCTH JaHHBIX B KOMIIBIOTEPE CIYIaliHOTO XapaKTepa.
10 WudpopmanoHHbIe TEXHOJIOTUU M UX OCHOBHBIE CBOWCTBA.
11. Undopmamuss u wuHPOpManmoHHass OE30MAaCHOCTh B COBPEMEHHOW CHCTEME
TaMOXXEHHBIX OPTaHOB.
12. Cnoco6sl HapymieHHuss HHPOPMAITMOHHOMN 0€30MaCHOCTH TAMOKXEHHBIX OPTraHOB.
13. ABTOMaTH3UpOBaHHbIC HH(OPMAIIMOHHBIC CHCTEMbI TAMOKEHHBIX OPTaHOB.
14. TIporpammHOe oOecriedeHre TPAHCTIOPTHOM JIOTUCTUKH.
15. Ob6ecneuenue nnpopmarronHoi 6ezonacunoctu EAUC.

©COoN>A~WN

Pacnipenesienne caMmocTosAITEIbHONH padoThI

Bunsl, hopmbl 1 00BEMBI CAMOCTOATENBHON pabOTHl CTYJICHTOB NPU W3YYEHUH JaHHOU
JUCLUIUIMHBI ONIPEIETISIIOTCA €€ COEPKaHUEM U OTPaXXEHbI B Cleayolei Tadbuue:

HanmenoBanue Tem . O0bem
Ne Bua camocrosiTeJaLHOM .«
(pa3nesioB) CaMOCTOSITEJIbHOI
n/n padoThI
JAUCIUTTHHBI padoThl
1. | Benenue B MOATOTOBKA K ayIUTOPHBIM 19
UH()OPMALTMOHHYIO 3aHSTHUSIM, HATTUCAHHE
0€301acHOCTh pedeparon
2. | OcHoBBI KpHUnTOrpaduu NOJArOTOBKA K ayAUTOPHBIM 17
3aHSTUSIM, HAITMCAHHE
pedepaToB
3. | 3ammuTa KOMIBIOTEPHBIX MOATOTOBKA K ayIUTOPHBIM 18
cHCcTEM 3aHSTHUSIM, HATTUCAHHE
pedeparon
4. | 3ammra nHQOpPMAIUH B MIOATOTOBKA K Ay IUTOPHBIM 17
cetu UHTepHeT 3aHSTUSIM, HAITMCAHHE
pedepaToB
5. | Bammurta wHGOpPMANMK B MOATOTOBKA K ayIUTOPHBIM 17
KOPIIOPaTHUBHOU Cpefie 3aHSTHUSIM, HATTUCAHHE
pedeparon
UTOI'O: 88




8. [lepeyeHb BONPOCOB U THUIOBbIE 3aJaHUS A/ MOATOTOBKH K MPOMEKYTOYHOM
aTTrecTaluu

8.1. IlepeyeHnb BONPOCOB /151 MOATOTOBKH K 32a4€Ty C OLeHKOM

Henu u npuHIMITEI THPOPMALIMOHHON 0€30MaCHOCTH.
Tunsl yrpo3 u atak Ha HHPOPMAIIMOHHBIE CHCTEMBI.
OcCHOBHBIE IPUHIIUTIBI 3AIMUTH HH()OPMAIIHH.
Nudopmarnmonnas 6€301macHOCTh TaMOKEHHBIX OpraHoB PO.
OcHoBHBIE YTPO3bl HTHPOPMAITMOHHOHN 0€3011aCHOCTH.
MeTtoap! b poBaHus.
Onexrponno-tudpossie noanucu (DIIIT).
Ceprudukarsl 6€30MacHOCTH.
Xs1mupoBaHue.
0. Anmapartnas kpunTorpadusi.
1. AnTHUBHUpYCHI.
MeTtonpl 0OHapysxeHus: BropkeHuii (IDS).

13. Merons! npenotBpamieHus Bropxenuit (IPS).

14. TIpeumymectBa ucnoias3oBanus VPN.

15. 3ammra oT aTak Ha BEO-CANTHI.

16. ITpunIuner pabots! mpotokona TLS.

17. 3amura nepumerpa U METOBI 3aIIUTHI CETH.

18. Hcnonb3oBanue aBTOMATU3HPOBAHHBIX nH(pOpPMaAITMOHHBIX TaMOKEHHBIX
TEXHOJIOTHH, 00€CTIeYNBAIONINX 3aIUTY WH()OPMAIIUH.

19. Posb monuTHK 6€301IaCHOCTH B OpraHU3AIIH.

20. ITpuHUIMT HAUMEHBIIUX TPUBUIICTHI.

21. 3ammTa nHGOpMaNKK B 6a3aX TaHHBIX U XPaHUIHINAX.

22. ®uznueckas 6€30MaCHOCTh HH(OPMAIIMOHHBIX CUCTEM.

RRO©oo NGOk wNE

[E=N
N

8.2. TunoBwbIe 3aJaHUA IJIA OLEHKHN 3HAHUI

1. AnroputM™ X31IKMpoBaHMs, HanOoJee YacTo UCIOIb3yEeMbIi B HACTOSIIEE BpeMsI:
a) DES;

0) MD5;

B) SHA-1,;

r) SHA-2.

2. B xonrtekcre nHopMarmonHoi 6e3onacHoctu TepmMuH IPS o3navaer:
a) In-Plane Switching;

0) Intruder Protection System;

B) Internal Power Supply;

r) IP Screening.

3. Haubonee 6e3omacen 1yt oOMeHa JaHHBIMH B ceTH VIHTepHEeT-IPOTOKOIL:
a) HTTP;

0) HTTPS;

B) SHA-1,

r) SHA-256.

4. TlepBblii cepBUC YAAICHHON yIUTAThl TAMOXKCHHBIX TUTATEXKEH JUTsl PU3HUECKUX JIUIT 32
TOBaphl, BBO3UMbIE B Poccuiickyro dexneparuto:
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a) IPPAY;
6) APPLE;
B) IP;

r) ALE.

8.3. TunoBble 3a1aHMsA /I OLEHKU YMEeHUI

3ananue 1.
[Ipouiecc mpoBepkr MOJIIMHHOCTUA TMOJB30BATENEH WM YCTPOMCTB B OMNEPAIMOHHBIX
CUCTEMAX ABIIACTCA

3aganue 2.
Kpunrorpadguueckuii meron, mnpu KOTOpoM s mu(poBaHus U pacmdPpoBKU
COOOIIEHU HUCTONB3YETCSI OAMH U TOT KE CEKPETHBIM KIII0Y, Ha3bIBacTCA

3aganmue 3.

Opranu3anuu Heo0X0AUMO XPaHUTh KOH(GHUACHIMATBHYI0 HH(pOopMaIuio B 0aze JaHHBIX.
[Ipennaraercss menath 3TOo B 3amudpoBaHHOM BuAe. BwiOepute anroput™ mmdbpoBaHUsS s
pernteHus 3Toii 3anaun. O00CHYITE CBOM BBIOOD.

3ananue 4.

Cozmaiite 6a3y maHHBIX ¢ MH(MOpPMAIMEH O 3aMpenieHHBIX WM OrpaHUYEHHBIX TOBapax,
KOTOPBIE MOT'YT HOTIBITATHCS IPOHECTH Yepe3 TaMOKEHHBINH KOHTPOoJIb. ObecneubTe JOCTYH K 3TOU
0a3e TOJIBKO OINpeeIeHHBIM COTPYIHIUKAM C COOTBETCTBYIOIUMU MOJTHOMOYHSIMH.

8.4. TunoBkle 3agaHu 1JI OEHKH HABBLIKOB

3aganue 1.
PazpabotaiiTe peKOMEHAAlMH IO CO3/IaHUI0 O€30MacCHBIX MapoJiel, yUUTHIBAS UX JUINHY,
CJIO’)KHOCTB U PETYJSIPHYIO CMEHY.

3aganue 2.

Onummre OCHOBHBIE IIard, KOTOPhIE HEOOXOAMMO CAENaTh MPH MPOBEACHUM aHATU3a
0e30MacHOCTH KOH(UTypallud U OOHOBJICHHUN CHUCTEMBI TaMOXXEHHOTO KOHTPOJS, C IEIBI0
0OHapyXeHHUSl YSI3BUMOCTH, CBSI3aHHOW C ycrapeBmuMU BepcusiMu [1O wiam HempaBHIIBHON
KOH(UTYpaIfeil CHCTEMBI.

9. IlepeyeHb OCHOBHOM M I0MOJTHUTEIbHON YUeOHOM JTUTEPATYPbI, HEOOXOAUMOM 1JI51
OCBOEHUS THCUHHUILINHBI
9.1. OcHoBHas JuTEepaTypa

1. 3enkoB, A.B. HuadpopmanroHHas 0€30MacHOCTh W 3amuTa WHGOpPMAIUU: yuyeOHOe

nocobue ans By3oB/ A. B.3eHkoB. — 2-e¢ u3z., nepepad. u jgon. — Mocka: M3naTenscTBO
FOpaiit, 2023. — 107 c. — (Bricmee obpazoBanue). — ISBN 978-5-534-16388-9. — Texkcr:
NeKTpoHHBIH  //  OOpazoBarenbHas  1atgopma  FOpaiir  [caiit]. —  URL:

https://urait.ru/bcode/530927.
2. CyBoposa, I'. M. Undopmannonnas 6e3omacHocTs : yueOHoe mocodue ams By30B / I
M. CyBopoBa. — 2-¢ u3n., nepepad. u non. — Mocksa : M3natenscTBo FOpaiit, 2023. — 277 c.
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— (Bricmiee oOpazoBanme). — ISBN 978-5-534-16450-3. — TekcT : 37eKTpOHHBIA //
OopazoBarenbHas miardpopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/531084

9.2. lonotHUTEIBbHAS JTUTEpaTypa

1. OpranuzanmoHHoe W TpPaBOBOE oObOecreyeHne HHPOPMALMOHHOW Oe30MacHOCTH:
y4eOHMK W TPaKTUKyM I By30B/ moj pemakumeit T. A. IlomskoBoit, A. A. CtpenbmoBa. —
Mocksa: M3narensctBo FOpaiit, 2023. — 325 ¢. — (Bricmiee o6pa3oBanue). — ISBN 978-5-534-
03600-8. — Texkct: snexrponHbIii // OOpaszoBarenvHas Tuiargopma FOpaiit [caiiTt]. — URL:
https://urait.ru/bcode/511239 .

2. Kazapun, O. B. HagexxHocTh 1 6€30MMacHOCTh MPOTPAMMHOTO 00ECTICUECHHS : yueOHOe
noco6ue ais By3os / O. B. Kazapun, U. b. Illyounckuii. — Mocksa : U3aarensctBo FOpaidt, 2023.
— 342 c¢. — (Bricmiee o6pazoBanme). — ISBN 978-5-534-05142-1. — TekcT : 27eKTpOHHBIH //
OopazoBarenbHas miardopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/515435

10. Ilepeuyenn pecypcoB HH(POPMALMOHHO-TETEKOMMYHUKAIIMOHHOM ceTH «HTepHET»,
HEeO0XO0AUMBIX JJIfl OCBOCHH S JUCHUNIMHBI U MHGPOPMAIIMOHHBIX TEXHOJIOTHIA,
HCIOJIb3yeMbIX NPH OCyLIleCTBJIEHUHN 00pa30BaTeJIbHOI0 NpoLecca no JUCHUILINHE,
BKJIIOYasl MlepevYeHb MPOrpaMMHOI0 o0ecrneyeHus 1 HHPOPMALMOHHBIX CIPABOYHBIX
cucrTeM (MpU HEOOXOAMMOCTH)

1. https://urait.ru - 3bC «O6pazoBarenbhas miathopma FOpaiim»
2. https://coderwall.com/ - Coderwall «Coo0riiecTBO MpOrpaMMHCTOBY

JIMIIeH3HOHHO0E MPOrPaMMHOE 00ecreueHne:.

- Windows (3apy0exHoe, BO3ME3THOE);

- MS Office (3apyOexxHO€, BO3ME3THOE);

- Adobe Acrobat Reader (3apy0exHoe, CBOOOIHO pacpoCTpaHIeMoe);

- Koncynerantllmoc: «Koncynsrantlmtoc: CtynenT» (poccuiickoe, CBOOOIHO
pacnpoCTpaHsIeMOE);

- 7-zip — apxuBatop (3apy0eKHOE, CBOOOHO PAaCIPOCTPAHIEMOE);

- Comodo Internet Security (3apy0exHoe, CBOOOTHO pacpocTpaHsIeMoe);

- Apache NetBeans — cBo6o1Hast HHTErpUPOBaHHasI cpejia pa3padOTKK MPHUIOKEHUH
(IDE) na si3p1kax nmporpammupoBanus Java, Java, PHP, JavaScript, C, C++, Ana u psina apyrux
(3apy0exHoe, CBOOOTHO PacIpOCTPaHIEMOE).

11. MeToandyecKue PEKOMEHIAIUHU 110 OPraHv3aliui U3Yy4YCHUSA TUCHUIIINHBI

Opranuzanus 00pa30BaTEIBLHOTO TPOIECCa PErIAMEHTUPYETCS yYeOHBIM IUIAHOM |
pacrnicanueM y4eOHbBIX 3aHATHI. S3bIk 00ydeHus (Iperno1aBaHus) — pyCCKUH.

IIpu  dopmupoBanum cBoeil HMHAUBUAYaTbHOH  00pa30BaTENbHOW  TPACKTOPUH
oOyJaromuiicss UMeeT MpaBo Ha Mepe3ayéT COOTBETCTBYIOUIUX AUCIMILINH U MPpodeccrnoHalbHbIX
MOJyJiel, OCBOCHHBIX B TPOIECCE TMPEAIIECTBYIOMEr0 OOY4YEeHHUs, KOTOPBIA OCBOOOXKIAeT
oOyyJaromierocs 0T He0OXO0AMMOCTH UX TTOBTOPHOTO OCBOCHHSI.

Oo0pa3oBaTe/ibHbIE TEXHOJIOTHHI

VY4eOHbI mpoliecc HpH MPENoJaBaHUU Kypca OCHOBBIBA€TCS Ha HCIOJIb30BAaHUU
TPaIULIMOHHBIX, WHHOBAIIMOHHBIX M WH(OOPMAIMOHHBIX OO0Pa30BATEIBHBIX TEXHOJIOTHIA.
TpagunuonHble 00pa3oBaTeNbHBIE TEXHOJIOTMH IPEACTABICHBl 3aHATUSAMU CEMUHAPCKOro U
JEKIIMOHHOTO Tuma. VHHOBalMOHHBIE 00pa30oBaTENIbHBIE TEXHOJIOTUU HCIONB3YIOTCS B BHJIE
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HIMPOKOTO TPUMEHEHUS aKTUBHBIX M HWHTEPAKTUBHBIX (OPM MPOBENCHUS 3aHATUM.
Nudopmannonnsie  00pa3oBaTeNbHbIE TEXHOJOTHUU  pPEATH3YIOTCS IMYyTEM  AaKTUBU3AIUU
CaMOCTOSITEIbHON pabOThI CTY/IEHTOB B MH(OPMAIMOHHO 00pa30BaTEILHOM Cpe/ie.

3aHATHSA JIeKIMOHHOTO THIIA

JIeKMOHHBI KypC TMpEeArnoyiaraeT CHCTEMaTU3UPOBAHHOE U3JIOKEHHUE OCHOBHBIX
BOIIPOCOB y4€OHOTO IJIaHA.

Ha nepBoii nexuuu gextop 00s3aH NpeaynpeanTb CTyASHTOB, IPUMEHUTENBHO K KAKOMY
6a3oBoMy yueOHUKY (yueOHUKaM, y4eOHBIM MTOCOOHIM) OyAET MPOYUTaH KypC.

JlekMOHHBIA KypC AODKEH JaBaTh HAMOOJBIINN 00beM MH(pOpMaUu U 0OeCTieUnBaTh
Oonee TiryOOKOe MOHUMaHUE Y9eOHBIX BOIPOCOB MPU 3HAYUTEIHLHO MEHBIICH 3aTpaTe BPEMEHH,
4yeM 3T0 TpedyeTcsi OONBIIMHCTBY CTYIEHTOB Ha CAMOCTOSITENIbHOE U3yUEHUE MaTepraa.

3aHATHS CEMUHAPCKOT0 THIIA

CemuHapckue (MMpaKTUYECKHE ) 3aHATHI TPEICTABIISIOT COOOM JIeTaTU3aIHIO JIEKIIMOHHOTO
TEOPETUYECKOr0 MaTepuana, MPOBOMITCS B IENSIX 3aKpPEIUICHHS Kypca U OXBaTBHIBAIOT BCE
OCHOBHBIE pa3/IeIbl.

OcHoBHOU (hOpMOI TIPOBEACHHSI CEMHUHAPOB M MPAKTUYECKUX 3aHITUN SBISETCS
oOcyxaeHue Hambojee MPOOJIEMHBIX M CIOXHBIX BOMPOCOB IO OTIEIBHBIM Te€MaM, a TaKke
penieHue 3aaad U pa3bop MPUMEpPOB M CUTyallMid B ayJWTOPHBIX YCIOBUAX. B 00s3aHHOCTH
IpenojaBaTesiss BXOJAT: OKa3aHUE METOAMYECKON MOMOIIM U KOHCYJIbTHPOBAHHUE CTYAEHTOB MO
COOTBETCTBYIOIIIUM TEMaM Kypca.

AKTHBHOCTb Ha MPAKTUYECKUX 3aHITHUIX OLIEHUBAETCS MO CIEIYIONINM KPUTEPHSIM:

— OTBETHI Ha BOIIPOCHI, MIpeijlaraéMple MpernojaBaTesieM;

— y4yacTHe B TUCKYCCHSIX;

—  BBIMOJHEHHE MTPOCKTHHIX U UHBIX 33/IaHUN;

— aCCHCTHUPOBAHHE MPETOJaBATEIIO B IPOBEICHUH 3aHATHH.

Jlokitagpl U ONIOHUPOBAHUE JOKJIAJ0B MPOBEPSIOT CTENEHb BIAJACHHS TEOPETUUECKUM
MaTepuaIoM, a TAKKe KOPPEKTHOCTh M CTPOTOCTh PACCYKICHUH.

OneHuBaHue NPaKTUYECKUX 33JaHUN BXOJUT B HAKOIJICHHYIO OLIEHKY.

CamocrosiTesibHast padoTa 00y4arOIIUXCS

CamocTtosTenbHas paboTa CTYJEHTOB — 3TO IPOLIECC AKTUBHOTO, IIEJIEHANIPABIEHHOTO
NpHOOpETEeHUs] CTYACHTOM HOBBIX 3HAaHUH, yMEHHH 0€3 HEemOCPEeICTBEHHOTO Yy4YacTus
npenojaBaresis, XapakTepU3yIOIIMiics TPEeAMETHON  HampaBiIeHHOCTHIO, 3((HEKTUBHBIM
KOHTPOJIEM U OLIEHKOW Pe3yIbTaTOB JAESITEILHOCTH 00yUaroerocs.

Ilenu camocToATEeTbHON PaOOTHI:

— CHCTEMaTH3alMs U 3aKperIeHHE MOJIYYEHHBIX TEOPETHUECKUX 3HAHUW U MPAKTUYECKUX

YMEHUH CTYICHTOB;

— yriyOJieHHe U paclInpeHUe TEOPETUISCKUX 3HAHMIA,
— ($opMHpOBaHHE YMEHUU HUCIOIH30BaTh HOPMATHUBHYIO U CIPABOYHYIO JIOKYMEHTAIIHIO,

CHEIHUANIbHYIO JIUTEPATYPY;

— pa3BUTHE MO3HABATENIbHBIX CIIOCOOHOCTEN, aKTUBHOCTH CTYJIEHTOB, OTBETCTBEHHOCTU U

OpPraHU30BaHHOCTH;

— (¢GopMHpOBaHME  CaMOCTOSATEIbHOCTH  MBIIUICHHUS,  TBOPYECKOH  MHHUIIMATUBBI,

CIOCOOHOCTEH K caMOpa3BUTHIO, CAMOCOBEPILIEHCTBOBAHUIO M CAMOpEaTH3allHH;

— pPa3BUTHE HCCIEAOBATEIHCKUX YMEHUH U aKaIEMUIECKIX HABBIKOB.

CamocTtosTenbHas paboTa MOXKET OCYIIECTBISATHCA HWHAMBHUAYAIbHO WM TpyINIaMu
CTYJICHTOB B 3aBUCUMOCTH OT 1[eJTH, 00beMa, YPOBHS CIOKHOCTH, KOHKPETHON TEMAaTHUKH.

TexHomorust opraHu3alid  CaMOCTOSITENIBHOM  pabOThl  CTYJEHTOB  BKJIIOYAET
UCIIOJIb30BaHNE MH(POPMAIIMOHHBIX M MaTEePHATbHO-TEXHHUYECKUX PECYpCOB 00pa30BaTEIBHOTO
YUPEXKICHUSI.

[Tepen BoIMONIHEHNEM O0YYAIOIIUMHUCS CAMOCTOATEIBLHOM paOOThI TIPEIoaBaTelh MOKET
MPOBOAMUTH MHCTPYKTAX 110 BHIMOIHEHUIO 33/1aHUs. B HHCTpYKTaX BKIIOYAETCS:
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— IIeNb U COJIepKaHue 3aJaHus;
— CpPOKH BBITIOJTHEHHUS;

—  OPHEHTUPOBOYHBIA 00HEM pabOTHI;

— OCHOBHBIE TpeOOBaHUS K pe3ybTaTaM paboThl U KPUTEPUU OLIEHKH;

— BO3MOJKHbIE TUITUYHBIE OIIMOKU TIPU BHITTOTHEHHH.

WNHcTpyKTaX MPOBOIUTCS MpENoiaBaTeieM 3a cu4eT 00beMa BPEeMEHH, OTBEICHHOTO Ha
U3Y4YECHUE JUCIUILTUHBL

KoHTpons pe3ynbTaToB €caMOCTOATENbHON pPabOThl CTYACHTOB MOXET INPOXOIUTH B
MMCbMEHHOW, YCTHOW MJTM CMEIIaHHOU (opMme.

CryneHTsl JOJDKHBI MOAXOAWTH K CAaMOCTOATENBHOM paboTe Kak K HauBaKHEHIIEMY
CPEICTBY 3aKpEIUICHUS U Pa3BUTHUSI TEOPETUUECKUX 3HAHUM, BbIPaOOTKE €IUHCTBA B3IJISI0B Ha
OTACJIbHBIC BOIIPOCHI KYypCa, HpI/IO6peTeHI/I$I OMPCACIICHHBIX HABBIKOB U HCIIOJb30BAHUA
poQeCCHOHAIBHON JTUTEPATYPHI.

[Tomerenust UIst caMOCTOSTENbHOW paboOThl 00YUYaIOMMXCS JAOJDKHBI OBITH OCHAIICHBI
KOMIIBIOTEPHON TEXHUKON C BO3MOXKHOCTBIO MOJKIIOYEHUS K ceTu «VIHTepHeT» u o0ecnieueHrneM
JIOCTYTIA B 3JICKTPOHHYIO MH()OPMAIIHOHHO-00Pa30BaTEIbHYIO CPEy OpTaHU3aIIH.

[Ipu camocTosATensHON TPOPabOTKE Kypca 00yJaromuecs T0JKHBL:

— TpOocMaTpUBATh OCHOBHBIE ONpeNeNeHUs U (DaKThI;
— TIOBTOPHUTH 3aKOHCIEKTUPOBAHHBIN HA JIEKIIMOHHOM 3aHSATUU MaTepuaj U JOMOJHUTDH €To

C YYETOM PEKOMEH/I0BaHHOM IO JaHHOW T€ME JINTEPATYPHI;

— U3YYUTh PEKOMEHJIOBAaHHYIO JIUTEPATypPy, COCTABIATH TE€3UCHI, aHHOTAIIMA U KOHCIEKTHI

HaH6onee BaXXHbBIX MOMCHTOB,

— CaMOCTOATCJIIbHO BbINIOJIHATDE 3aldHUs, aHAJIOTUYHBIC TPCAJIaracMbIM Ha 3aHATHAX,
— HCIIOJIb30BaTh Ul CAMOIPOBEPKH MaTepHalibl (POH/IA OLEHOYHBIX CPE/ICTB;
— BBIMNOJIHATH JOMAIIHUEC 3a/IaHUs 110 YKAa3aHUIO IMPCIIoaaBaTClIA.

Pexomenganum mo o0y4eHno mHBaIuA0B 1 aun ¢ OB3

OcBoeHre TUCIUTIIMHBI HHBATUAAMH U JuiiaMmu ¢ OB3 MoxeT ObITh OpraHn30BaHO Kak
COBMECTHO C JPYTUMHU OOyYarOIIMMHCSA, TaK W B OTHENbHBIX Tpynmax. [Ipenmomararorcs
cHelualbHbIe YCIOBUS Ui MOJydeHus oO0pa3zoBaHus HHBaIWaamMu u auiamu ¢ OB3.

[Ipodeccopcko-nienarornyeckuii CocTaB 3HAKOMHUTCSI C TICHXOJIOTO-(PU3UOIOTUYECKUMU
0COOCHHOCTSIMU 00y4Jaromuxcsi uHBaiauaoB U jul ¢ OB3, uHauBUAYyanbHBIMU MPOrpaMMaMU
peabunuranu  WHBaNUAOB (mpu  Hamuuuu). llpu  HEOOXOAMMOCTH  OCYIIECTBISETCS
JOTIONTHUTENIbHAS TOJJEpXKKa TMPEnoJaBaHusl ThIOTOPaMH, TIICUXOJIOTaMH, COLHUAJIbHBIMU
paboOTHUKAMU, TIPOIICIIMMH ITOATOTOBKY aCCHCTCHTaMHU.

B cooTBeTcTBUU ¢ MeTOMMUECKHUMHU peKoMeHanusMu Munoopraayku P® (yTB. 8 anpens
2014 1. Ne AK-44/05BH) B Kypce MpEANONaracTcsi HCIOIb30BaTh COIUATBHO-aKTUBHBIC U
pedaekcuBHbIE METOAbl OO0y4YeHHS, TEXHOJOTMH COLMOKYJIbTYPHOH peadWINTAllUUd C IENbIO
OKa3aHUsl MOMOIIM B YCTAHOBJIEHHWU MOJHOIIEHHBIX MEXKIMYHOCTHBIX OTHOILIEHWHA C JPYTUMU
CTYJEHTaMH, CO3JaHUH KOM(OPTHOIrO MCHXOJIOTHUYECKOTO KJIMMAaTa B CTYICHUECKOH TpyTIIe.
[Monbop u paszpaboTka y4yeOHBIX MaTEpPHAJIOB MPOMU3BOIATCS C YUYETOM IPEAOCTABICHHS
MaTepuaia B pa3IU4HbIX (popmax: ayIuanbHON, BU3YyaIbHOM, C UCIOJIb30BAHUEM CIEIHAIbHBIX
TEXHUYECKUX CPEACTB U NH(DPOPMAIIMOHHBIX CHCTEM.

Menuamarepuansl TakKe ClEAyeT HCHOJIb30BaTh M aJanTHPOBaTh C  y4ETOM
WHIAUBUAYATBHBIX OCOOEHHOCTEH 00yueHuss nHBaKU 0B 1 Ul ¢ OB3.

OcBoeHuEe OUCHMIUIMHBI HHBamugamMu © Jumamua ¢ OB3  ocymectBisercss ¢
UCIIOJIb30BAaHUEM CPEACTB OOy4YeHHsI OOIIETro W CIEIUAIBHOTO Ha3HA4YeHHUs (MIEPCOHATBLHOTO U
KOJUIEKTUBHOI'O HCIIOJIb30BaHUA). MaTepuanbHO-TEXHUYECKOE OOecreueHne MpeaycMaTpuBaeT
npucnocoOIeHrne ayAuTOpHil K Hy>KJaM HHBaNKUI0B U ui ¢ OB3.

dopma MNpPOBENCHUS AaTTECTAlUM ISl CTYJAEHTOB-UHBaIugoB u Jmi ¢ OB3
YCTaHABIMBAETCS C YUYETOM MHIUBHIyATbHBIX ICUXO(PU3NIECKIX 0COOCHHOCTEH. J{71s1 MHBaTUI0B

13



n i ¢ OB3 nmpexycmarpuBaetcst nocTymHas (GopMa MpenocTaBiIeHUS 3aJaHUN OIICHOYHBIX
CPENCTB, @ UMEHHO:
— B [IEYATHOUW WJIU AJIEKTPOHHOU (hopme (IUIsl JIUIl ¢ HAPYIICHUSIMU OMOPHO-BUTATEILHOTO
amnmnapara);
— B mTeyaTHOH (¢opmMe WIM DJIEKTpOHHOH (opMe ¢ yBETUYEHHBIM HIPUPTOM U
KOHTPACTHOCTBIO ([UIsI JIUI] C HAPYLICHUSIMU CITyXa, peUH, 3pEeHus);
— METOJIOM YTEHHsSI aCCUCTEHTOM 3aJIaHusl BCIYX (U1 JIUI] C HApYLICHUSIMH 3PEHUs).
CrynentaM ¢ mHBaIuAHOCTHIO M JinnaMm ¢ OB3 yBenuuuBaercs BpeMsi Ha MOATOTOBKY
OTBETOB Ha KOHTPOJIbHBIE BOMPOCHIL. [[71sl TaKuX CTYZAEHTOB MpeaycMaTpruBaeTcs 1ocTynHas popma
MPEI0CTaBIICHUS OTBETOB Ha 3a/I1aHUs], 4 UMEHHO:
— THUCHMEHHO Ha Oymare uiu HabOpoM OTBETOB Ha KOMITbIOTEpE (ISl JTUI] C HAPYIICHUSIMH
clIyxa, peun);
— BbIOOPOM OTBETA U3 BO3MOXHBIX BapUAHTOB C MCIIOJIb30BAHUEM YCIYyT acCUCTEHTa (I
JUI C HAPYUIEHUSIMUA ONTOPHO-/IBUTATENILHOIO aIlapaTa);
— YCTHO (U151 JIULI C HAPYUIICHUSIMU 3PEHUS, OTIOPHO-IBUTATEIBHOTO anmnapara).
[Ipu HEoOXomMMoOcTH JUIsl OOydYaroImMXCcs ¢ WHBAIMIHOCTRIO U jull ¢ OB3 mpouemypa
OIICHUBAHMSI PE3YJIbTATOB O0YUEHUS MOXKET MPOBOUTHCS B HECKOJIBKO ATAIOB.

12. Onucanne MaTepuAJIbHO-TEXHMYECKOI 0a3bl, He00OX0AUMOM Il OCYIEeCTBJICHUS
00pa3oBaTeIbLHOIO Npolecca Mo TUCHMUILINHE

YueOHas ayIuTOpus «Jlaboparopus nH()OPMAITMOHHO-KOMMYHHKAITHOHHBIX
TEXHOJOTHI», TpeqHa3HAYCHHAs JUIsl MPOBENCHUS YUYEOHBIX 3aHATHHA, MPEILyCMOTPEHHBIX
HacToAlIell padouelt mporpaMMoi AUCHMIUINH, OCHAIIeHHass 000py/IOBaHUEM U TEXHUUYECKUMU
cpeacTBaMu OOydYeHHs, B COCTaB KOTOPBIX BXOJISAT: KOMIUIEKTHI CHEIMAM3UPOBAHHON ydeOHOU
Mebenu, Jocka KIJaccHas, MYJIbTUMEAUMHBIA MPOEKTOP, OJKpaH, MPUHTEP, KOMIIBIOTEP
MpernoaaBaTeliss U KOMIBIOTEPHI sl padOThl 00YUYaAIONIUXCS ¢ YCTAHOBIECHHBIM JTUIICH3MOHHBIM
IPOrpaMMHBIM OOECIeueHUuEeM, C BBIXOJOM B ceTh «V/HTepHeT» M MOCTYyNmOM B 3JIEKTPOHHYIO
UH(POPMALIMOHHO-00pa30BATENBHYIO CPENY.

IomemneHnue 1jisi CAaMOCTOSITEILHOI PadOThI O0YJAOIINXCS — ayAUTOPHSI, OCHAIIICHHAS
CIEIYIOIIMM 000PYJOBaHHEM U TEXHUYECKUMU CPEACTBAMH: CIICHUATH3UPOBAaHHAS MEOENb IS
npenoaaBaTess U 00yJaromuxcs, Jocka yueOHas, MyJIbTUMEIUNHBIA IPOEKTOP, 3KpaH, 3ByKOBBIE
KOJIOHKH, KOMITBIOTEp (HOYTOYK), MEepPCOHATbHBIE KOMIBIOTEPHI ISl PabOTHl OOYyYarOIIUXCS C
YCTaHOBJICHHBIM JIMIICH3UOHHBIM IPOrPaMMHBIM O0ecTieYeHHEM, C BBIXOJIOM B ceTh «HTepHET»
U JIOCTYTIOM B 3JIEKTPOHHYIO HH(OPMAIIMOHHO-00pa30BaTEIbHYIO CPEy.
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