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lpunoscenue 4

K OCHOBHOU NpodecCcuonanvbHou 00pazosamenvbHoll npocpamme

no nanpasienuro noocomosxu 38.03.01 Sxonomuxa,
HanpasieHHocms (npoghunv) « IKOHOMUKA U PUHAHCHL OP2AHUAYUUY

IIporpammy cocraBmi: Kazakos M.1O.

PabGouast mporpamma nucnmmuivHbl «MHOpManmoHHas 0€30MacHOCTh M 3aIlyTa
uHpOpMaLUK» BXOAUT B COCTaB OCHOBHOW MpodeccHOHaNbHOM 00pa30BaTeNbHON MPOTrpPaMMBbI
BBICIIETO 0Opa3oBaHMs 1O HampapieHHO MoAroToBkr 38.03.01 DkoHOMHKa, HAMPABJICHHOCTH
(mpouip) «IKOHOMHKA U (PUHAHCHI OPTaHU3ALMKW» U MpeIHa3HAueHa s 00yJatoIXCcsl OUHON
¥ OYHO-32049HOU (popM 0OydeHMUS.

© MHCTUTYT MEKIyHAPOJAHBIX SKOHOMUYECKHX CBsizel, 2023.
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1. Iean u 3agau AUCHUILIHHBI

Heabwo qucuunianabl «MHpopmMannonHas 0€30MACHOCTh W 3alMTa MH(OPMALUN»
SIBJISIETCSL TIOyYEHUE TEOPETUUYECKUX 3HAHWA W TPAKTHUYECKUX HABBIKOB, HEOOXOAMMBIX IS
MOHMMAHHUS OCHOB M MPHUHIMIIOB 3allUThl HWH(OpMAaLWU, MPUMEHEHHS] CIOCOOOB 3alUThHI
uH(pOpMaIlMK HA TIPAKTHKE, BKIIOYAs 3alIUTy KOMIBIOTEPHBIX CHCTEM, 3alIUTy WH(OpPMALIUU B
ceTu VIHTepHET U KOPIOPATUBHBIX CETSX.

3agauu U3yyeHHUs TUCHUNTUHBI:

— NpuoOpeTeHWe TOHMMAaHHUS  OCHOBHBIX  TPUHIMIIOB  OPraHM3AIMHA  3allUTHI
uHpOpMaLNH;

— npuoOpeTeHrne MOHUMAaHUS COBPEMEHHBIX TEXHOJIOTHIA 3aIUThI HH()OPMALINK;

— H3Y4YCHHE OCHOBHBIX MPOIEIYyp U WHCTPYMEHTOB, UCHOIB3YEMBIX IJIs 00eCreUeHUS
nH(pOpMaIMOHHOM 0€30MacCHOCTH Ha MTPaKTHKE.

2. MecTo IMCHUILUIMHBI B CTPYKTYpPe OCHOBHOI npodeccuoHaAJIbHOM 00pa3oBaTeIbHOM
NPorpamMMbl BbICIIEero 00pa3oBaHus

Jucuummza « apopmanmonHas 6e30macHOCTb U 3alIUTa HHPOPMAIIUI BXOJUT B YacTh
y4eOHOro 1iana, GopMUPYEMYI0 yYaCTHHKaMH O00pa30BaTEILHOTO IMpoIecca Mo HaIpaBICHUIO
noarotoBku 38.03.01 DxoHomuKka, HampaBieHHOCTh (Npopmiib) «IKOHOMUKA M (PUHAHCHI
OpraHU3aLum».

3. O0beM AUCHMILIMHBI B 324€THBIX €IMHHUIAX U aKaJleMUYeCKHX Yacax ¢ yKa3aHueM
KOJINYEeCTBA aKaJeMUYeCKNX YaCOB, BbI/IEJIEHHbIX HA KOHTAKTHYIO pa0oTy 00y4arommXxcs ¢
npenojaasaresieM (Mo BUAAM y4eOHBIX 3aHATHI) M HA CAMOCTOSITEJILHYIO padoTy
o0yuarwmuxcst

OO6mmast TpyA0EMKOCTh JUCIUILINHBI COCTABISET 3 3a4€THBIC eIUHUILIBI, Bcero — 108 yacoB.

. Bcero yacos
Buna yueOHo# padoThI
oudHas Gopma OYHO-3209HAas
o0yUeHHSI dopma oOyueHus
KonTakTHasi paGora ¢ npenoaaBareseM (Bcero) 28 16
B ToMm uncne:
3aHATHSA JIEKIIMOHHOI0 THUIIA 14 12
3aHATHSI CEMUHAPCKOTO TUIA (CEMUHAPHI) 14 4
CamocTrosiTe/ibHasi padoTa (Bcero) 80 92
dopma KOHTPOJIS 3ader ¢ olleHKOM
O0mast Tpy10éMKOCTb TUCHUILIHHBI 108




4. [lepeyeHb MIaHUPYEMBIX Pe3yJIbTATOB 00yUYeHHs N0 JMCHUIJIHHE, COOTHECEHHBIX €
IVIAHNPYEMBIMH Pe3yJIbTATAMM 0CBOCHHUsI 00pa30BaTeIbHON MPOTrpaMMbl

Koa m HaumenoBanue

Kon u HaumenoBaHue

I[InanupyemMble pe3ybTaThl

KOMIeTeHIIuu (i) HHAMKATOPA JOCTHKCHUSA 00y4YeHus M0 TMCUMUILINHE
BBINIYCKHUKA KOMIIeTeHIIUH

Be3onacHocTh NYK 8.1 3HaTh: OCHOBBI
JKU3HEAeATEIbHOCTH Hwmeer npeacrasiieHue o nH(OPMAMOHHON
YK-8 0e30MmacHbIX YCIOBHIX 0€30IacHOCTH W 3aIlUThI
Crniocoben coznaBath U KU3ZHEJEATEIBHOCTH [ uHpOpMaluu.
MOJJIEP’KUBATh B COXpaHEHHUS MPUPOIHON YMeThb: onpenenaTs yrpossl B
MOBCEHEBHOM KU3HU U B cpensl U 00ecreYeHUs UT-chepe.
npodecCuoHATBHON YCTOWYHMBOTO Pa3BUTHUS Baanern: CIOCOOHOCTHIO
NesTebHOCTH Oe30MacHble | Oo0IIecTBa. obecrniedeHus
YCIIOBHS NYK 8.2 MH(pOPMaITMOHHOMN

KU3ZHENESITeIIbHOCTH IS
COXpaHEHUS MPUPOTHON
cpenbl, o0ecneYeHUs
YCTOWYHBOTO Pa3BUTHUS
o0111eCTBa, B TOM YHCIIE MIPH
yIrpo3€ U BO3HUKHOBEHHUH
YpE3BbIYANHBIX CUTYALIUN U
BOCHHBIX KOH(JIMKTOB

AHanu3upyeT pucK B pa3HbIX
chepax neaTenbHOCTH
yeJ0BeKa 11t 00ecreUeHuUs
ero 0e30IacHOCTH.

YK 8.3

O0ecrieynBaeTr co3IaHue U
nojaepkaHue 06e30MmacHbIX
YCIIOBHH JKU3HEACATETHHOCTH

0€30IIaCHOCTBI0 U 3allUThI
nHpopMaIuu.




5. Conepsxkanue QM CHUTINHBI

HaumenoBanue teMm

Conep:xanue Tem (pa3aesioB)

(pa3nesioB)
Tema 1. Beenenue B Lenu 1 npuHUMTBI HHOOPMAIIMOHHOHN Oe30macHOCTH. TUIBI yrpo3
UH(POPMALIUOHHYIO U arak Ha MH(OpManuOHHbIE cuUcTeMbl. OCHOBHBIE NPUHIIMIIBI
0€3011aCHOCTb. 3alIUThI HH(OPMAITHH.
Tema 2. OCHOBBI [TpunIUTIBI Kpunrorpaduu u METO/IbI muGpoBaHUSL.
KpUNTorpaduu. CumMMeTpuYHOE U acUMMETpUYHOE IH(poBaHue. X3IIUPOBAHHE.

OnexktpoHHO-IMGpoBbIe ToAnucH. CepTudukaTsl 06€30MaCHOCTH.
Anmapatsble KpuntorpadhuyecKkue yCTponcTBa.

Tema 3. 3amura
KOMHBIOTepHBIX
CHUCTEM.

Opranmsanys 0€30MacHOCTH OIMEPAIMOHHBIX CHUCTEM. 3alluTa OT
BPEIOHOCHOTO MPOTPAMMHOTO ObOecriedeHus (BUPYCHI, TPOSHBI U
mp.). OCHOBBI ceTeBOM 0€30MacHOCTH (MEXKCETEBBIE JKpaHBI,
CUCTEMbI OOHAPY>KEHHUsI U IPEIOTBPALICHUs] BTOp>)KeHUH, VPN).

Tema 4. 3amura
UHpOpPMALIUU B CETH
Nurtepuer.

OcHOBBI 6€30ITaCHOCTH BEO-TIPHIIOKEHUHN. 3aliTa OT aTaK Ha BeO-
caiitel  (SQL-MHBEKIIMU, MEXKCAUTOBBIA CKPUIITUHT H  Jp.).
[Iporokon TLS. 3ammra KOHPUACHIMAIBPHOCTH JaHHBIX TIPH
nepeaaye mo CeTH.

Tema 5. 3amura
uHpopMauu B

KOPIOPAaTUBHOM Cpeje.

[Tomutuku  Oe3omacHocTtH. [lpomemypsl  pearupoBaHusT Ha
WHIUACHTHI. 3amuTa nHpopMaIuu B 6a3axX NaHHBIX U XPAHIIUIIAX.
dusnyeckas 6€30M1aCHOCTh HH(GOPMAIIMOHHBIX CHCTEM.




6. CTpykTypa JUCHMILUIMHBI 10 TEMaM C YKa3aHHEM OTBeIeHHOI'0 HA HUX
KOJINYeCTBA aKaJeMU4eCKHX YaCOB U BU/IOB YUeOHBIX 3aHATHI

Ounas ¢popma o0ydyeHHs

KonTakTHas padora, yac.
CamocrosiTteb
Ne HauMeHnoBaHue TEM 3ansTust Bcero,
n/n | (pa3aesioB) TUCUMILIMHBI | JeKIMOHHOTO Mpaktiieckue|  Has padora, qac.
3aHATHS yac.
THIIA
1. | Benenue B 2 2 14 18
MH(pOPMaITMOHHYIO
0e30MacHOCTh
2. | OcHoBBI KpunTOrpadun 3 3 17 23
3. | 3ammTa KOMIBIOTEPHBIX 3 3 17 23
CUCTEM
4. | 3amura nHGOpPMAITUU B 3 3 16 22
cetu MHTEpHET
5. | 3amuTa nHGOpMAIUU B 3 3 16 22
KOPIIOPAaTUBHOM cpefie
Hroro: 14 14 80 108
OuHo-3204Hasi popma 00yueHust
KonTakTHas padora, yac.
CamocrosiTteb
Ne HaumenoBaHue TeM 3ansaTus Bcero,
n/m | (pa3aesoB) IMCUMILUIUHBI | JeKIIHOHHOTO Tpakrueckue | Has padora, gac.
3aHATHS yac.
THOA
1. | Uadbopmarmonnas 2 - 18 20
0€301MacHOCTh
2. | OcHoOBBI kpunTOrpadun 3 1 19 23
3. | 3amuTa KOMIBIOTEPHBIX 3 1 19 23
CUCTEM
4. | 3ammra nHGOpPMAIIUH B 2 1 18 21
cetu MHTEpHET
5. | 3amura uapopmalum B 2 1 18 21
KOPIIOPAaTUBHOM cpefie
Hroro: 12 4 92 108




7. IlepeyeHb y4eOHO-METOAMYECKOI0 00ecneYeHus 1JIsl CAMOCTOSITe/IbHOH PadoThl U
TeKYLIero KOHTPOJIsA 00y4aloUIUXCsl M0 JUCHUIJIMHE

CaMocTosTenspHast pa60Ta ABJISICTCA OJHHUM U3 OCHOBHBIX BHU0OB y‘IeGHOfI JACATCIIbHOCTH,
COCTaBHOM 4acThIO y4ueOHOTO IMpoliecca U UMEET CBOEH Leblo: TITyOOKoe YCBOCHHE MaTepuasna
AUCHUIINIMHBI, COBCPIICHCTBOBAHUC U 3aKPCIIJICHUC HABBIKOB CaMOCTOSITEIILHOU paGOTBI C
JUTEpPATypoil, PEKOMEHJIOBAHHOW MpernojaBaTeieM, YMEHUE HaWTH HYXHBIA MaTepuan |
CaMOCTOATCIIBHO €ro HUCIIOJIBb30BAaTh, BOCIIMTAHHE BBICOKOU TBOp‘IeCKOI\/'I AKTUBHOCTH,
WHUIMATUBBI, TMPHUBBIYKA K TIOCTOSHHOMY COBEpPLICHCTBOBAHMIO CBOMX 3HaHHMM, K
LEJIEYCTPEMIIEHHOMY HAyYHOMY IIOHUCKY.

Kontponbe camoctosiTensHON pabOThI, SBISETCS Ba)XXHOW COCTaBISAIONICH TEKYIIETO
KOHTpPOJIA YCIICBACMOCTH, OCYHICCTBIACTCA IIPCNoAaBaTCJicM BO BpCMA JICKIIMOHHBIX H
MPAKTUYECKHUX (CEeMMHAPCKUX) 3aHATHH U 00ecrieurBaeT OLEHUBAaHUE X0/1a OCBOCHHUS N3yyaeMOin
JUCHUITIIUHBI.

Bonpocsl 1J151 caMOCTOATEIBLHOT0 H3YUYeHH S

1. Ya3BUMOCTH  TPOTpaMMHOTO  OOECIEYEeHHUS W NPUHIOUIB  «Oe301acHOro»
IPOTPaMMHUPOBAHHUSL.

2. Metozp! conManbHON MHKCHEPHUH IS TTOJTyYeHUS! HECAaHKIIMOHUPOBAHHOTO JIOCTYTIA K
uHpOpMaLIUH.

3. Ayrentudukanus 1 METOIbI ayTeHTH()HUKALINY.
. ABTOpI/IBaHI/IH U MCTOAbBI aBTOPHU3ALIUH.
. I[Ipotoxon mudposanus Triple DES.

. I[Ipotoxon mudpoanust RSA.

4
5
6. Ilporokon mugpposanus AES.
7
8

. IIpotokon mmpposanuss ECDSA.
9. CrnocoObI o0ecriedeHust 6€30MacHOCTH B OSCTIPOBOIHBIX CETSX.
10. Be3omacHOCTh JaHHBIX B OIepalmoHHOM cucreme Windows.
11. BeszomacHocTh na"usix B 10S.

12. be3onacHocTs AaHHBIX B Android.
13. Cnoco6s1 mudpoBanus nHGpopManuu B 6a3ax JaHHBIX.
14. Pe3epBHOE KOMMMPOBAHUE JAHHBIX U €r0 3HAYCHHE I 0€30MaCHOCTH HH(POPMAIIHH.
15. Mepsl 6€3011acHOCTH )1 3aIUTHI KOHPUACHIIMAIBHOW HH(POPMAITUU TP TIepe1ayue
0 CeTH.

Pacnpenesienne caMocTosiTe/IbHOM PadoThI

Bunpl, popmMbl 1 00BEMBI CaMOCTOATENBHONW PAaOOTHI CTYACHTOB MPU W3YYEHUU aHHOM
JTUCITUTIMHBI ONIPEIENISIFOTCS €€ COJIepPKaHueM U OTPaKEHBI B CIIEIYIOIICH Ta0uIle:

O0Bbem caMoCTOATEIbHOM
HaumenoBaHue TeM Bun
Ne . padoThI
(pa3nesioB) CaMOCTOSITEIbHOM
n/n ouHas (popma OYHO-3a04Hast
JUCIHUTIITAHBI padoThI
o0yueHHs dopma oOyueHust
1. | BBenenue B MHOJITOTOBKA K 14 18
UH()OPMATMOHHYIO ayJTUTOPHBIM 3aHSITHUSIM
0€301acHOCTh
2. | OcHOBBI KpunTOrpaguu | MOJArOTOBKA K 17 19
ayJTUTOPHBIM 3aHSATHUSIM
3. | 3ammuTa MOJITOTOBKA K 17 19
KOMITHIOTEPHBIX CUCTEM | ayJUTOPHBIM 3aHITHSIM
4. | 3ammra HHGOPMALIMHU B | MOJArOTOBKA K 16 18
cetu MnTepaer Ay TUTOPHBIM 3aHSATHUSIM

8



5. | 3amuTa MHGOPMALUHU B | MOATOTOBKA K 16 18
KOPIIOPAaTUBHOM cpesie | ayIUTOPHBIM 3aHATUSIM
HUTOIO: 80 92

8. IlepevyeHb BONIPOCOB ¥ THIIOBbIE 3aJaHUS VIS HOATOTOBKH K IIPOMEKYTOYHOM
aTTecTalnu

8.1. [lepeyeHb BOPOCOB /ISl MOATOTOBKH K 324€Ty C OLIEHKOM

OcHOBHBIE YTPO3bI HHPOPMAITMOHHON 0€30TTaCHOCTH.
Mertoap! muppoBaHUs.
OnekTpoHHO-IMpoBsie moanucHu (DLIIT).
CepTtudukarsl 6€30MacHOCTH.

Xs31IHMpOBaHUE.

AmnmnapaTHas Kpunrorpadus.

AHTUBHUPYCHI.

Mertoap! ooHapyxenus Bropsxenuit (IDS).
Mertoap! mpenoTBparieHust Brop>kennii (IPS).

. IIpeumymiecTtBa ucnosib3oBanus VPN.

. 3ammra oT arak Ha B€O-CaiiThI.

. punnumns! padots! nmporokoina TLS.

. 3aiuTa nepuMeTpa U METO/IbI 3alIUThI CETH.
. Ponb monuTtik 6€30nmacHOCTH B OpraHU3alHH.
. IIpyHUIMIT HAMMEHBIINX MPUBUIICTUH.

. 3ammra nHpOpManuu B 6a3zax JaHHBIX.

XN R
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8.2. TunoBekIe 3aJaHNA A9 OLHEHKH 3HAHMI

1. Aaroput™M X31IMpOBaHUs, HAHOO0JIee YaCcTO UCIIOJIb3yEeMbIi B HACTOSIIIEE BPEMSI:
a) DES;

6) MD5;

B) SHA-I;

r) SHA-2.

2. B xoHTekcTe nHPpOpMaMOHHOM Oe3omacHocTH TepMuH IPS o3Hauaer:
a) In-Plane Switching;

6) Intruder Protection System;

B) Internal Power Supply;

r) IP Screening.

3. Haubonee 6e3omacen 1y oOMeHa JaHHBIMU B ceTd IHTepHET-IIpOTOKOII:
a) HTTP;

6) HTTPS;

B) SHA-1;

r) SHA-256.

8.3. TunoBbie 3a7aHUA 1JI51 OEHKH YMEHHI
3aganmne 1. Opranuzanuu HEOOXOJUMO XPAaHUTh KOH(QUACHUIUAIBHYIO HHPOPMALUIO B

O0a3ze manHbIX. [Ipemmaraercs nenate 3T0 B 3amu@poBaHHOM BHE. BwiOepuTe anroputM
mrdpoBaHus A pemeHus 3Toi 3agaun. O60CHyHTE CBOIl BHIOOD.
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3ananue 2. Bam HeoO6xoauMo coOpaTh WH(POpPMAIIMIO O KOMIIAaHUHM U €€ COTPYAHHUKAX C
MOMOIIIbIO METOJI0OB COLMAIbHOM MHkeHepruu. COCTaBbTE MIJIaH CBOUX JCHCTBUM.

3aganue 3. CocraBpTe IUUIaH TOUCKA YSI3BUMOCTEH B CETEBOM HH(PPACTPYKType
OpraHH3aIiH.

8.4. TunoBkle 3agaHus 1JI9 OLEHKH HABBLIKOB

3ananue 1. PazpaboraiiTe peKOMEHIAIIMU 110 CO3aHUI0 0€30TaCHBIX MapoJIeH, YIUTHIBAs
UX JJIAHY, CIIOKHOCTD U PETYJIAPHYIO CMEHY.

3aganme 2. /{1 mpoTHBOAEWCTBUS (DUIIMHIOBBIM arakamM, pa3paboTaiiTe HaMsaTKy
COTPYAHMKAM OpraHU3alMM C [EPEUUCIEHUEM NPU3HAKOB (HUIIMHIOBBIX COOOLICHUH
AIEKTPOHHOM MOYTHI.

3aganue 3. Co3naiiTe 4eK-IHUCT JUIsl CACTEMHOI'O aAMUHHUCTPATOpa CETHU NMPEANIPUATHUSA 1O
HACTPOMKE MEXKCETEBOTO dKpaHa (firewall).

9. IlepeyeHb OCHOBHOI U ONOJHUTEIbHOU Y4eOHOH JIMTEPATYPbI, HEOOXOAMMOI 1JIA
OCBOEHHUS TUCUHMUILINHBI

9.1. OcHoBHas1 JuTEpaTYpa

1. 3enxoB, A. B. HudopmanmonHas 6e30mMacHOCTh U 3amuTa WHGOpMAUK : yueOHOe

nocobue st By30B / A. B. 3eHkoB. — 2-e u3j., nepepad. u gomn. — Mocksa : M3mparenbcTBo
Opaiit, 2023. — 107 ¢. — (Bricmee ob6pa3oBanue). — ISBN 978-5-534-16388-9. — Teker :
anexkTpoHHbd  //  OOpasoBarenbHas  1uargopma  FOpaiit  [canit]. —  URL:

https://urait.ru/bcode/530927

2. CyBoposa, I'. M. Nudopmarnmonnas 6e30macHOCTb : yueOHOe Tocodue /yist By30B / .
M. CyBopoBa. — 2-e u3n., nepepad. u gomn. — Mocksa : U3znarensctBo FOpaiit, 2023. — 277 c.
— (Bpicmiee oOpazoBanme). — ISBN 978-5-534-16450-3. — TekcT : 3JEKTpOHHBIA //
ObpazosarenbHas iatdopma KOpaiit [caiiT]. — URL: https://urait.ru/bcode/531084

9.2. lonoiHUTE/IbHAS JIUTEPATypPa

1. Opranu3anlMOHHOE W MpaBOBoe obOecredeHrne HH(GOPMAIIMOHHON O€30MacHOCTH
Y4eOHMK M TIPAKTUKYM i By30B / mox pemakiued T. A. Ilomskosoit, A. A. CtpenbiioBa. —
Mockga : M3narensctBo FOpaiit, 2023. — 325 ¢. — (Bsiciiee o6pa3oBanue). — ISBN 978-5-534-
03600-8. — Texkct : snekTponHbIi // ObpazoBatenbHas miargopma FOpait [caiiT]. — URL:
https://urait.ru/bcode/511239

2. Kazapun, O. B. HaaexxHocTh u 6€30MacHOCTh MPOTPAMMHOTO 0OECTICUEeHHS : yaeOHOe
nocobue ais By3oB / O. B. Kazapun, U. b. lllyounckuii. — Mocksa : U3aarensctBo FOpaidt, 2023.
— 342 ¢. — (Bricmiee o6pazoBanme). — ISBN 978-5-534-05142-1. — TekcT : 27eKTpOHHBIH //
ObpazoBarenbHas wiatdopma KOpaiit [caiiT]. — URL: https://urait.ru/bcode/515435

10. Ilepevyennb pecypcoB HHGOPMALMOHHO-TEJIEKOMMYHUKAUIMOHHOM ceTn «AHTEepHETY,
HEe00XO0AUMBIX JJIfl OCBOCHH S JUCHUNIMHBI U MHGPOPMAIIMOHHBIX TEXHOJIOTHIA,
HCI0JIb3yeMbIX MPH OCYHIECTBJIEHUH 00Pa30BaTeJIbHOI0O MpoLecca no JAucuuiuue (),
BKJIIOYasl MlepevYeHb MPOrpaMMHOI0 o0ecrneyeHus 1 HHPOPMAUMOHHBIX CIPABOYHbBIX
cucrTeM (MpU HEOOXOAMMOCTH)
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1. http://biblioclub.ru - 9BbC «YHuBepcurerckas 6MOIMOTEKA OHIANHY.

2. https://urait.ru - 3BC «O6pa3zoBarenbHas matdopma FOpaidt.

3. https://elibrary.ru - HayuHas snexkTpoHHas 6undanoTeka (HOB) «eLIBRARY.RU».

4. https://student2.consultant.ru - DnexkrponHas Oubanoreunas cucrema «KoHcynbTaHT
CTY/ICHTa».

5. https://coderwall.com/ - Coderwall «Coo0111ecTBO MPOrpaMMHCTOBY

JIMIIeH3MOHHO0E MPOrPAMMHOE 00ecIeueHHe:

- Windows (3apy0exHoe, BO3ME3THOE);

- MS Office (3apyOexHOE, BO3ME3THOE);

- Adobe Acrobat Reader (3apy0exxHoe, CBOOOIHO pacipoCTpaHIeMoe);

- Koncynperantllmoc: «KoncynsranTlmtoc: CtynenT» (poccuiickoe, CBOOOIHO
pacIpoCTpaHsIeMOE);

- 7-zip — apxuBatop (3apy0exxHoe, CBOOOTHO pacIpoCTpaHsIeMOe);

- Comodo Internet Security (3apy0exHoe, CBOOOTHO pacpocTpaHsIeMoe);

- Apache NetBeans — cBo0o1Hast HHTETpUpOBaHHAs Cpeia pa3padOTKU MPUIIOKEHUH
(IDE) na si3p1kax nmporpammupoBanus Java, Java, PHP, JavaScript, C, C++, Ana u psina apyrux
(3apyOexHoe, CBOOOTHO PacCIpOCTPaHIEMOE).

11. MeToguyeckue peKOMEHIAUM 110 OPraHU3AMUN U3YYEHHU S JUCHUILTHHbI

Opranuzanus 00pa30BaTeIbHOrO TMPOIECCa PErIaMEHTUPYETCSl y4eOHBIM IUIAHOM U
pacnucaHueM y4eOHbIX 3aHATUH. SI3bIk 00yueHus (mpenojaBanus) — pycckuid. [y Bcex BUIOB
ayAUTOPHBIX 3aHATHIN aKaJleMUYECKHI 4ac YCTAaHABIUBAETCA MPOJOJKUTEIBHOCTHIO 45 MUHYT.

I[Ipu  QopmupoBanum cBoel HMHAUBUAYaTbHOH  00pa30BaTENbHOW  TPAECKTOPUH
oOyJaronuiicss UMeeT MpaBo Ha Mepe3ayéT COOTBETCTBYIOUIUX AUCIMILINH U MPpodeccrnoHalbHbIX
MOJyJie, OCBOCHHBIX B TPOIECCE MPEAIIECTBYIOIEro OOY4YEeHHUs, KOTOPBIA OCBOOOXKIAeT
oOyyJaromierocs OT He0OXO0AMMOCTH UX TTOBTOPHOTO OCBOCHHSI.

Oo0pa3oBaTe/ibHbIE TEXHOJIOTHHI

VY4eOHbI mpoliecc NpH MPENoJaBaHUU Kypca OCHOBBIBA€TCSA Ha HCIOJIb30BaHUU
TPaIULIMOHHBIX, WHHOBAIIMOHHBIX M WH(OOPMAIMOHHBIX OOPa30BATEIBHBIX TEXHOJIOTHIA.
TpagunmonHble 00pa3oBaTeNbHBIE TEXHOJOTMH IPEACTABICHBbl 3aHATUAMU CEMUHAPCKOro U
JEKIIMOHHOTO Tuma. VHHOBalMOHHBIE 00pa30oBaTEeNbHBIE TEXHOJOTUU HWCIOIB3YIOTCS B BHJIE
HIMPOKOTO TPUMEHEHUS aKTUBHBIX M HWHTEPAKTUBHBIX (OPM MPOBEACHUS 3aHATUM.
Nudopmannonnsie  0o0pa3oBaTeNbHbIE TEXHOJOTHUU  PEATH3YIOTCS IMyTEM AaKTUBU3AIUU
CaMOCTOSITEIbHON pabOTHI CTYJIEHTOB B MH(OPMAIIMOHHOM 00pa30BaTEILHON Cpe/ie.

3aHATHSA JIeKIMOHHOTO THIIA

JIeKMOHHBI Kypc TMpeArnoyiaraeT CHUCTEMaTU3UPOBAHHOE U3JI0KEHHE OCHOBHBIX
BOIIPOCOB y4€OHOTO IJIaHa.

Ha nepBoii nexuuu gexktop 00s3aH NpeaynpeanTb CTyASHTOB, IPUMEHUTENBHO K KAKOMY
6a3oBoMy yueOHUKY (yueOHUKaM, y4eOHBIM MTOCOOHSIM) OyAET MPOYUTaH KypC.

JlekmMOHHBIA KypC JODKEH JaBaTh HAMOOJBIINN 00beM MH(OpMauu U 0OeCTieUnBaTh
Oonee TiyOOKOe MOHUMaHUE YIeOHBIX BOIPOCOB MPU 3HAYUTEIHLHO MEHBIIIEH 3aTpaTe BPEeMEHH,
4yeM 3T0 TpedyeTcsi OOJNBIIMHCTBY CTY/IEHTOB Ha CAMOCTOSITENIbHOE U3yUEHUE MaTepHraa.

3aHATHS CEMHHAPCKOTO0 THIIA

CemuHapckue (MMpaKTUUECKUE ) 3aHATHSI TPEICTABIISIOT COOOM JIeTaTHU3aIHIO JICKIIMOHHOTO
TEOPETHUUECKOr0 MaTepuala, MPOBOISATCA B LEIAX 3aKpEIJICHUsT Kypca M OXBaThIBAIOT BCE
OCHOBHBIE pa3/IeIbl.

OcHoBHOU (OpMOIH TIPOBEACHHS] CEMHUHAPOB M MPAKTUYECKUX 3aHIATUN SBISETCS
oOcyxaeHue Hambosee MPOOJIEMHBIX M CIOXHBIX BOMPOCOB IO OTIEIBbHBIM Te€MaM, a TakKke
penieHre 3amad U pa3bop MPUMEpPOB M CUTyallMid B ayJWTOPHBIX YCIOBUAX. B o00s3aHHOCTH
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IIpEenoiaBaresis BXOAAT: OKa3aHUE METOJNYECKON NMOMOIIY U KOHCYJIBTHPOBAHUE CTYAECHTOB I10
COOTBETCTBYIOIIUM TEMaM Kypca.
AKTUBHOCTb Ha IPAKTUYECKUX 3AHITUSAX OLEHUBAETCS MO CIEAYIOIIUM KPUTEPHUSIM:
— OTBETHI HAa BOIIPOCHI, ITPEAJIaracMple MpernoaaBaTeIeMm;
— y4YacTHe B IMUCKYCCHSIX;
— BBINIOJIHEHUE MPOEKTHBIX Y UHBIX 33JJaHUN;
— aCCHUCTHUpOBAHHUE MPEMNO/IABATEIO B IPOBEICHUN 3aHATUH.

Jloknaasl M1 ONNOHMPOBAHHUE JTOKJIAZO0B MPOBEPSIOT CTENEHb BJIAJCHHUS TEOPETUYECKUM
MaTepHalioM, a TaKKe KOPPEKTHOCTh U CTPOTOCTh PACCYKICHUH.

OueHnBaHuE TPAKTUYECKUX 33IaHUHA BXOAUT B HAKOIUIEHHYIO OLICHKY.

CamocrosiTesibHast padoTa 00y4arOIIUXCs

CamocTtosTenbHas paboTa CTYJEHTOB — 3TO IPOLIECC AKTUBHOTO, II€JIEHANPABIEHHOTO
NpHOOpPETEeHUs] CTYACHTOM HOBBIX 3HAaHWUH, yMEHHH 03 HEemOCPEeICTBEHHOTO Y4YacTHus
IpenojaBarenisi, XapakTepU3yIOIIMicd TPEeAMETHON  HampaBiIeHHOCTHIO, 3((HEKTUBHBIM
KOHTPOJIEM U OLIEHKOW Pe3yJIbTaTOB JEATEIbHOCTH 00YyJarOIIerocs.

Ilenn camocToATeTbHON PaOOTHI:

— CHCTEMAaTH3alus M 3aKPEIUICHHE MOJIyYEHHBIX TEOPETHUYECKUX 3HAHMM M MPAKTHYECKUX

YMEHUH CTYICHTOB;

— yriayOJieHHe U paclIupeHUe TEOPETUISCKUX 3HAHMIA,
— ($opMHpOBaHHE YMEHUH HUCIOIH30BaTh HOPMATHUBHYIO U CIPABOYHYIO JOKYMEHTAIIHIO,

CIELUATIBHYIO JTUTEPATYPY;

— pa3BUTHE MO3HABATEIILHBIX CIIOCOOHOCTEH, aKTUBHOCTU CTYJIEHTOB, OTBETCTBEHHOCTH H

OpraHU30BAHHOCTH;

— (¢dopMHpOBaHME  CaMOCTOSATEIbHOCTH  MBIIUICHHUS,  TBOPYECKOH  MHUIIMATUBBI,

CIIOCOOHOCTEH K CaMOpa3BUTHIO, CAMOCOBEPIIICHCTBOBAHHUIO 1 CAMOPEaTU3alliu;

— pa3BUTHE UCCIIEIOBATEIbCKUX YMEHUN U aKaJIeMUUYECKIX HABBIKOB.

CamocTtosaTenbHas paboTa MOXKET OCYIIECTBIATHCA HWHAMBUAYAIbHO WM TpyINIaMu
CTYJICHTOB B 3aBUCUMOCTH OT I1eJTH, 00beMa, YPOBHS CIOKHOCTH, KOHKPETHON TEMAaTHUKH.

TexHomnorust opraHu3alid  CaMOCTOSITENIBHOM  pabOThl  CTYJEHTOB  BKJIIOYAET
UCIIOJIb30BaHNE MH(POPMAIIMOHHBIX M MaTEePHATbHO-TEXHHUYECKUX PECYpPCOB 00pa30BaTEIHHOTO
YUPEKICHUS.

[Tepen BhITIONIHEHNEM O0YYAIOIIUMHUCS CAMOCTOATEIBLHOM paOOThI PET0aBaTelh MOKET
IIPOBOJIUTH NHCTPYKTAX MO BBIITOJTHEHUIO 3a1aHMsl. B MHCTpYKTaXX BKIIOYAETCS:

— LeJb U COepKaHUE 3a]1aHNs;

— CPOKHU BBIIIOJIHEHHUS;

—  OPHEHTHUPOBOYHBIA 00HEM pabOTHI;

— OCHOBHBIE TpeOOBaHUS K pe3ybTaTaM paboThl U KPUTEPUU OLIEHKH;
— BO3MOJKHBIE TUITUYHBIC OMIMOKU TIPH BHITIOTHEHHH.

WHucTpyKTax MpOBOIUTCS IMpernojaBaTesieM 3a cueT 00beMa BPEMEHH, OTBEJECHHOTO Ha
U3Yy4YeHUE JUCIUTUINHBIL.

KoHTponb pe3ynabTaToB caMOCTOATENbHOW pabOThl CTYIAEHTOB MOXET MPOXOAUTH B
MUCHhMEHHOMW, YCTHOM WM CMeIIaHHOoU (opme.

CTyAeHTbl JOMKHBI MOIXOAUTh K CaMOCTOSITENbHONW paboTe Kak K HauBakHeHIemy
CPEICTBY 3aKPEIUICHUS U Pa3BUTHSI TEOPETUUECCKUX 3HAHUMU, BHIPAOOTKE €IUHCTBA B3TJISI0B Ha
OTIIeNIbHBIE BOMPOCHl Kypca, NPUOOpETEHHsS] OINpEeAENEeHHBIX HABBIKOB U HCIOJIb30BaHUS
npodecCuoHaIBHON TUTEPaTyphI.

[Tomemenust 1s1 caMOCTOSTENbHON pabOThl 00ydaIOUXCS JAOKHBI OBITH OCHAIEHBI
KOMIBIOTEPHON TEXHUKOW C BO3MOXKHOCTBIO MOJIKITIOYeHHS K ceTu «IHTepHeT» u obecnieueHneM
JOCTYyTa B 3JICKTPOHHYIO HHPOPMAIIMOHHO-00pa30BaTEIbHYIO CpPely OpraHU3alnu.

[Tpu camocTosATeHHON TPOPabOTKE Kypca 00ydaronIruecs JOKHBIL:

— TpOCMaTpPUBATh OCHOBHBIC ONPEEICHUS U (DAKTHI;
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— IOBTOPUTH 3aKOHCIIEKTUPOBAHHBIM HA JICKIIMOHHOM 3aHATHUH MaTEPUAIl U JAONOIHUTH €ro
C YY4E€TOM PEKOMEHAOBAHHOM 110 JAHHOU TEME JIMTEPaTyphl;

— H3Y4YUTh PEKOMEHJIOBAHHYIO JIUTEPATYpPy, COCTABIATH TE€3UCHI, aHHOTALUU U KOHCIIEKTBI
Haun0oJiee BaKHBIX MOMEHTOB;

—  CaMOCTOSITEJIbHO BBIIOJIHATD 33JaHUs, AHAJIOTUYHBIC NIPEJIaracMbIM Ha 3aHATHUSAX;

— HCIIOJIb30BaTh Ul CAaMOIIPOBEPKU MaTepHaiibl (POHIAa OLIECHOYHBIX CPE/ICTB;

—  BBINOJHATH JOMAIHUE 3aJaHKs 110 YKa3aHUIO IIPEIIOAABATEIs.

Pexomenganuu no o0yyennro HHBAJIUA0B U jul ¢ OB3

OcBoeHune MUCHMIUIMHBI HHBaNUAamMu U nunamMu ¢ OB3 mMoxkeTr ObITh OpraHn30BaHO Kak
COBMECTHO C JPYTrUMHU OOydYalolIMMHCA, TaK W B OTHENbHBIX Tpynmnax. [Ipenmomaratorcs
CelMallbHBIC YCIOBUS IS MOJTydeHus oOpa3zoBaHus nHBanIuaamMu u auiamu ¢ OB3.

[Tpodeccopcko-nenarornyeckuii coctaB 3HAKOMHUTCS C TICHXOJIOTO-(PU3NOIOTUYECKUMU
0COOCHHOCTSIMU 00y4Jaromuxcss uHBaIuAoB U null ¢ OB3, uHaMBUAYyaTbHBIMU MPOTPAMMaMU
peabunuTanuu  WHBaIUAOB (mpu  Hamuuwu). [Ipy  HEOOXOAMMOCTH  OCYIIECTBIISICTCS
JOTIOTHUTEIbHAS TOMJCPXKKA TMPENOoJaBaHUs THIOTOPAMH, TIICHUXOJIOTAMH, COLHUAIbHBIMU
pabOTHUKAMU, TPOLIECIIMMH MTOATOTOBKY aCCUCTEHTaMHU.

B cootBeTcTBHM € MeTOANYECKMMHU peKoMeHAanusMu MunoOpHayku P® (yTB. 8 anpens
2014 1. Ne AK-44/05BH) B Kypce MpEeIonaraeTcsi HCIOIb30BaTh COIMUAIBLHO-aKTUBHBIC W
pedIeKCUBHBIE METOIbl OOyUYeHUS, TEXHOJOTHH COLMOKYJIBTYPHOH peadWINTAlUd C IIENBIO
OKa3aHHs TOMOIIM B YCTAHOBJICHUU IOJHOLEHHBIX MEXKINYHOCTHBIX OTHOUICHHH C APYyTUMU
CTYJEHTaMH, CO3JaHHH KOM(OPTHOTO TCHXOJIOTUYECKOTO KJIMMAara B CTYICHYECKOH TpyTIIe.
[Tonbop m pa3paboTka ydeOHBIX MaTEPHAIOB MPOU3BOIATCS C YYETOM TIPEIOCTaBICHUS
MaTepuaia B pa3IUYHbIX (popMax: ayauanbHON, BU3YAIbHOH, C MCIIOIB30BaHUEM CIECIIHATBLHBIX
TEXHUUYECKUX CPEACTB U NH(POPMALIMOHHBIX CHCTEM.

Meaunamarepualibl Takke CIEIyeT HCIOJb30BaTh U QNalTUPOBaTh C  Y4ETOM
WHIUBUTyATBHBIX 0COOEHHOCTEH 00ydeHust nHBauI0B 1 juil ¢ OB3.

OcBoeHue AUCHUIUIMHBI uWHBamugamMu U Juuamu ¢ OB3  ocymectBisieTcss ¢
WCIIOJIb30BAaHUEM CPEJICTB OOyYEHHMsI OOIIET0 W CICIHAIBHOIO Ha3Ha4YeHHs (MIEPCOHATBHOTO U
KOJUIEKTUBHOTO HCIIOJIb30BaHUs). MaTepuanbHO-TEXHUYECKOE OOECTieueHre MpeaycMaTpruBaeT
MPUCTIOCOOJICHUE ayTUTOPUM K HY>KJaM WHBaIKUI0B | Jinil ¢ OB3.

dopma mMPOBEACHUS ATTECTAlMM Ui CTyJAEHTOB-MHBamuioB u Jymn ¢ OB3
YCTaHABIIMBAETCS C YUYETOM MHAUBHIyaIbHBIX ICUXO(PHU3NYECKUX 0COOCHHOCTEH. J{J151 HHBATHA0B
u qun ¢ OB3 mpenycmarpuBaeTcst qoctymHas (Gopma TpeaocTaBlIeHUS 3aJaHUi OIEHOYHBIX
CPEICTB, @ UMEHHO:

— B I[IEYaTHOMW WJIU AJIEKTPOHHOHU (hopme (IUIsl JIUIl C HApYIIEHUSIMU OMOPHO-BUTATEIHLHOTO
amnmnapara);
— B mTeyaTHOH (¢opmMe WM DJIEKTpOHHOH (opMe ¢ yBETUUYEHHBIM HIPUPTOM U

KOHTPACTHOCTBIO (IUIsI JIUI] C HAPYLICHUSIMU CITyXa, peUH, 3pEeHUs);

— METOJIOM YTEHHsI aCCUCTEHTOM 3aJIlaHusl BCIYX (IJIs JIHUI] C HApYLICHUSIMH 3PEHUs).

CryneHTaM ¢ MHBaIUMIHOCTHIO M junaM ¢ OB3 yBenuuuBaeTcs BpeMsi Ha MOJATOTOBKY
OTBETOB Ha KOHTPOJBHBIC BOMIPOCHL. [[JIsl TAKUX CTYACHTOB MpeayCcMaTpUBaeTCs JOCTymHas (hopma
MPEIOCTaBIEHUSI OTBETOB Ha 33/1aHUS, 3 UMEHHO:

— THUChbMEHHO Ha Oymare uiu HabOpoM OTBETOB Ha KOMIIbIOTepe (JIs JIUI] C HApYyLICHUSIMU
clIyxa, peun);
— BBIOOPOM OTBETa U3 BO3MOXHBIX BAPUAHTOB C MCIIOJIH30BAHUEM YCIYT aCCUCTEHTA (IS

JIUI] C HapYUICHUSIMH OMTOPHO-BUTATEILHOTO aliapara);

— YCTHO (ISl TUI] C HAPYILIECHUSIMH 3PEHHUSI, OTIOPHO-ABUTaTEIHHOIO anapara).

[Ipu HEOOXOAMMOCTH ISl OOyYarommxcs ¢ WHBaIMAHOCTHI0 U jmi ¢ OB3 mpomemypa

OLICHUBAHMSI PE3yJIbTaTOB O0YUEHUSI MOXKET MPOBOJIUTHCS B HECKOJIBKO ATAIOB.
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12. Onucanue MaTepuaIbHO-TEXHUYECKOI 0a3bl, HEOOXOAUMOM IJISl OCYIIEeCTBJICHHSI
00pa3oBaTeILHOIO NMpouecca nNo AucuuIIuHe ()

YuyeOHasi ayauTOpHMsA, TIpeJHA3HAYCHHAs [UIA TPOBEACHHUS Y4YeOHBIX 3aHATH,
NPEAYCMOTPEHHBIX  HACTOSIIIEW  paboueld  mporpaMMo  IUCHMIUIMHBI,  OCHAI[CHHAas
O60py,Z[OBaHI/IeM 1 TCXHUYCCKUMHU CPCACTBAMUA OGy‘-IGHI/I}I, B COCTAaB KOTOPbIX BXOAAT: KOMIIJICKTBI
CIeNUAIM3UPOBAHHON y4eOHON MeOenu, JOoCKa KIIacCHasl, MyJbTUMEIUUHBINA MMPOSKTOP, SKPaH,
KOMIIBIOTCP C YCTAHOBJICHHBIM JIMIICH3WOHHBIM ITPOTrPpaMMHbBIM OGCCHC‘IGHHGM, C BBIXOI0OM B CC€Th
«IHTEepHET» U AOCTYIIOM B 3JIEKTPOHHYIO HHPOPMAIIMOHHO-00Pa30BaTEIbHYIO CPENy.

IHomemenne 1Jis1 cCaMOCTOSATEILHOM Pa00THI 00y4AKOIINXCS — Ay JUTOPUSI, OCHAILIEHHAS
CIIEIYIOIMIUM 000PYJOBAaHUEM U TEXHUYECKUMU CPEACTBAMM: CIIeUaTN3UpOBaHHAs MeOenb AJis
npernoiaBaTess U 00yJaromuxcs, 10cka yueOHas, MyJIbTUMEIUHHBIN TPOSKTOP, IKPaH, 3BYKOBbIE
KOJIOHKH, KOMIBIOTEp (HOYTOYK), MEepCOHAIBHBIE KOMIBIOTEPHI Uil pabOThl 00yYaromuxcs ¢
YCTaHOBJICHHBIM JIMIICH3WOHHBIM ITPOTrpaMMHBIM OGGCHG‘-IGHI/IGM, C BBIXOJ0M B CCThb ((I/IHTepHeT»
U JIOCTYTIOM B 3JIEKTPOHHYI0 MH(POPMAITMOHHO-00pa30BaTEIbHYIO CPENy.
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