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lpunoscenue 4

K OCHOBHOU NpodecCcuonanvbHou 00pazosamenvbHoll npocpamme

no nanpasienuro noocomosxu 38.03.01 Sxonomuxa,

HanpagienHocms (npoghunv) « busnec-ananumuxa u yugposas 3KOHOMUKA»

Pabouas mporpamma gucumiuinHbl «MHpOpManmonHas 0€30MaCHOCTh M 3alIUTa
nH(popMaInuu» BXOJUT B COCTAaB OCHOBHOM MPOQECCHOHAIBHONW 00pa3oBaTebHON MPOrPaMMBbI
BhICIIEr0 00pa3oBaHUs MO HampaBieHuto nmoarotoBku 38.03.01 DxoHoMMKa, HAPaBICHHOCTD
(mpodunp) «buszHec-aHanmMTHKa W UQPPOBasi SKOHOMHUKA» W MpeIHA3HAUYEHA IS 00yUYaroIIUXCs
OYHOU M OYHO-3204YHOM (hopM 00yUeHHUS.

© MHCTUTYT MEXKIyHAPOJAHBIX SKOHOMUYECKHX CBsi3el, 2024.
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1. Iean u 3agau AUCHUILIHHBI

Heabwo qucuunianabl «MHpopmMannonHas 0€30MACHOCTh W 3alMTa MH(OPMALUN»
SIBJISIETCSL TIOyYEHUE TEOPETUUYECKUX 3HAHWA W TPAKTHUYECKUX HABBIKOB, HEOOXOAMMBIX IS
MOHMMAHHUS OCHOB M MPHUHIMIIOB 3allUThl HWH(OpMAaLWU, MPUMEHEHHS] CIOCOOOB 3alUThHI
uH(pOpMaIlMK HA TIPAKTHKE, BKIIOYAs 3alIUTy KOMIBIOTEPHBIX CHCTEM, 3alIUTy WH(OpPMALIUU B
ceTu VIHTepHET U KOPIOPATUBHBIX CETSX.

3agauu U3yyeHHUs TUCHUNTUHBI:

— NpuoOpeTeHrWe TOHMMAaHHUS  OCHOBHBIX  TPUHIMIIOB  OPraHM3AIMHA  3alUTHI
uHpOpMaLNH;

— npuoOpeTeHrne MOHUMAaHUS COBPEMEHHBIX TEXHOJIOTHIA 3aIUThI HH()OPMALINK;

— H3Y4YCHHE OCHOBHBIX MPOIEIYyp U WHCTPYMEHTOB, UCHOIB3YEMBIX IJIs 00eCreUeHUS
nH(pOpMaIMOHHOM 0€30MacCHOCTH Ha MTPaKTHKE.

2. MecTo IMCHUILUIMHBI B CTPYKTYpPe OCHOBHOI npodeccuoHaAJIbHOM 00pa3oBaTeIbHOM
NPorpamMMbl BbICIIEero 00pa3oBaHus

Jucuummza « apopmanmonHas 6e30macHOCTb U 3alIUTa HHPOPMAIIUI BXOJUT B YacTh
y4eOHOro 1ana, GopMUPYyEMYI0 yYaCTHUKaMH O0Opa30BaTEILHOTO IMpoIlecca MO HaIpaBICHUIO
noarotoBku 38.03.01 DxoHoMuUKa, HanpaBIeHHOCTD (Tpoduis) «busHec-aHanuTHKa U U(poBas
9KOHOMHKAY.

3. O0beM TMCHUIIMHBI B 32YeTHBIX eIMHUIAX U aKAJIeMUYECKUX Yacax ¢ yKa3aHHeM
KOJINYECTBA aKaJeMUYeCKHX YaCOB, BbI/IEJIEHHBIX HA KOHTAKTHYIO pa0doTy
00y4arouuxcd ¢ npemnogasaresieM (1Mo BUAaM y4eOHbIX 3aHATHII) U HA
CaMOCTOSITEIbHYIO Pa0oTy 00y4aromuxcst

Oo6mas TpyA0EMKOCTh TUCHIUTUIMHBI COCTABIISAET 3 3a4€THBIE eMHUIIBI, Bcero — 108 vaca.

. Bcero yacos
Buna yueOHo# padoThI
oudHas Gopma OYHO-3209HAas
o0yUeHHSI dopma oOyueHus
KonTakTHasi paGora ¢ npenoaaBareseM (Bcero) 20 8
B ToMm uncrne:
3aHATHSA JIEKIIMOHHOI0 THUIIA 14 6
3aHATHSI CEMUHAPCKOTO TUIA (CEMUHAPHI) 6 2
CamocTrosiTe/ibHasi padoTa (Bcero) 88 100
dopma KOHTPOJIS 3ader ¢ olleHKOM
O01mast Tpy10éMKOCTb TUCHUIIHHBI 108




4. IlepevyeHb MUIAHUPYEMBbIX Pe3yJIbTATOB 00y4YEeHHS 110 JUCHUILJIMHE, COOTHECEHHBIX €
IUVIAHUPYEMbIMH pe3yabTaTaMU 0CBOCHHS OCHOBHOM NpogdeccuoHaAIbLHOMI
00pa3oBaTeILHON MPOrPaMMBbI

Koa v HanmMeHoBaHue

Koa v HaumMeHoBaHue

IInanupyemsle pe3yJibTaThl

KoMIleTeHI M (Uif) HHAUKATOPA TOCTHKEHUSA 00y4eHMs O JUCHUILINHE
BBINYCKHUKA KOMIETEeHI[HN

Bbe3onacHocTh NYK 8.1 3HaTh: OCHOBBI
KU3HEAeATeJbHOCTH Wmeet npeacraBineHue o nH(OpMaLOHHON
YK-8 0€30MaCHBIX YCIOBUAX 0€30MacCHOCTH U  3allUTHI
CrnocoOeH co3iaBath 1 KUZHEJEATEIILHOCTH IS nH(pOopMaLINH.
MOJI/IEP>KUBATH B COXpaHEHHUS IPUPOTHON Ymeth: onpeniensiTe yrpo3sl B
TTOBCETHEBHOM KU3HH U B cpenbl U obecreueHus UT-chepe.
npogeccuoHaTbHON YCTOMYHUBOI'O Pa3BUTHUS Baanern: CIIOCOOHOCTHIO
IeATENILHOCTHU Oe30IacHble | o0IIecTsa. oOecrieueHus
yCIIOBUS NYK 8.2 MH(POPMAIIMOHHOMN
KHU3ZHEICATEIbHOCTH JISI AHaIM3upyeT pUCK B pa3HbIX | 0€30MaCHOCTBIO U 3aUIUTHI
COXPaHEHUS IPUPOJHON cdepax AesITeNbHOCTH uHpOpMaLUu.

cpenbl, o0ecredeHus
YCTOMYHMBOI'O pa3BUTHUSA
o0111ecTBa, B TOM YHCIIC TTPU
yIrpo3€ U BO3HUKHOBEHHUU
YpE3BbIYANHBIX CUTYAIIMH U
BOCHHBIX KOH(DIMKTOB

4eJI0BeKa I 00eCIIeUeHUS
ero 6e30macHOCTH.

NVYK 8.3

OOecrieunBaeT co3gaHue U
nojyiepkaHue 6€30macHbIX
YCJIOBI/Iﬁ KHNU3HCACATCIIBHOCTHU




5. Conepsxkanue QM CHUTINHBI

HaumenoBanue teMm

Conep:xanue Tem (pa3aesioB)

(pa3nesioB)
Tema 1. Beenenue B Lenu 1 npuHUMTBI HHOOPMAIIMOHHOHN Oe30macHOCTH. TUIBI yrpo3
UH(POPMALIUOHHYIO U arak Ha HMH(OpMalUOHHbIE cuUcTeMbl. OCHOBHBIE NPUHIIMIIBI
0€3011aCHOCTb. 3alIUThI HH(OPMAITHH.
Tema 2. OCHOBBI [TpunIUTIBI Kpunrorpaduu u METO/IbI muGpoBaHUSL.
KpUNTorpaduu. CumMMeTpuYHOE U acUMMETpUYHOE IH(poBaHue. X3IIUPOBAHHE.

OnexktpoHHO-IMGpoBbIe ToAnucH. CepTudukaTsl 06€30MaCHOCTH.
Anmapatsble KpuntorpadhuyecKkue yCTponcTBa.

Tema 3. 3amura
KOMHBIOTepHBIX
CHUCTEM.

Opranmsanys 0€30MacHOCTH OINEPAIMOHHBIX CHCTEM. 3alluTa OT
BPEIOHOCHOTO MPOTPAMMHOTO ObOecriedeHus (BUPYCHI, TPOSHBI U
mp.). OCHOBBI ceTeBOM 0€30MacHOCTH (MEXKCETEBBIE JKpaHBI,
CUCTEMbI OOHAPY>KEHHUsI U IPEIOTBpALICHUs] BTOp>)KeHUH, VPN).

Tema 4. 3amura
UHpOpPMALIUU B CETH
Nurtepuer.

OcHOBBI 6€30ITaCHOCTH BEO-TIPHIIOKEHUHN. 3aliTa OT aTaK Ha BeO-
caiitel  (SQL-MHBEKIIMU, MEXKCAUTOBBIA CKPUIITUHT H  Jp.).
[Iporokon TLS. 3ammra KOHPUACHIMAIBPHOCTH JaHHBIX TIPH
nepeaaye mo CeTH.

Tema 5. 3amura
uHpopMauu B

KOPIOPAaTUBHOM Cpeje.

[Tomutuku  Ge3omacHocTtH. [lpomemypsl  pearupoBaHusT Ha
WHIUACHTHI. 3amuTa nHpopMaIuu B 6a3axX NaHHBIX U XPAHIIUIIAX.
dusnyeckas 6€30M1aCHOCTh HH(GOPMAIIMOHHBIX CHCTEM.




6. CTpykTypa JUCHMILUIMHBI 10 TEMaM C YKa3aHHEM OTBeIeHHOI'0 HA HUX
KOJINYeCTBA aKaJeMU4eCKHX YaCOB U BU/IOB YUeOHBIX 3aHATHI

Ounas ¢popma o0ydyeHHs

KonTakTHas padora, yac.
CamocrosiTteb
Ne HanmeHnoBaHMe TEM 3ausaTus Gora Bcero,
n/n | (pa3gesnoB) IMCUMILIMHBI | JeKIHOHHOro | CeMHHApHI Has p: > | ugac.
THIIA ac.
1. | Benenue B 1 1 16 18
MH(pOPMaITMOHHYIO
0€3011aCHOCTb
2. | OcHoBBI KpunTOrpadun 1 1 16 18
3. | 3ammTa KOMIBIOTEPHBIX 4 1 18 23
CUCTEM
4. | 3ammra nHGOpPMAIUH B 4 1 18 23
cetu MHTEpHET
5. | 3amura uapopmalum B 4 2 20 26
KOPIIOPAaTUBHOM cpefie
UTOIO: 14 6 88 108
OuHo-3204Hasi popma 00yueHust
KonTakTHas padora, yac.
CamocrosiTteb
Ne HaumenoBaHue TeM 3ansaTus Bcero,
Hasi padora,
n/m | (pasaesioB) IHCUMILIHHDBL | IEKIMOHHOrO | CeMuHAPDHI aac. Jac.
THOA
1. | BBenenue B 1 - 20 21
MH(POPMALIMOHHYIO
0€30MacHOCTb
2. | OcHOBBI KpunTOrpapuu 1 - 20 21
3. | 3ammTa KOMIBIOTEPHBIX 1 - 20 21
CUCTEM
4. | 3amura nHGOpMaNUU B 1 1 20 22
cetu MnTepuer
5. | 3amuTa uHOpMaIuu B 2 1 20 23
KOpIIOPAaTUBHOM Cpee
HUTOIO: 6 2 100 108




7. IlepeyeHb y4eOHO-METOAMYECKOI0 00ecneYeHus 1JIsl CAMOCTOSITe/IbHOH PadoThl U
TeKYLIero KOHTPOJIsA 00y4aloUIUXCsl M0 JUCHUIJIMHE

CaMocTosTenspHast pa60Ta ABJISICTCA OJHHUM U3 OCHOBHBIX BHU0OB y‘IeGHOfI JACATCIIbHOCTH,
COCTaBHOM 4acThIO y4ueOHOTO IMpoliecca U UMEET CBOEH Leblo: TITyOOKoe YCBOCHHE MaTepuasna
AUCHUIINIMHBI, COBCPIICHCTBOBAHUC U 3aKPCIIJICHUC HABBIKOB CaMOCTOSITEIILHOU paGOTBI C
JUTEpPATypoil, PEKOMEHJIOBAHHOW MpernojaBaTeieM, YMEHUE HaWTH HYXHBIA MaTepuan |
CaMOCTOATCIIBHO €ro HUCIIOJIBb30BAaTh, BOCIIMTAHHE BBICOKOU TBOp‘ICCKOﬁ AKTUBHOCTH,
WHUIMATUBBI, TMPHUBBIYKA K TIOCTOSHHOMY COBEpPLICHCTBOBAHMIO CBOMX 3HaHHMM, K
LEJIEYCTPEMIIEHHOMY HAyYHOMY IIOHUCKY.

Kontponbe camoctosiTensHON pabOThI, SBISETCS Ba)XXHOW COCTaBISAIONICH TEKYIIETO
KOHTpPOJIA YCIICBACMOCTH, OCYHICCTBIACTCA IIPCNoAaBaTCJicM BO BpCMA JICKIIMOHHBIX H
MPAKTUYECKHUX (CEeMMHAPCKUX) 3aHATHH U 00ecrieurBaeT OLEHUBAaHUE X0/1a OCBOCHHUS N3yyaeMOin
JUCHUITIIUHBI.

BOHpOCbI AJIA CaMOCTOATEC/IbHOI'0 M3YUYCHU S

1. Vsa3BUMOCTH  NPOrpaMMHOTO  OO€CledYeHUs M TIPUHIMIBL  «OE30IacHOro»
IPOTPaMMHUPOBAHHUSL.

2. Metonbl conanbHON MHKEHEPUU AJIs NTOJIy4EHNS HECAHKLIIMOHUPOBAHHOTI'O 10CTYIIA K
nHpopmaruu.

3. Ayrentudukanus 1 METObI ayTeHTU(UKALINY.
ABTOpH3AIUS U METO/IBI ABTOPH3ALINH.
[Ipotokon mmdposanus Triple DES.
[Tporokon mmdposanust AES.
[IpoTtokon mmdposanus RSA.
[Tporokon mmdposanuss ECDSA.
9. Crnocobb1 obecnieueHust 0€30MacHOCTH B OECIIPOBOHBIX CETSX.
10. be3omacHOCTh TaHHBIX B OnepannoHHo# cucteme Windows.
11. be3omacHocTh naHHbIX B 10S.
12. BesomacHocTh qa"HHBIX B Android.
13. Cnoco6sl muppoBanus nHGOpMAIK B 6a3ax TaHHBIX.
14. Pe3epBHOE KOMMPOBAHKE JIAHHBIX U €T0 3HAYCHUE JIJIs 0€30MacCHOCTH MH(OPMAITHH.
15. Mepsbl 6€30macHOCTH IS 3aIUTH KOH(DUCHIMANBHON HH(pOpMALIUY TIPH Tepeade
IO CETH.

XNk

Pacnipenesienne caMmocTosATEIbHOMH PadoThI

Bunsl, hopMbl 1 00BEMBI CAMOCTOATENBHON pabOTHl CTYJICHTOB NPU W3YYEHUH JaHHOU
JUCLUIUIMHBI OTIPEETISIIOTCA €€ COEPKaHUEM U OTPAaXKEHbI B CleLyoLel Tadbuue:

O0beM caMOCTOSTEIbHOM
HaumenoBanue TeM Bun
Ne . padoThI
(pa3neJioB) CaMOCTOSITEJILHOM
n/n ouHasi hopma OYHO-3209Has
JUCHUILINHBI padoThI
o0y4eHus dhopma oOydeHust
1. | BBenenue B MOJrOTOBKA K 16 20
MH(pOPMaITMOHHYIO ayTUTOPHBIM 3aHATHSIM
0e30IMacHOCTh
2. | OcHoBBI KpunTOrpaduu | MOATOTOBKA K 16 20
ay,Z[I/ITOpHBIM 3aHATUSIM
3. | 3ammra MHOJITOTOBKA K 18 20
KOMHBIOTepHI:IX CUCTEM ay,Z[I/ITOpHBIM 3aHATUSIM




4. | 3ammra HHGOPMALMHU B | MOJArOTOBKA K 18 20
cetu MHTepHeT ayJUTOPHBIM 3aHATUSIM

5. | 3amura uHGOpPMALKHU B | TOATOTOBKA K 20 20
KOPIIOPAaTUBHOM cpesie | ayIMTOPHBIM 3aHATUSIM

HUTOIO: 88 100

8. IlepevyeHb BONPOCOB U THIOBbIE 3aJaHUS A/ MOATOTOBKH K IPOMEKYTOYHOH
aTTecTalnu

8.1 IlepeyeHb BOPOCOB /1Jisl MOATOTOBKH K 324€Ty C OLEHKOMH

OcHOBHBIE YTPO3bI HHPOPMAITMOHHON 0€30TTaCHOCTH.
Mertoap! muppoBaHUsL.
OnekTpoHHO-IMdpossie moanucu (DLIIT).
Ceptudukarsl 6€30MacHOCTH.

Xs31IMpOBAHUE.

AnmnapaTHas Kpunrorpadus.

AHTUBHUPYCHI.

Mertoas! ooHapyxenus Bropxenuit (IDS).
Mertoap! mpenoTBparieHust Brop>kennii (IPS).

. IIpeumymecTtBa ucnosib3oBanuss VPN.

. 3ammra oT arak Ha BeO-CaiiThI.

. punnumns! padots! nporokona TLS.

. 3aiuTa nepuMeTpa U METO/IbI 3allIUThI CETH.
. Ponb monutik 6€301macHOCTH B OpraHU3alHH.
. IIpyHUIMIT HAMMEHBIINX MPUBUIICTUH.

. 3ammra nHpOpManuu B 6a3zax JaHHBIX.

A
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8.2. TunoBekIe 3aaHUA A9 OHEHKH 3HAHWI

1. Aaroput™m X31IMpOBaHUs, HAaH0O0JIee YaCcTO UCIIOJIb3yEeMbIi B HACTOSIIIEE BPEMSI:
a) DES;

6) MD5;

B) SHA-1;

r) SHA-2.

2. B xoHTekcTe nHPpOpMaMoHHOM Oe3omacHocTH TepMuH IPS o3Hauaer:
a) In-Plane Switching;

6) Intruder Protection System;

B) Internal Power Supply;

r) IP Screening.

3. Haubonee 6e3omacen 1y oOMeHa JaHHBIMU B ceTi IHTepHET-IIpOTOKOII:
a) HTTP;
6) HTTPS;
B) SHA-1;
r) SHA-256.
8.3. TunoBble 3a1aHUsA 1JIsl OLIEHKH YMEHU I

3apanue 1. Opranuzanmuu HEOOXOIUMO XPaHUTh KOH(PHICHIMAIBbHYIO UH(POPMAIUIO B
0a3e manubx. llpemnmaraercst nmenarb 3T0 B 3ammpoBaHHOM Bujae. BriOepute anroputm
mudpoBaHUs sl penieHus 3Toi 3agaun. OOG0CHYHWTE CBOM BBHIOOD.

9



3apanue 2. Bam HeoO6xoauMo coOpaTh WH(POPMAIIMIO O KOMIIAaHUHM U €€ COTPYAHHUKAX C
MOMOIIIbIO METOJIOB COLMAIbHOM MHkeHepruu. COCTaBbTE MIIaH CBOUX JCHCTBUM.

3aganue 3. CocraBpTe IUJIaH TOUCKA YSI3BUMOCTEH B CETEBOM HH(PPACTPYKType
OpraHH3aIiH.

8.4. Tunoekle 3agaHus 1JI OLEHKH HABBLIKOB

3ananue 1. PaszpaboraiiTe pekOMEHIAINH 110 CO3aHUI0 OE30MAaCHBIX TTApOJIeH, YIUThIBAs
UX JJIAHY, CIIOKHOCTD U PETYIIAPHYIO CMEHY.

3aganme 2. /{1 mpoTHBOAEWCTBUS (DUINIMHIOBBIM arakamM, pa3paboTaiiTe NaMmsaTKy
COTPYAHMKAM OpraHU3alMM C [EPEUUCIEHUEM NPU3HAKOB (HUILIMHIOBBIX COOOLICHUH

AIEKTPOHHOMU MOYTHI.

3aganue 3. Co3naiiTe 4eK-IUCT ISl CACTEMHOI'O aAMUHHUCTPATOpa CETHU NMPEANIPUATHUS 1O
HACTPOMKE MEXKCETEBOTO dKpaHa (firewall).

9. IlepeyeHb OCHOBHOI U JONMOJHUTEJIbHOH Y4eOHOH JIMTEPATYPbI, HEOOXOAMMOI /1A
OCBOEHUS TUCHMUILINHBI

9.1. OcHoBHas1 JuTEpaTYpa

1. 3enkoB, A. B. Hudopmarnmonnas 6e30MacHOCTh W 3amuTa HHGOPMAIUHU : ydeOHOe

nocobue ans By3oB / A. B. 3eHkoB. — 2-e u3z., nepepad. u nomn. — Mocksa : M3naTenscTBO
FOpaiit, 2024. — 107 ¢. — (Bwicmee obpazoBanue). — ISBN 978-5-534-16388-9. — Tekcr
NeKTpoHHBIH  //  OOpazoBarenbHas  1iatdopma  HOpaiir  [caiit]. —  URL:

https://urait.ru/bcode/544290

2. Cysoposa, I'. M. NudopmannonHas 6e301macHOCTh : yueOHoe mocobue 1yist By30B / I,
M. CyBopoBa. — 2-¢ usn., nepepad. u non. — Mocksa : M3natenscTBo FOpaiit, 2024. — 277 c.
— (Boicmmee oOpazoBanue). — ISBN 978-5-534-16450-3. — TekcT : SNEKTPOHHBIA //
O6pazoBarenpHas miaTdopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/544029

9.2. lonoiHUTE/IbHAS JIUTEPATypPa

1. Opranu3aiimoHHOEe W TpaBoBoe obecrieueHne WH(OOPMAIMOHHOW 0€30MacHOCTH
yuebnuk juig By3oB / T. A. Ilomsxosa, A. A. Crpensiios, C. I'. UyOykosa, B. A. Huecos ; oz

penakumeit T. A. IlomsixoBoit, A. A. CtpenblioBa. — 2-¢ u3., nepepad. u gomn. — Mocksa :
NznarensctBo FOpaiit, 2024. — 357 ¢. — (Bricmiee oopazoBanue). — ISBN 978-5-534-19108-0.
— Tekcr : onexkrponHbid // OOpazoBatenbHas mnatdopma HOpaiit [caitit]. — URL:

https://urait.ru/bcode/555950

2. Kazapun, O. B. HagexxHocTh 1 6€30MacHOCTh MPOTrPAMMHOTO 00ecrieueHus : yaeOHoe
nocobue y1s1 By30B / O. B. Kazapun, 1. b. lllyounckuii. — Mocksa : U3narensctBo IOpaiit, 2024.
— 342 c. — (Bricmiee ob6pazoBanue). — ISBN 978-5-534-05142-1. — TekcrT : 2JIeKTPOHHBIH //
O6pazoBarenpHas mwiaTdopma FOpaiit [caiiT]. — URL: https://urait.ru/bcode/539995
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10. Ilepevyennb pecypcoB HHGPOPMALMOHHO-TEJIEKOMMYHUKAUIMOHHOM ceTn «AHTEepHETY,
He00XO0AUMBIX JJIfl OCBOCHH S JUCHUNIMHBI U MHPOPMAIIMOHHBIX TEXHOJIOTHIA,
HCI0JIb3yeMbIX MPH OCYHIECTBJIEHUH 00Pa30BaTeJIbHOI0 MpoLecca no JAucuumiuue (),
BKJIIOYasl MlepevYeHb MPOrPaMMHOI0 o0ecrneyeHus 1 HHPOPMALMOHHBIX CIPABOYHBIX
cucrTeM (MpH HEOOXOAMMOCTH)

1. https://urait.ru - 9bC «O06pazoBarenbHas miatdopma FOpaiiT.

2. https://elibrary.ru - HayuyHas snekrponHas oubnuoreka (HOb) «eLIBRARY.RU».

3. https://student2.consultant.ru — onnaiH-Bepcuss Koucymprantllmroc:  CryaeHt
UHPOPMALIMOHHOM cripaBouHOM cucteMsl «Koncynprantllnrocy.

4. https://coderwall.com/ - Coderwall «Coo011ecTBO MporpaMMUCTOBY

JINneH3noHHoe NporpaMMHoOe odecreyeHue:

- Windows (3apy0exHoe, BO3ME3THOE);

- MS Office (3apy0exHOE, BO3ME3THOEC);

- Adobe Acrobat Reader (3apyOexHO€, CBOOOTHO PacIpOCTPaHIEMOE);

- Koncynprantllmoc: «Koncynbrantllmoc: Ctynent» (poccuiickoe, cBOOOIHO
pacrpocTpaHseMoe);

- 7-zip — apxuBaTop (3apy0exHO€e, CBOOOHO pacIpOCTpaHsIEeMOe);

- Comodo Internet Security (3apy0exHoe, CBOOOTHO pacIpoCTpaHsIeMoe);

- Apache NetBeans — cBOOOHAss MHTETpUPOBAaHHAs cpea pa3padOTKU MPUIOKESHUN
(IDE) na s3p1kax nmporpammupoBanus Java, Java, PHP, JavaScript, C, C++, Ana u psina 1pyrux
(3apy0esxHOe, CBOOOIHO paclpocTpaHsIeMoe).

11. MeToandyecKue PEKOMEHIAIUHU 110 OPraHv3aliii U3y4YCHUSA TUCHUIIINHBI

Opranuzanus o0pa30BaTENbHOTO TMpoIEcca periaMeHTUpYyeTcs Y4YeOHBIM IUTAHOM H
pacrnyicaHueM yueOHBIX 3aHATHN. SI3b1k 00ydeHus (mpernogaBanus) — pycckuit. s Bcex BUIOB
ayIMTOPHBIX 3aHATUHN aKaJIEeMUUYECKUN Yac yCTaHABIMBACTCS MPOAOIKUTEIHLHOCTHIO 45 MUHYT.

[Ipu  QpopMupoBaHMM CBOCH HWHIMBHAYyaJbHOM  0Opa30BATEIIbHOW  TPAaCKTOPUHU
o0yyaromuicss UMeeT MPaBo Ha Nepe3adéT COOTBETCTBYIOMUX AUCUUIUINH U PO ECCHOHATBHBIX
MOJyJIe, OCBOCHHBIX B TIPOIIECCE MPEAIIECTBYIOIIET0 OOYYCHHUs, KOTOPBIA OCBOOOXKIAET
00yyJaromerocsi OT HeOOXOJUMOCTH UX MMOBTOPHOTO OCBOCHHUSL.

OoOpa3oBarte/ibHbIE TEXHOJIOTUH

VY4eOHBII mpolecc MpH NPENoJaBaHUM Kypca OCHOBBIBACTCS Ha MCIIOJIb30BAHUM
TPAaOUIIMOHHBIX, WHHOBAIMOHHBIX H HH(DOPMAIIMOHHBIX 00pa30BATEIbHBIX TEXHOJIOTHIL.
TpaguimoHHbIe 00pa30BaTeNbHBIC TEXHOJOTMH IPEACTABICHBI 3aHATUSIMU CEMHUHAPCKOTO U
JICKIIMOHHOTO THIA. VHHOBaIMOHHBIE O0pa3oBaTEIbHBIE TEXHOJIOTMH HCIIONB3YIOTCS B BHUJIEC
IIMPOKOTO TPUMEHEHUSI aKTUBHBIX M HWHTCPAKTUBHBIX (OPM TPOBEACHUS 3aHATH.
NudpopmanmorHble  00pa3oBaTeNbHBIC TEXHOJIOTMH  PEATH3YIOTCS IyTeM AaKTHBHU3AIHU
CaMOCTOSITENIEHON PabOTHI CTYJICHTOB B MH(OPMAIIMOHHON 00pa3oBaTeIbHOM cpesie.

3aHATHSA JeKIHOHHOTO THIA

JIeKIIMOHHBI KypC TMpEeanojaraeT CHUCTEMAaTU3UPOBAHHOE H3JI0KEHHE OCHOBHBIX
BOITPOCOB y4€OHOTO TIJIaHa.

Ha niepBoii nexkuuu 1eKTop 00s13aH MpeayIpeuTh CTYICHTOB, IPUMEHUTEIHHO K KAKOMY
06a3zoBOMY yueOHUKY (YueOHUKaM, Y4eOHBIM ITOCOOUSM) OyIE€T MPOYUTAH KYpC.

JleKIIMOHHBIN Kypc NOJDKEH JaBaTh HanOOJbIIUN 00beM MH(OpManuu u oOecreynBaTh
Oosee riry0OKOe TOHMMaHKUE YYeOHBIX BOTIPOCOB MPH 3HAYMTEIHHO MEHBIIICH 3aTpaTre BPEMEHH,
4YeM 3TO TpedyeTcs OONBIINHCTBY CTYIEHTOB Ha CAMOCTOATENbHOE U3YYEHUE MaTepraa.
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3aHATHS CEMMHAPCKOI0 TUIIA

CemuHapckue (IpaKTHYECKUE) 3aHIATHS MPECTABIISIOT COOOU IETAIU3AIIHIO JICKITHOHHOTO
TEOPETUYECKOr0 MaTepuaina, MPOBOAITCS B LENIX 3aKpeIUICHHs Kypca U OXBaThIBAlOT BCe
OCHOBHBIE Pa3JIEIbl.

OcHoBHOM (opMOI TIpOBEIEHUS CEMHUHApPOB M TPAKTUYCCKUX 3aHITHH SBISETCS
oOcyxeHue HamOojee MPOOJIEMHBIX M CIOXHBIX BOMPOCOB IO OTICIBHBIM TeMaM, a TaKke
pelieHye 3aaad U pa3dop MPUMEPOB M CUTyallMd B ayJIWTOPHBIX YCIOBUAX. B oOs3aHHOCTH
MpenoiaBaresisa BXOAAT: OKa3aHHEe METOJUYECKON MOMOIIU U KOHCYJIbTHPOBAHUE CTYACHTOB I10
COOTBETCTBYIOIIUM TEMaM Kypca.

AKTUBHOCTb Ha IPAKTUUYECKUX 3AHITHUSIX OLEHUBACTCS MO CIACAYIOIMIUM KPUTEPUSIM:

— OTBETHI Ha BOIMPOCHI, MIPEAJIaracMble MpernogaBaTeseMm;

— y4acTHe B TUCKYCCHSIX;

— BBINOJIHEHHE MPOEKTHBIX U MHBIX 33/1aHUK;

— acCHCTHUPOBAHME MPENOJaBaTelio B IPOBEICHUY 3aHATUH.

Joxnaasl 1 ONMNOHUPOBAHUE JTOKJIAZO0B MPOBEPSIOT CTENECHb BJIAJCHHUS TEOPETUUYECKUM
MaTepuaioM, a TakKe KOPPEKTHOCTh U CTPOTOCTh PACCYKICHUH.

OueHnBaHuE TPAKTUYECKUX 33/IaHUN BXOAUT B HAKOIUICHHYIO OLICHKY.

CamocTosiTesibHasi padoTa 00yYarOImMXcst

CamocTtosTenpHas paboTa CTYJEHTOB — 3TO MPOIECC AKTUBHOTO, IIEJIEHATIPABICHHOTO
NpUOOpETEeHUs] CTYACHTOM HOBBIX 3HaHUM, yMEHHH 0e3 HemocpeICTBEHHOro Yy4acTus
MpernoaaBaTelis, XapaKTepU3yIOIIMCcS MPEAMETHON  HAmpaBICHHOCTHIO, A((HEKTHUBHBIM
KOHTPOJIEM U OLIEHKOW Pe3yJIbTaTOB JESATEIbHOCTH 00y4aroIIerocs.

Lenu camocTosTENEHON PaOOTHI:

— CHCTEMAaTH3alus M 3aKPEIUICHHE MOJIYYEeHHBIX TEOPETHUYECKUX 3HAHUM U MPAKTUYECKUX

YMEHHUH CTYJEHTOB;

— yriyOJieHre U paclIMpeHUe TEOPETUYECKUX 3HAHMUIA;
— (¢dopMHpOBaHHE YMEHUH HCIOJIB30BaTh HOPMATHUBHYIO U CIPABOYHYIO JOKYMEHTAIHIO,

CIELUUATIBHYIO JTUTEPATYPY;

— pa3BUTHE MO3HABATEIIbHBIX CIIOCOOHOCTEH, aKTUBHOCTHU CTYJIEHTOB, OTBETCTBEHHOCTH H

OpraHU30BaHHOCTY;

— (GOpMHPOBaHHE  CaMOCTOSATEIHHOCTH  MBINUICHHUS,  TBOPYECKONH  WHHIIMATHUBHI,

CIIOCOOHOCTEH K cCaMOpa3BUTHIO, CAMOCOBEPILICHCTBOBAHHIO 1 CAMOpPEaIN3alliu;

— pa3BUTHE HCCIIEA0BATENbCKUX YMEHHUH U aKaIeMUYECKIX HABBIKOB.

CamocTtosTenpHas paboTa MOXKET OCYIIECTBISATHCS WHAMBHAYAIBHO WU TPYIIaMU
CTYJIEHTOB B 3aBUCUMOCTH OT L€/, 00beMa, YPOBHS CIOKHOCTH, KOHKPETHON TEMAaTHKH.

TexHomorust  OpraHW3allMd  CaMOCTOSITENIBHONM  pabOThI  CTYIOEHTOB  BKIIIOUYACT
UCIIOJIb30BaHNE MH(POPMAIIMOHHBIX M MaTEepUAIbHO-TEXHUUYECKUX PECYpCOB 00pa30BaTEIbHOIO
YUPEKICHUS.

[lepen BbImoMHEHNEM 00YYAIOIIMMUCS CAMOCTOSITEIHLHON pabOThI MPENOIaBaTEelb MOKET
MIPOBOJIUTh UHCTPYKTAX MO BBIOTHEHUIO 3a/1aHMsI. B MHCTpYKTaXX BKIIIOYAETCS:

— LEJb U COoJIepKaHUE 3aJlaHus;

— CPOKH BBINIOJIHEHHUS;

— OpPUEHTHUPOBOYHBIN 00beM PadOTEHI;

— OCHOBHBIE TpeOOBaHUS K pe3yJabTaTaM pabOThl U KPUTEPUU OLICHKH;
— BO3MOJKHbIE TUITUYHBIE OIIMOKU TIPU BBITTOTHEHHH.

HNHcTpyKTaK MPOBOIUTCS MpENoiaBaTeieM 3a cu4eT 00beMa BPEeMEHH, OTBEICHHOTO Ha
U3Y4YECHHUE JUCIUILTUHBL

KoHTponbs pe3ynpTaToB CaMOCTOATEIBHOW padOThI CTYIEHTOB MOXET NPOXOAWTHh B
MMCbMEHHOW, YCTHOW WUJTM CMEIIaHHOU (opme.

CTy#eHTBl JOJKHBI TOIXOIUTh K CaMOCTOSTENbHOW paboTe Kak K HauBaKHEHIIeMy
CPEICTBY 3aKpEIUICHUs U Pa3BUTUSI TEOPETUUYECKUX 3HAHUM, BbIPaOOTKE €IUHCTBA B3IJISI0B Ha
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OTJIENIbHBIE BOIPOCHl Kypca, TMPUOOPETCHHsI OMPEICICHHBIX HABBIKOB W HCIOJb30BAHUS
npodeccuoHaIbHON TUTEPaTyphI.

[TomereHust mjii CaMOCTOATENLHON pabOThl OOYYAIOIIMXCS JOJKHBI OBITh OCHAICHBI
KOMIIBIOTEPHON TEXHUKOW C BO3MOXKHOCTBIO MOJKITIOYCHHS K ceTu «IHTepHeT» 1 obecnieueHneM
JIOCTYTIA B 3JIEKTPOHHYIO HH(OPMAITHOHHO-00pa30BaTEIbHYIO CpEly OpTraHu3aIiy.

[Tpu camocTosATenpHON TPOpabOTKe Kypca 00ydaronuecs J0KHBIL:

— TpOCMaTpPUBATh OCHOBHBIC ONPENEICHUS U (DAKTHI;
— TMOBTOPUTH 3aKOHCIIEKTUPOBAHHBIN HA JIEKIIMOHHOM 3aHSITUU MaTepuaj U AOMOJHUTH €ro

C YY4E€TOM PEKOMEHAOBAHHOMU 10 JAHHOU TEME JIMTEPaTyphl;

— U3YYUTh PEKOMEHJIOBAHHYIO JINTEPATYPY, COCTABIATH TE3UCHI, AHHOTAIUM U KOHCIIEKThI

HauoOoJee BaXKHBIX MOMEHTOB;

—  CaMOCTOSITEJILHO BBINOJHATH 33/IaHUSI, aHAJIOTUYHbBIC MPEIJIaraeMbIM Ha 3aHSITHUSAX;
— HCIIOJB30BAaTh JIJIsl CAMOTIPOBEPKH MaTepraibl (POHIa OIIEHOYHBIX CPEJCTB;
—  BBINOJIHATH JIOMAIIHUE 33JJaHUSI TI0 YKA3aHUIO MPEno1aBaTesl.

Pexomenganuu no o0yyennio HHBAJIUA0B U jul ¢ OB3

OcBoeHune MUCHMIUIMHBI HHBaMUAaMu U JunamMu ¢ OB3 mMoxkeTr ObITh OpraHn30BaHO Kak
COBMECTHO C JPYTrUMHU OOydYalolIMMHCA, TaK W B OTHENbHBIX TIpynmnax. [Ipenmomaratorcs
CIeIMalIbHbIE YCIOBUS IS MOJTydeHus oOpa3zoBaHus nHBanIuaamMu u auiamu ¢ OB3.

[Tpodeccopcko-nenarorndeckuii coctaB 3HAKOMHUTCSI C TICHXOJIOTO-(PU3NOIOTUYECKUMU
0COOCHHOCTSIMU 00ydJaromuxcss uHBaIuaoB U null ¢ OB3, uHAMBUAYyaTbHBIMU MPOTPAMMAaMU
peabunuTanuu  WHBAIUAOB (mpu  Hamuwuuu). [Ipy  HEOOXOAMMOCTH  OCYIIECTBIISICTCS
JOTIOTHUTEIbHAS TONJCPXKKA TMPENOoJaBaHUs THIOTOPAMH, TIICHXOJOTAMH, COLHUATbHBIMU
paboOTHUKAMU, TIPOLIECIIIMMH MTOATOTOBKY aCCUCTEHTaMHU.

B cootBeTcTBHM C MeTOANYECKMMHU peKoMeHaanusMu MunoOpHayku P® (yTB. 8 anpens
2014 1. Ne AK-44/05BH) B Kypce MpeaIonaraeTcsi HCIOIb30BaTh COIUAIBLHO-aKTUBHBIC W
pedIeKCUBHBIE METOIbl OOyUYEHUS, TEXHOJOTHH COLMOKYJIBTYPHOH peaOWINTAlUUd C IIENBIO
OKa3aHHs TOMOIIM B YCTAHOBJICHUU IOJHOLEHHBIX MEXKINYHOCTHBIX OTHOUICHHH C APYyTUMHU
CTYJEHTaMH, CO3JaHHH KOM(OPTHOTO TCHXOJIOTUYECKOTO KJIMMAara B CTYICHYECKOH TpyTIe.
[Tonbop m pa3paboTka ydeOHBIX MaTEPHAIOB MPOU3BOIATCS C YYETOM TIPEIOCTaBICHUS
MaTepuana B pa3MUYHbIX (popMax: ayauanbHON, BU3YAIbHOH, C MCIIOIB30BaHUEM CIEIHATBLHBIX
TEXHUYECKUX CPEACTB U NH(POPMAILIMOHHBIX CHCTEM.

Meaunamarepualibl  Takke CIEIyeT HWCHOJb30BaTh U QNalTUPOBaTh C  Y4ETOM
WHIUBUIyATBHBIX 0COOCHHOCTEH 00ydeHust nHBanu10B 1 juil ¢ OB3.

OcBoeHue AUCHUIUIMHBI UWHBamugamMu U Juuamu ¢ OB3  ocymectBisieTcss ¢
WCITOJIb30BAaHUEM CPEJICTB OOyYEHHMsI OOIIETr0 W CIECIHAIBHOIO Ha3Ha4YeHHs (MIEPCOHAIBHOTO U
KOJUIEKTUBHOTO HCIIOJIb30BaHUs). MaTepuanbHO-TEXHUYECKOE OOECTieueHre MpeaycMaTpruBaeT
MPUCTIOCOOJICHUE ayTUTOPUM K HY>KJaM WHBaIUI0B M Jinil ¢ OB3.

dopma mTPOBEACHUS ATTECTAlMM Ui CTyJAEHTOB-mHBamuioB u Jymn ¢ OB3
YCTaHABIIMBAETCS C YUYETOM MHAUBHIyaIbHBIX ICUXO(PHU3NYECKINX 0COOCHHOCTEH. J{J151 NHBATHA0B
u qun ¢ OB3 mpenycmarpuBaeTcst qoctymHas (Gopma TpeaocTaBIeHUS 3aJaHUi OLEHOYHBIX
CPEICTB, a UMEHHO:

— B IIEYaTHOMW WJIM AJIEKTPOHHOHU (hopme (IUIsl JIUIl C HApYIIEHUSIMU OMOPHO-BUTATEIHLHOTO
amnmnapara);
— B mTeyaTHOH (¢opmMe WIM DJIEKTPOHHOH (opMe ¢ yBETMYEHHBIM HIPUPTOM U

KOHTPACTHOCTBIO (IUIsI JIUI] C HAPYLICHUSIMU CITyXa, peUH, 3pEeHus);

— METOJIOM YTEHHSI aCCUCTEHTOM 3aJIaHus BCIYX (U1 JIHI] C HAPYLICHUSIMH 3PEHUs).

CryneHTaM ¢ MHBaIMIHOCTHIO M junaM ¢ OB3 yBenuuuBaeTcs BpeMsi Ha MOJATOTOBKY
OTBETOB Ha KOHTPOJBHBIC BOMPOCHL. [[JIsl TAKUX CTYACHTOB MpeayCcMaTprUBaeTCs JOCTymHas (hopma
MPEIOCTaBIECHUSI OTBETOB Ha 33/1aHUS, 3 UMEHHO:
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— TNHCBMEHHO Ha Oymare wid HabOpoM OTBETOB Ha KOMIbIOTEpE (VIS JIUI] C HAPYIICHUSIMU
clIyxa, peun);
— BBIOOPOM OTBETa M3 BO3MOKHBIX BAPUAHTOB C UCIIOJIB30BAaHHEM YCIYT acCHUCTEHTa (IJis
JIMIL ¢ HAPYLIEHUSMHU OIOPHO-/IBUraTeIbHOIO aliapara);
— YCTHO ([UIs JIUL C HAPYLIEHUSMH 3PEHUS, OTIOPHO-IBUTATEJILHOTO annapaTa).
[Tpu HeoOxoauMocTH Uit 00ydaIOMXCsl ¢ MHBATUAHOCTBIO U null ¢ OB3 mporenypa
OLIEHUBAHMs PE3yJIbTATOB 00YUYEHUS MOXKET IIPOBOJUTHCS B HECKOJIBKO ATAIOB.

12. Onucanne MaTepuaAJIbHO-TEXHHYECKOH 0a3bl, HEOOXOAMMOH VIl OCYIIeCTBJICHUS
00pa30BaTeJILHOIO NMpoLecca no JAucuuIInHe ()

YueOHas ayIuTOpuUs «JIaGoparopus nH()OPMAITMOHHO-KOMMYHHKAITHOHHBIX
TEXHOJOTHI», TpeqHa3HAYCHHAs JUIsi MPOBENCHUS YUYEOHBIX 3aHATHHA, MPEILyCMOTPEHHBIX
HacToALIell padouelt mporpaMMoi JUCHMILINH, OCHAUIeHHAss 000py/IOBaHUEM U TEXHUUYECKUMU
cpeacTBaMu OOydYeHHs, B COCTaB KOTOPBIX BXOJSAT: KOMIUICKTHI CHEIHMAIM3UPOBAHHON ydeOHOU
Mebenu, Jocka KIaccHas, MYJIbTUMEAUMHBIA MPOEKTOp, OJKpaH, TMPUHTEP, KOMIIBIOTEP
MpernoaaBaTelss U KOMIBIOTEPHI sl padOThl 00YUYaAIONIUXCS ¢ YCTAaHOBIECHHBIM JTUIICH3MOHHBIM
POrpaMMHBIM OO€CreueHUuEeM, C BBIXOJOM B ceTh «VIHTepHeT» M NOCTYNOM B 3JIEKTPOHHYIO
UH(POPMALIMOHHO-00pa30BATENbHYIO CPENY.

IomemneHnue 1jisi CAMOCTOSITEILHOI PadOThI O0YJAIOIINXCS — ayAUTOPHSI, OCHAIIICHHAS
CIEIYIOIIMM 000PYJOBaHHEM U TEXHUYECKUMU CPEACTBAMH: CIICHUATH3UPOBAHHAS MEOENb s
npenoaaBaTess U 00yJarouxcs, Jocka yueOHas, MyJIbTUMEIUHHBIA IPOEKTOP, 3KPaH, 3ByKOBBIE
KOJIOHKH, KOMITBIOTEp (HOYTOYK), MEpPCOHATbHBIE KOMIBIOTEPHI IS PaOOTHl OOYyYarOIIUXCS C
YCTaHOBJICHHBIM JIMIICH3UOHHBIM IIPOrPaMMHBIM O0ecTieYeHHEM, C BBIXOJOM B ceTh «HTepHET»
U JIOCTYTIOM B 3JIEKTPOHHYIO HH(OPMAIIMOHHO-00pa30BaTEIbHYIO CPEdy.
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