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Ipunooicenue 4

K OCHOBHOU NPOgheccuonanbHoll 00pazoeamenbHoll npocpamme

no nanpasienuro noocomosku 38.03.05 busnec-ungpopmamuxa,
HanpasieHHocmy (npoghuns) « Ungpopmayuonnvie mexnonoeuu 6 6usHece»

IIporpammy cocraBuia: Kazakos M.IO.

Pabouas mporpamma gucumiuinHbl «MHpOpManmonHas 0€30MacCHOCTh M 3alIUTa
nH(popMaInuu» BXOJUT B COCTAaB OCHOBHOM MPOQECCHOHAIBHONW 00pa3oBaTebHON MPOrPaMMBbI
BBICIIETO O0pa3zoBaHMs 1O HampasieHuto mnoarotoBku 38.03.05 busnec-unpopmaruka,
HarpaBjaeHHOCTH (Tpoduis) «MHbOpMaImOHHBIE TEXHOJIOTHH B OM3HECE» U MpeTHA3HAYCHA NS
00yyJaromuxcs OYHONW U OYHO-32049HOH popm 00yUyeHuUs.

© MHCTUTYT MEXTyHAPOIHBIX SKOHOMUYECKUX CBs3eH, 2022.
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1. Ileab u 3aaa4u TUCHUILIMHBI

Heabwo qucuunianabl «MHpopmMannonHas 0€30MACHOCTh W 3alMTa MH(OPMALUN»
ABJISICTCA TIOJIYUCHUC TCOPCTUUCCKUX 3HAHUU U MPAKTUYCCKUX HABBLIKOB, H€O6XO,Z[I/IMI>IX JJIA
MOHMMAHHUS OCHOB M MPHUHIMIIOB 3allUThl WH(OpMAalWM, MPUMEHEHHS] CIOCOOOB 3alIUThHI
uHpOpPMaLMK Ha MPaKTHKeE, BKIIIOYAs 3aIUTY KOMIIBIOTEPHBIX CHUCTEM, 3aIUTy WH(OpMAIMU B
ceTu VIHTepHET U KOPIOPATUBHBIX CETSX.

3agaum u3ydeHus AUCHUIIMHBI:
— npuoOpeTeHre MOHUMAaHUSI OCHOBHBIX MPUHIIUIIOB OPraHU3aIUH 3aIUThl HH(pOpMaILHH;
— MpuoOpeTeHne MOHNUMAaHUSI COBPEMEHHBIX TEXHOJIOTUH 3aIUThl HH(POpMAIIH;

— H3YyYEHHE OCHOBHBIX MpPOLEAYpP M HMHCTPYMEHTOB, HCIOJNb3YEMBIX Ui OOECIeYeHHUs
nH(pOpMaMOHHOM 0€30MaCHOCTH Ha MTPAKTHKE.

2. MecTo TMCUMILUIHHBI B CTPYKTYpPe OCHOBHOM nmpodeccuoHalbHOI 00pa3oBaTeibHOI
NPorpamMMbl BbICIIEero 00pa3oBaHus

Jucuumumna «MadopmanmonHas 0e30macHOCT, M 3amMTa HHGOpMAIMU» BXOIUT B
00s13aTeIbHYI0 4YacTh y4eOHOTO IUTaHa 10 HampaBieHuto moarotoBku 38.03.05 busnec-
uHpOpMAaTHKa, HAIIPaBIEHHOCTH (Mpoduiis) « HPpOpMAIIMOHHBIE TEXHOJIOTHH B OU3HECEY.

3. O0beM TUCHUNIHHBI B 324eTHBIX eIMHULAX H AKAIEeMHYECKUX YacaX ¢ yKa3aHueM
KOJIMYeCTBA aKa/leMHYeCKUX YaCOB, BbI/IeJIeHHBIX HA KOHTAKTHYI0O padoTy
o0y4yauuxcs ¢ npenogaBaresieM (0 BUAaM y4eOHBIX 3aHATHII) U Ha
CaMOCTOSITEJIbHYIO Pa00Ty 00y4aromuxcs

OO6m1ast TpyA0€MKOCTh TUCIIUIUIMHBI COCTABIISIET 4 3a4€THBIE €AMHUITBI, Bcero — 144 gaca.

. Bcero uyacoB
Bup yueOHoit paboThl
ouHast opma OYHO-3a04HasI
oOyJeHus dbopma 00yueHus
KonTakTHas padora c npenoaaBarejem (Bcero) 56 10
B ToMm uncne:
3aHsTHs IEKIIMOHHOTO TUTIA 28 6
3aHATHS CEMUHAPCKOTO THIA (CEMHUHAPHI) 28 4
CamocrosiTesibHast padoTa (Bcero) 61 107
KoHTpoab 27
dopma KOHTPOJIS DK3aMeH
OO0mas TpyA0€MKOCTb 1M CHUITTHHBI 144




4. IlepeyeHb NJIAHUPYEMBIX Pe3yJIbTATOB 00yUYeHHs 10 JMCUHUIIIMHE, COOTHECEHHBIX €
IVIAHNPYEMbIMH Pe3yJIbTATAMM 0CBOCHHUSI OCHOBHOI NpodeccnoHa/IbHOI 00pa3oBaTe/IbHOM

NPOrpaMmblI
Konx n nHaumeHnoBanue
N Kon u HamMeHOBaHHE HHANKATOPA Pe3yabTaThl 00y4eHUs 10O
KoMIleTeHII MM (uii)
JAOCTHKEHUS] KOMIeTeHIMH AUCHUTLIUHE
BBINYCKHUKA
nK-4 HIIK-4.1 3HaTh: OCHOBBI
Cnocob6en ocymecTBisiTh | OpueHTHpYETCST B COBPEMEHHBIX | HH()OPMAIMOHHOM
MPOEKTUPOBAHKE U JU3AUH | CTPYKTYPHBIX sI3pIKaX | 0€30MaCHOCTH M 3aIIHUTHI
MH(OPMALIMOHHBIX CUCTEM | MPOTPAMMUPOBAHUS uH(pOpPMaLIUU C YIETOM
HIIK-4.2 UCIIOJIB30BAaHUS COBPEMEHHBIX
OcyliecTBisieT NMPOECKTHUPOBAHUE U | CTPYKTYPHBIX A3BIKOB
Iu3aiiH WHQOPMAIIMOHHBIX CHCTEM C | IPOrpaMMHUPOBAHUS.
HCIOJIb30BaHUEM COBPEMEHHBIX | YMeTh: aHAIU3UPOBATH
O00BEKTHO-OPUEHTUPOBAHHBIX  SI3BIKOB | HHPOPMAIIMOHHBIE CHCTEMBI C
MIPOrpaMMHUPOBAHHUS y4€TOM COBpPEMEHHBIX
TpeboBaHui HMH(OPMAITIOHHON
0€30MacHOCTH.
Baaners: HaBBIKaMH
obecrnieueHus
(YHKIIMOHUPOBAHUSI.
MH(OPMALIMOHHBIX CHUCTEM C
y4ETOM COBPEMEHHBIX
TpeboBaHuit MHGOPMAITMOHHON
0e30MacHOCTH

5. Coneprxxanue Q¥ CHUILTHHBI

HanmeHnoBaHue TeM (pa3/iesioB)

Conepxanue TeM (pa3/iesioB)

Tema 1. Beenenue B
UH(POPMALMOHHYIO 0€30IacHOCTh

[lenn u npuHIUITBI HHYOPMAITMOHHOW O6€30macHOCTH. THITBI yTPO3
U aTak Ha WHQOpPMALMOHHBIE cucTeMbl. OCHOBHBIC MPHUHLUIIBI
3amuTHl THGOPMAITIH.

Tema 2. OcHOBBI KpUnTOrpapuu

[punuuner  kpunrorpaguu U METOABl  IIUGPOBAHMUS.
CuMMETpUYHOE M aCHMMETpUYHOE mudpoBaHue. X3MIHUPOBAHHUE.
OnexTpoHHO-1MppoBeie noamucu. CepTudukarel 6€30MACHOCTH.
AnmapartHple KpunTorpadhuieckre yCTpOMCTRa.

Tema 3. 3ammra KOMIIBIOTEPHBIX
CHCTEM

Opranuzanus 6€30MaCHOCTH ONEPALMOHHBIX CHCTEM. 3alluTa OT
BPEIOHOCHOTO MPOrpaMMHOI0 obecnedeHus (BUPYChI, TPOSHBI U
np.). OCHOBBI CeTeBOI 0€30MacHOCTH (MEXKCETEBBIE OJKpaHBI,
CHCTeMbl O0OHAPYKEHHUS M peoTBpaiieHus Bropxenui, VPN).

Tema 4. 3amura HHPOpPMAIUH B
cetu MHTEpHET

OcHOBBI 0€30MacHOCTH BeO-TIPUIIOKEHUH. 3aIInTa OT aTak Ha BeO-
caiitel (SQL-MHBEKIIMU, MEKCAUTOBBIM CKPUNTHHT © Jp.).
IIpotokon TLS. 3amwura KOHPUACHIMATBHOCTH JaHHBIX MpU
niepeiayue 1o CeTH.

Tema 5. 3ammra nHGpOpPMAIUH B
KOpIIOPaTUBHOM cpese

[omutuku  GesomacHoctH. Ilpomenypsl  pearupoBaHusi Ha
MHIMJEHTHI. 3aimuTa HHpopMauu B 6a3ax JaHHBIX U XpaHUJIUILAX.
Pusnueckas 6€3001acHOCTh HHPOPMALIMOHHBIX CHCTEM.




6. CTpyKTypa AUCHMILIMHBI 10 TEMaM C YKa3aHHEM OTBeIeHHOI'0 HA HUX
KOJINYeCTBA aKaJeMU4eCKHX YaCOB U BU/IOB YUeOHBIX 3aHATHI

Ounas ¢popma o0ydyeHHs

KonTakTHas padora, yac.
CamocrosiTenb
Ne HanmeHnoBaHMe TEM 3ausaTus 6 Bcero,
n/n | (pa3gesnoB) IMCUMILIMHBI | JeKIHOHHOro | CeMHHApHI Has p: o1 | qac.
THIIA ac.
1. | Benenue B 2 2 3 7
MH(pOPMaITMOHHYIO
0e30MacHOCTh
2. | OcHOBBI Kpunrorpaguu 8 8 16 32
3. | 3amuTa KOMIBIOTEPHBIX 6 6 14 26
CUCTEM
4. | 3ammra nHGOpMAIIUH B 6 6 14 26
cetu MHTEpHET
5. | 3amura nadopmaium B 6 6 14 26
KOPIIOPAaTUBHOM cpefie
KontpoJs: 27
HUroro: 28 28 61 144
OuHo-3204Hasi popma 00yueHust
KonrtakTHas padora, 4ac.
CamocrosiTenn
Ne HaumenoBaHue TeM 3ansaTus Bcero,
Hasi padora,
n/n | (pa3gesoB) TUCHHUILIMHBL | JeKHMOHHOT0 | CeMuHApBI yac. qac.
THIIA
1. | UadopmanmonHas 1 - 10 11
0€301MacHOCTh
2. | OcHOBBI Kpuntorpaguu 2 1 28 31
3. | 3amuTa KOMIBIOTEPHBIX 1 1 23 25
CUCTEM
4. | 3ammra nHGOpPMAIUH B 1 1 23 25
cetu MHTEpHET
5. | 3amura nadopmarum B 1 1 23 25
KOPIIOPATUBHOM Cpefie
KontpoJs: 27
HUroro: 6 4 107 144




7. IlepedyeHb y4eOHO-METOAMYECKOT0 0O0eceYeHUs IS CAMOCTOSITeJIbHOM padoThI U
TeKYLIero KOHTPOJIsA 00y4aloUIUXCsl M0 JUCHUIJIMHE

CaMocTosTenspHast pa60Ta ABJISICTCA OJHHUM U3 OCHOBHBIX BHU0OB y‘IeGHOfI JACATCIIbHOCTH,
COCTaBHOM 4YacThIO yueOHOTO IMpoliecca U UMEET CBOEH Leblo: TITyOOKOoe YCBOGHHE MaTepuaia
AUCHUIINIMHBI, COBCPIICHCTBOBAHUC U 3aKPCIIJICHUC HABBIKOB CaMOCTOSITEIILHOU paGOTBI C
JUTEpPATypoil, PEKOMEHJIOBAHHOW MpernojaBaTeieM, YMEHUE HaWTH HYXHBIA MaTepuan |
CaMOCTOATCIIBHO €ro HUCIIOJIBb30BAaTh, BOCIIMTAHHUE BBICOKOU TBOp‘ICCKOﬁ AKTUBHOCTH,
WHUIMATUBBI, TMPHUBBIYKA K TIOCTOSHHOMY COBEpPLICHCTBOBAHMIO CBOMX 3HaHHMM, K
LEJIEYCTPEMIIEHHOMY HAyYHOMY IIOHUCKY.

Kontponbe camoctosiTensHON pabOThI, SBISETCS Ba)XXHOW COCTaBISAIONICH TEKYIIETO
KOHTpPOJIA YCIICBACMOCTH, OCYHICCTBIACTCA IIPCNoAaBaTCJicM BO BpCMA JICKIIMOHHBIX H
MPAKTUYECKHUX (CEeMMHAPCKUX) 3aHATHH U 00ecrieurBaeT OLEHUBAaHUE X0/1a OCBOCHHUS N3yyaeMOin
JUCHUITIIUHBI.

BOHpOCbI AJIA CaMOCTOATEC/IbHOI'0 M3YUYCHU S

1. Vsa3BUMOCTH  MPOTPAMMHOTO  OOECHeYeHHss W NPUHIUNB  «OE30MacHOro»
IPOTPaMMHUPOBAHHUSL.

2. Mertonabl CONMATBHON WHXKEHEPUH JUTS MOJyYeHHS] HECAaHKIMOHUPOBAHHOTO JIOCTyIa K
nHpopManuu.

3. AyrteHTHUKAIMSA U METOIbI Ay TEHTU(DUKAIINH.

4. ABTOpHU3aLMs U METOJIbI ABTOPU3AIUH.

5. Tlporokon mmdpposanus Triple DES.

6. Ilporokon mupposanus AES.

7. Tlpotokoun mupposanus RSA.

8. IIpotokon mmdposanuss ECDSA.

9. CmocoObI obOecrieueHust 6€30MacHOCTH B OECITPOBOIHBIX CETSX.

10. Be3omacHOCTh TaHHBIX B onepannoHHoi cucteme Windows.

11. BezonacHocTh maHHbIX B 10S.

12. BezonacHocTh naHHbIX B Android.

13. CnocoOsl mmdpoBanus HHPOpMALUHU B 0a3axX JaHHBIX.

14. PezepBHOE KONMMMPOBAHKE JAaHHBIX M €T0 3HAYEHUE ISl 0€30MacHOCTH HH(POPMAITUH.

15. Mepsb1 6e30macHOCTH IS 3aIUThI KOH(UISHIINATLHON HHOpMAIMK TIPH Tepeaade 1mo
CETH.



Pacnpenesienne caMoCTOSITEIbHOM PadOTHI

Bunpl, popmMbl 1 00BEMBI CaMOCTOATENBHONW pAaOOTHI CTYACHTOB MPU W3YYEHUU TaHHOM
TUCITUTIMHBI ONIPEIENSIFOTCS €€ COJIepPIKaHueM U OTPAKEHBI B CIISIYIOIIeH Ta0uIie:

O0beM caMOCTOATEIbHOM
e HaumenoBanue TeM Bun } paGoTHI
n/n (pasneuios) camoctonTeNLHON ouyHasi popma OYHO-3a0YHas
JHCITHTLTHIBE padoTht o0yueHHs dopma oOyueHust
1. | Beneuue B IIOATOTOBKA K 2 2
UH()OPMAIMOHHYIO ayJTUTOPHBIM 3aHITHUSIM
0€30MacHOCTb
2. | OcHoBBI KpunTorpaduu | MOArOTOBKA K 40 50
ayJIMTOPHBIM 3aHSITUIM
3. | Bammra IMOATOTOBKA K
KOMITBIOTEPHBIX CHCTEM | ayJAUTOPHBIM 3aHSATUSIM
4. | 3amuTa nHGOpPMAIIUU B | MOATOTOBKA K
cetn UHTEpHET ayJTMTOPHBIM 3aHSTHUSIM
5. | BamuTa nHGOpPMANUK B | TOATOTOBKA K 38 48
KOPIOPATHBHOMU Cpelie | ayAUTOPHBIM 3aHSATUSIM
UTOI'O: 61 107
8. [lepeyeHb BONPOCOB U THIIOBbIE 3aJaHUS A/ MOATOTOBKH K IK3aMeHY
8.1 IlepeyeHb BONPOCOB IS MOJATOTOBKH K IK3aMeHY
1. OcHoBHBIEC yrpo3bl HHOOPMAITMOHHOM 0€30MTaCHOCTH.
2. Metonbl mmdpoBaHwUs.
3. DnekrponHo-nudpobie moanucu (DLIIT).
4. CepruduxaTsl 6€30IaCHOCTH.
5. XsumupoBaHUE.
6. AnmapaTtHas Kpunrorpadus.
7. AHTUBHUPYCHI.
8. Mertoapl oOHapysxeHus BTop:keHuit (IDS).
9. Metonb npenoTBpainieHus BTop:kenuii (IPS).
10. IlpeumymectBa ucnoiaszoBanus VPN.
11. 3amuTa oT aTak Ha BEO-CANTEL
12. Ipununs! paboTs! mpotokona TLS.
13. 3ammTa nepumMeTpa U METOABI 3AIIUTHI CETH.
14. Ponp monutuk 6€30MacHOCTH B OpraHHU3AITHH.
15. TlpuHIMT HAMMEHBITUX TPUBHUIICTHH.
16. 3amuTa nadopmaruu B 6a3ax TaHHbBIX.

8.2. TunoBwbIe 3aJaHUA IJIA OLEHKH 3HAHUI

1. AnroputM™ X31IKMpoBaHus, HanOoJee YacTo UCIOIb3yEeMbIi B HACTOSIIEE BpeMsI:
a) DES;
0) MD5;
B) SHA-1,;



r) SHA-2.

2. B xonTekcre nndopmannonHoit 6e3onacHoct TepmMuH IPS o3nauaer:
a) In-Plane Switching;

0) Intruder Protection System;

B) Internal Power Supply;

r) IP Screening.

3. Haubonee Ge3omacen st oOMeHa TaHHBIMU B c€TH VIHTEpHET POTOKOJT:
a) HTTP;
0) HTTPS;
B) SHA-1;
r) SHA-256.
8.3. TunoBble 3a1aHNA /I OLEHKH YMEeHUIH

1. Opranuzanun HEOOXOAMMO XPaHUTh KOH(UIEHIIMANBbHYIO HH(OpMaIHIO B 0a3e JaHHBIX.
[Ipenmaraercs nenatpb 3TO B 3amudpoBaHHOM BUC. BriOepuTe anroput™ mmu@poBaHus s
peuienus Toi 3agaun. O60CHYWTE CBOI BBIOOD.

2. Bam HeoOxogmmo coOparh MHGOPMAIMI0 O KOMIIAHWH M €€ COTPYIHUKAX C IOMOIIBIO
METOJIOB COLMaNbHOM MHXeHepur. COCTaBbTE TUIAH CBOUX JACHCTBUH.

3. CocTaBbTe TUTaH MOUCKA YSI3BUMOCTEH B CETEBOM MHPPACTPYKTYPE OpraHU3aIUH.

8.4. TunoBkle 3agaHu 1JI OEHKH HABBLIKOB

1. PazpaboraiiTe peKOMEHJIAIMK 110 CO3/IaHUI0 OE30IMAacCHBIX MapoJiei, YUUThIBas UX JJIUHY,
CJIO)KHOCTB M PETYJISIPHYIO CMEHY.

2. lns npOTUBOJAEHCTBHS (DUIIMHIOBBIM aTakaM, pa3zpaOoTaiiTe NaMATKy COTpyAHUKaM
OpraHu3aly C MEepeYUCICHUEM IPU3HAKOB (UIIMHIOBBIX COOOLICHUH 3JIEKTPOHHOM
IIOYTHI.

3. Coznaiite 4eKk-TUCT JUIsl CHCTEMHOTO aJIMUHUCTPATOpa CETH MPEANPHUITHS [0 HACTPOiKe
MmesxcereBoro dkpana (firewall).



9. I[lepeyeHb OCHOBHOM M IOMOJTHUTEJIbHON YUeOHOM JTUTEPATYPbI, HEOOXOAUMOM 1JI51
OCBOECHUS TUCHMUILINHBI

9.1. OcHoBHas JuTEepaTypa

1. 3enkoB, A. B. HNuadpopmanronHas 6€30macHOCTh U 3aluTa HHPOPMAIMH : Y4eOHOE
nocobue g By30B / A. B. 3enkoB. — Mocksa : U3narensctBo Opaiit, 2022. — 104 ¢. —
(Beicmiee o6pazoBanme). — ISBN 978-5-534-14590-8. — Tekct : dneKkTpoHHBIA //
OopazoBarenbHas miardopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/497002

2. lllepbak, A.B. HWnadopmanronHas 0e€30MacCHOCTh: Y4YE€OHUK IS CPEIHETO
npodeccuonanbHoro oopazoBanus / A. B. lllep6ak. — Mocksa: U3narensctBo FOpaiit, 2023. —
259 c. — (IlpodeccuonanpHoe oOpazoBanue). — ISBN 978-5-534-15345-3. —  Tekcr:
NeKTpoHHBIH  //  OOpazoBarenbHas  1atgopma  FOpaiir  [caiit]. —  URL:
https://urait.ru/bcode/519614.

9.2. lonoJIHUTEJIbHAS JJUTEPATypa

1. Opraau3anoHHOE W TPaBOBOE oOecredeHue HHGOPMAITMOHHOW OE30MacHOCTH :
y4eOHMK M MPaKTUKyM i By3oB / mon penakmuei T. A. IMTomskoso#, A. A. CtpenbuoBa. —
Mocksa : U3gatenbctBo FOpaiit, 2022. — 325 ¢. — (Bricmiee o6pazoBanue). — ISBN 978-5-534-
03600-8. — Texct : anexTpoHHbI // Obpa3oBarenbHas matdopma FOpaiit [caiit]. — URL:
https://urait.ru/bcode/498844

2. Kazapun, O. B. HagexHocTs 1 6€301MacHOCTh IPOrpaMMHOTO obecrieueHus : yueOHoe
nocobue 1y1s1 By30B / O. B. Kazapun, U. b. lllyounckuii. — Mocksa : U3narensctBo FOpaiit, 2022.
— 342 ¢. — (Bricee o6pazoBanue). — ISBN 978-5-534-05142-1. — TeKcCT : 31€KTPOHHBIN //
O6pasosarenbHas iathopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/493262

10. Ilepeuyens pecypcoB HHPOPMALHOHHO-TEJIEKOMMYHUKANMOHHO# ceTH «AHTepHeT»,
HEe00XOAUMBIX /ISl OCBOCHHUS TUCHUILINHBI U HH()POPMAIIHOHHBIX TEXHOJIOT Ui,
HCMOJIb3yeMbIX MIPH OCYLECTBJIEHUN 00pa30BaTeIbLHOI0 NMPoIecca Mo JUCHUILINHE,
BKJIIOYAs NlepeYyeHb MPOrPaMMHOIo odecneyeHusi 1 HHPOPMAIHOHHBIX CIIPABOYHBIX
cucteM (MpH HEOOXOAMMOCTH)

1. https://urait.ru - 95C «O06pazoBarenbHas iatpopma FOpait»
2. https://coderwall.com/ - Coderwall «Coo0r1iiecTBO MPOrpaMMHCTOBY

JINeH3noHHoe NporpaMMHuoe odoecreyeHue:

- Windows (3apy0exHoe, BO3ME3THOE);

- MS Office (3apy0exHOE, BO3ME3THOEC);

- Adobe Acrobat Reader (3apyOexHO€, CBOOOTHO PacpOCTPaHIEMOE);

- Koncynperantllmoc: «Koncynsrantllmtoc: CtynenT» (poccuiickoe, CBOOOIHO
pacIpoCTpaHsIeMOE);

- 7-zip — apxuBatop (3apy0eKHOE, CBOOOHO PAaCIIPOCTPAHIEMOE);

- Comodo Internet Security (3apy0exHoe, CBOOOTHO pacpocTpaHsIeMoe);

- Apache NetBeans — cBo6o1Hast HHTErpUPOBaHHAsI cpejia pa3padOTKK MPHUIOKEHUH
(IDE) na si3p1kax nmporpammupoBanus Java, Java, PHP, JavaScript, C, C++, Ana u psina apyrux
(3apy0exHoe, CBOOOTHO PacIpOCTPaHSIEMOE).
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https://urait.ru/bcode/497002
https://urait.ru/bcode/519614
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https://coderwall.com/

11. MeToguuyeckue peKOMEeHIAUM 110 OPraHU3ANUN U3YYeHHU S TUCUUIITIMHBI

Opranuzanus 00pa30BaTeIbHOrO TMPOIECCa PErIaMEHTUPYETCS y4eOHBIM IUIAHOM U
pacnucaHueM yueOHbIX 3aHATHHA. SI3bIK 00yUyeHus (MpernoaaBanusi) — pyCCKUM.

[Ipu  QpopMupoBaHMM CBOCH HWHIWBHAYyaJbHOM  0Opa30BATEIIbHOW  TPAaCKTOPUHU
o0yyaromuics UMeeT MPaBo Ha epe3adéT COOTBETCTBYIOMUX AUCUUIUIMH U PO ECCHOHATBHBIX
MOJIyJIel, OCBOEHHBIX B TIpOIECCe MPEAIIECTBYIOMIEr0 O0y4YeHHs, KOTOpbIi 0CBOOOXKIaeT
00yyaromerocsi OT HeOOXOJUMOCTH UX MTOBTOPHOTO OCBOCHHUSL.

OoOpa3oBaTe/ibHbIE TEXHOJIOTUH

Y4eOHBIH mpolecc MpH NPENoJaBaHUM Kypca OCHOBBIBAECTCS Ha MCIIOJNb30BAHUM
TPaJWLMOHHBIX, WHHOBALMOHHBIX M WH(GOPMAIMOHHBIX OOPa30BATEIbHBIX TEXHOJIOTHIA.
Tpaauunonnsie 00pa3oBaTeNbHBIE TEXHOJOTMHM MPEICTABICHBI 3aHATUAMU CEMUHApPCKOTO U
JIEKIMOHHOTO Tumna. VHHOBalMOHHBIE 00pa3oBaTelIbHbIE TEXHOJOTUU HCIOJB3YIOTCS B BHJE
IIUPOKOTO TIPUMEHEHUS AaKTUBHBIX M HWHTEPAKTUBHBIX (OpPM MPOBEACHUS 3aHATHIL.
UndopmanonHsle  o0pa3oBaTeNbHbIE TEXHOJOTHMH  pPEATU3yIOTCS IMyTEeM AaKTUBU3ALUU
CaMOCTOSITENIEHON PabOTHI CTYJICHTOB B MH(OPMAIIMOHHON 00pa3oBaTeIbHOM cperie.

3aHATHSA JTeKIMOHHOIO THIIA

JIeKIIMOHHBI KypC TMpEanojaracT CHUCTEeMAaTU3UPOBAHHOE H3JI0KEHHE OCHOBHBIX
BOITPOCOB y4€OHOTO TIJIaHa.

Ha nepBoii nexiuu nekrop 00s3aH MpeayNnpeIuTh CTyI€HTOB, IPUMEHHUTEIBHO K KAKOMY
06a3zoBoMy yueOHUKY (YueOHUKAaM, Y4eOHBIM ITOCOOUSM) OyIeT MPOYUTAH KypC.

JleKIIMOHHBIN Kypc OJDKEH JaBaTh HanOOJbIIMM 00beM MH(OpMaruu U oOecreynBaTh
Oosee rirybokoe MOHMMaHNe y4eOHBIX BOMPOCOB MPHU 3HAUUTEIHLHO MEHbBILEH 3aTpaTe BPEeMEHH,
4YeM 3TO TpedyeTcs OONBIINHCTBY CTYIEHTOB Ha CAMOCTOATENbHOE 3YUEHUE MaTepraa.

IIpakTnyeckue 3aHATHS

[IpakTuyeckne  3aHATUS  OPEACTABISIIOT  COOOM  JIeTamu3aluio  JIGKLUOHHOTO
TEOPETUUECKOr0 MaTepurasa, MPOBOATCS B LIEJISAX 3aKperieHus Kypca.

OcHOBHOI (opMOH TPOBENCHHUS MPAKTUYECKUX 3aHATUN SIBIISETCS pELICHHE 3ahad U
pa3bop MpUMEpPOB W CUTyalluii B ayJUTOPHBIX YCIOBHSX, a TaKXke OOCYyKIeHHWe HamOojiee
NpoOJEeMHBIX M CIOXKHBIX BOIIPOCOB MO OTAENBHBIM TeMaM. B o0si3aHHOCTH mNpernopaBatesns
BXOJAT: OKa3aHME€ METOAMYECKON TOMOIIM ¥  KOHCYJbTUPOBAaHUE CTYIEHTOB IO
COOTBETCTBYIOIIUM T€MaM Kypca.

AKTHBHOCTb Ha MPAKTUYECKUX 3aHITHUIX OLIEHUBAETCS O CIEAYIOIINM KPUTEPHSIM:

— OTBETHI Ha BOMPOCHI, MIpeijlaraeMple MpernojaBaTesieM;

— y4yacTHe B TUCKYCCHSIX;

— BBINIOJIHEHHE TPOCKTHBIX M UHBIX 3a/1aHUH;

— aCCHUCTHPOBAHUE MPETOAABATEINIO B IPOBEICHUY 3aHATUH.

Jlokitagpl U ONIOHUPOBAHUE JOKJIAJ0B MPOBEPSIOT CTENEHb BIAJCHHUS TEOPETUUECKUM
MaTepHajoM, a TaKXKe KOPPEKTHOCTh U CTPOTOCTh PACCYKICHUH.

OneHuBaHue NPaKTUYECKUX 3aJaHUN BXOJUT B HAKOIJICHHYIO OLIEHKY.

CamocrosiTesibHast padoTa 00y4arOIIUXCS

CamocTtosTenbHas paboTa CTYJEHTOB — 3TO IPOLECC AKTUBHOTO, IIEJIEHANPABIEHHOTO
npuoOpeTeHus] CTYJCHTOM HOBBIX 3HAaHWUH, yMEHUH 0e3 HEemoCPEICTBEHHOIO Yy4acTus
IpenojaBaTesis, XapakTepU3yIOIIMica TNPEeAMETHON  HampaBiIeHHOCTHIO, 3((HEKTUBHBIM
KOHTPOJIEM U OLIEHKOW Pe3yIbTaTOB JAESTEILHOCTH 00yUaronerocs.

Ilenu camocToATEeTbHON PabOTHI:

— CHCTEeMaTH3alMs U 3aKperIeHHE MOJIYYEHHBIX TEOPETHUECKUX 3HAHUN U MPAKTUYECKUX

YMEHUH CTYICHTOB;

— yrayOJeHue U pacuIMpeHne TeOpeTHIEeCKUX 3HAHUMH;
— (QopmupoBaHHE YMEHHH MCIIONB30BaTh HOPMATHBHYIO M CHPAaBOYHYIO JOKYMEHTAIMIO,

CHEIHUANIbHYIO JIUTEPATYPY;
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— pa3BUTHE TIO3HABATENILHBIX CIIOCOOHOCTEH, aKTUBHOCTU CTYJECHTOB, OTBETCTBEHHOCTU U

OpPTaHU30BAaHHOCTH;

— (GOpMHUPOBaHHE  CaMOCTOSATEIHHOCTH  MBINUICHHUS,  TBOPYECKOH  WHHIIMATHUBHI,

CIIOCOOHOCTEH K caMOpa3BUTHIO, CAMOCOBEPILICHCTBOBAHHUIO M CAMOpPEaIN3alluu;

— pa3BUTHE HCCIIEI0BATEIbCKUX YMEHHUI U aKaJIeMUYECKIX HABBIKOB.

CamocTtosTenpHas paboTa MOXKET OCYIIECTBISATHCS WHAMBHAYAIBHO WU TPyIIaMU
CTYJIEHTOB B 3aBUCUMOCTH OT L€, 00beMa, YPOBHS CIOXKHOCTH, KOHKPETHON TEMAaTHUKH.

TexHonorusi  OpraHMW3aIllM  CaMOCTOSITENIBHONH  pabOThI  CTYOEHTOB  BKIIIOYAET
UCIIOJIb30BaHNE MH(POPMAIIMOHHBIX M MaTepHaTbHO-TEXHHUUYECKUX PECYpCOB 00pa30BaTEIbHOIO
YUPEXKICHUS.

[lepen BbImoMHEHNEM O0YYaIOIIMMUCS CAMOCTOSITEIHHON pabOThI MPENo1aBaTelb MOKET
MPOBOAMTH MHCTPYKTAX IO BHIMOTHEHUIO 33/I1aHUs. B WHCTPYKTaX BKIFOYACTCS:

— 1LeJb U COJIepKaHue 3aJaHus;

— CpPOKH BBHITIOJTHEHHS;

— OpPUEHTHUPOBOYHBIN 00beM PadOTEHI;

— OCHOBHBIE TpeOOBaHUS K pe3yJabTaTaM pabOThl U KPUTEPUU OLICHKH;
— BO3MOJKHbIE TUITUYHBIE OIIMOKU IIPU BBITTOTHEHHH.

WHCcTpyKTaXK MPOBOAUTCS IMpETNoaBaTesieM 3a cueT o0beMa BPEMEHH, OTBEJCHHOTO Ha
U3Yy4YECHUE JUCLUILTUHBL.

KoHTponb pe3ynbTaToB €caMOCTOATENbHOM pPabOThl CTYACHTOB MOXET IMPOXOIUTH B
MMCbMEHHOW, YCTHOW MJTU CMEIIaHHOU (opme.

CTy#eHTBl JOJKHBI TOIXOIUTh K CaMOCTOSTENbHOW paboTe Kak K HauBaKHEHIIeMy
CPEICTBY 3aKpEIUICHUS U Pa3BUTHUSI TEOPETUUYECKUX 3HAHUM, BbIpaOOTKE €IUHCTBA B3IJISI0B Ha
OTIICTbHBIE BOMPOCHI Kypca, NPUOOPETEHHS ONPEACIECHHBIX HABBIKOB W HUCIOJIb30BaHUS
poQeCCHOHAIBHON JTUTEPATYPHI.

[Tomemmenust st caMOCTOATENBHON pabOThl 00ydYarOMUXCSl JOKHBI OBITH OCHAICHBI
KOMIIBIOTEPHON TEXHUKON C BO3MOXKHOCTBIO MOJKII0YEHHS K ceTu «VIHTepHeT» u o0ecnieueHneM
JIOCTYTIA B 3JICKTPOHHYIO HH()OPMAIIMOHHO-00Pa30BaTEIbHYIO CPEy OpTaHU3aIIH.

[Ipu camocTosATensHON TPOPabOTKE Kypca 00yJaromuecs T0JKHBL:

— TpocMaTpUBaTh OCHOBHBIE ONpENENeHUs U (DaKThI;
— TIOBTOPHUTH 3aKOHCIEKTUPOBAHHBIN Ha JIEKIIMOHHOM 3aHSATUU MaTepuaj U JOMOJHUTDH €T

C YY4E€TOM PEKOMEHIOBAHHOM 110 JAHHOU TEME JINTEPaTyphl;

— U3YYHTh PEKOMEHIIOBAHHYIO JIUTEPATYPy, COCTABIATH TE€3UCHI, AHHOTAIIMA U KOHCIIEKTHI

Haubosee BaKHBIX MOMEHTOB;

— CaMOCTOSITENILHO BBIMIOJIHATD 3a/IaHUs, aHAJIOTUYHBIE MPEJIaraéMbIM Ha 3aHATHUSX;
— UCHOJB30BaTh JAJISi CAMOIIPOBEPKU MaTepuaibl (JOHAA OLIEHOYHBIX CPE/ICTB;
—  BBINOJHATH JIOMAIlIHUE 3aJjaHus 110 YKa3aHUIO MIPEeroaaBaTess.

Pexomenganum mo o0y4eHno mHBaIua0B 1 aun ¢ OB3

OcBoeHre TUCIUTIIMHBI HHBATHAAMH U JuiiaMu ¢ OB3 MoxeT ObITh OpraHn30BaHO Kak
COBMECTHO C JPYTUMHU OOyYarOIIMMHCSA, TaK W B OTHENBbHBIX Tpynmax. [Ipenmomaratorcs
cHelualbHbIe YCIOBUS Ui MOJydeHus oOpa3zoBaHus HHBaIWaamMu u auiamu ¢ OB3.

[Ipodeccopcko-nieqarornyeckuii CocTaB 3HAKOMHUTCSI C TICHXOJIOTO-(PU3UOIOTUYECKUMU
0COOCHHOCTSIMU 00y4Jaromuxcsi uHBaiauaoB U jul ¢ OB3, mHauBUAYyanbHBIMU MPOrpaMMaMU
peabunuranuy  WHBAMUAOB (mpu  Hamuuuu). llpu  HEOOXOAMMOCTH  OCYIIECTBISETCS
JOTIONTHUTENIbHAS TOJJEpKKa TMPEnoJaBaHusl ThIOTOPaMH, TIICUXOJIOTaMH, COLHUAJIbHBIMU
paboOTHUKAMU, TIPOIICIIMMH ITOATOTOBKY aCCHCTCHTaAMHU.

B cooTBeTcTBUU ¢ MeTOMMUECKUMHU peKoMeHnanuasmMu Munoopaayku P® (yTB. 8 anpens
2014 1. Ne AK-44/05BH) B Kypce MpEAINONaracTcsi HCIOIb30BaTh COIUATBHO-aKTUBHBIE U
pedIeKCUBHBIE METOIbI OOyUYeHUS, TEXHOJOTHH COLMOKYJIBTYPHOH peadWINTAllUd C IIENBIO
OKa3aHHs TOMOIIM B YCTAHOBJICHUU IOJHOLEHHBIX MEXKINYHOCTHBIX OTHOUICHHH C APYyTUMHU
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CTYJEHTaMH, CO3JaHUH KOM(OPTHOIrO MCHXOJIOTHUYECKOTO KJIMMAaTa B CTYIEHYECKOH TpyTIIE.
[Monbop u paszpaboTka y4eOHBIX MaTEpPHAJIOB TMPOU3BOIATCS C YUYETOM IPEAOCTABICHHS
MaTepuaia B pa3IU4HbIX (popmax: ayIuanbHON, BU3YaIbHOM, C MCIOJIb30BAHUEM CIEIHAIbHBIX
TEXHUYECKUX CPEACTB U NH(POPMAIIMOHHBIX CHCTEM.

Menuamarepuansl TakKe CIEAyeT MCHOJIb30BaTh M aJanTHPOBaTh C  y4ETOM
WHIANBUIYATBHBIX OCOOEHHOCTEH 00yueHuss nHBau 0B 1 uI] ¢ OB3.

OcBoeHUE OUCHMIUIMHBI HHBamugamMu © Jumamua ¢ OB3  ocymectBisercss ¢
UCIIOJIb30BAaHUEM CPEACTB OOyYEeHHsI OOIIEro W CIEIUAIBHOTO Ha3HA4YeHHUs (TIEPCOHATBLHOTO U
KOJUIEKTUBHOI'O HCIIOJIb30BaHUA). MaTepuanbHO-TEXHUYECKOE OOecrieueHue MpeaycMaTpuBaeT
npucnocoOIeHre ayAuTOpHil K Hy>kKJaM HHBanu0B U ui ¢ OB3.

dopma TMNpPOBENECHUS AaTTECTAlUM JUISl CTYJAEHTOB-UHBaIugoB u Jmi ¢ OB3
YCTaHABIMBAETCS C YUYETOM MHIUBHIyATbHBIX ICUXO(PU3NIECKIX 0COOCHHOCTEH. J{71s1 MHBATUI0B
n yun ¢ OB3 nmpexycmarpuBaetcst nocTymHas (GopMa MpenocTaBiICHUs 3aJaHUN OIICHOYHBIX
CPENCTB, @ UMEHHO:

— B [IEYATHOW WJIU AJIEKTPOHHOU (hopme (IUIsl JIUIl ¢ HAPYIICHUSIMUA OMOPHO-BUTATEIHLHOTO
amnmnapara);
— B mTeyaTHOH (¢opmMe WIM DJIEKTpOHHOH (opMe ¢ yBETUUYEHHBIM HIPUPTOM U

KOHTPACTHOCTBIO ([UIsI JIUI] C HAPYLICHUSIMU CITyXa, pe4H, 3pEeHus);

— METOJIOM YTEHHMsI aCCUCTEHTOM 3aJIlaHus BCIYX (U1 JIHUI] C HAPYLICHUSIMH 3PEHUs).

CrynentaM ¢ MHBaIuAHOCTHIO M JinnaMm ¢ OB3 yBenuuuBaercs BpeMsi Ha MOATOTOBKY
OTBETOB Ha KOHTPOJIbHBIE BOMPOCHIL. [[71sl TaKUX CTYZEHTOB MpeaycMaTpruBaeTcs 1ocTynHas popma
MPE0CTaBIICHUS OTBETOB Ha 3a/1aHUs], 4 UMEHHO:

— THUCHMEHHO Ha Oymare uiu HabOpoM OTBETOB Ha KOMITbIOTEpE (ISl JTUI] C HAPYIICHUSIMH
clIyxa, peun);
— BbIOOPOM OTBETA U3 BO3MOXHBIX BapUAHTOB C MCIIOJIH30BAHUEM YCIYyT acCUCTEHTa (I

JUI C HApYUIEHUSIMUA ONTOPHO-/IBUTATENILHOIO aIlapaTa);

— YCTHO (U151 JIULI C HApYUICHUSIMU 3PEHUS, OTIOPHO-IBUTATEIBHOTO anmnapara).

[Ipu HEoOxommMocTH JUIsl O0ydYaroImMXcs ¢ WHBAIMIHOCTRIO U jull ¢ OB3 mpouemypa

OIICHUBAHMSI PE3YJIbTATOB O0YUEHUS MOXKET MPOBOIUTHCS B HECKOJIBKO ATAIOB.

12. Onucanne MaTepuAJIbHO-TEXHUYECKOI 0a3bl, He00OX0AUMOM JIfl OCYIEeCTBJICHUS
0o0pa3oBaTeIbLHOIO Npolecca Mo TUCHUILIHHE

YueOHas ayIuTOpus «Jlaboparopus nH()OPMAITMOHHO-KOMMYHHKAITHOHHBIX
TEXHOJIOTHI», TpenHa3HAuYeHHas Uil TPOBENEHHUS YYeOHBIX 3aHSATHH, NPETyCMOTPEHHBIX
HacToAlIell padouelt MporpaMMoi AUCHMIUIMH, OCHAUIeHHAss 000py/I0BaHUEM U TEXHUUYECKUMU
cpeAcTBaMu OO0Y4YEeHHs, B COCTaB KOTOPBIX BXOJAT: KOMIUIEKTHI CIIEHUAIN3UPOBAHHON yueOHOU
Mebenu, Jocka KIaccHas, MYJIbTUMEAUMHBIA MPOEKTOp, OJKpaH, MPUHTEP, KOMIBbIOTEP
npenoaaBaTeyidi U KOMIIbIOTCPBI JJIA paGOTBI 06yqa10m1/1xc;1 C YCTAaHOBJICHHBIM JIMICH3MOHHBIM
mporpaMMHBIM O6€CH€‘-I€HI/IGM, C BBIXOAOM B CETb «I/IHTepHeT» U OOCTYIIOM B 3JICKTPOHHYIO
nH(}pOpMaIMOHHO-00Pa30BATENHHYIO CPEY.

IMoMernenne 1Jisi CAMOCTOSITENIbHOI PaGOThI 00YUYaAIOIIUXCS — Ay TUTOPUSI, OCHAIICHHAS
CIIEIYIOMMM 000PYJOBaHUEM U TEXHUYECKUMU CPEACTBAMM: CIIeUaIN3UpOBaHHAs MeOenb AJis
IpernoiaBaTess U 00yJaromuxcs, 10cka yuyeOHas, MyJIbTUMEIUHHBIN TPOSKTOP, IKPaH, 3BYKOBbIE
KOJIOHKH, KOMIBIOTEp (HOYTOYK), MEepCOHAIBHBIE KOMIBIOTEPHI ISl pabOThl 00yYaromuxcs ¢
YCTaHOBJICHHBIM JIMIICH3WOHHBIM ITPOTrpaMMHBIM OGGCHG‘-IGHI/IGM, C BBIXOJ0M B CCThb ((I/IHTepHeT»
U JIOCTYIIOM B 3JIEKTPOHHYI0 HH(POPMAITMOHHO-00pa30BaTEIbHYIO CPEY.
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