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K OCHOBHOU NpodecCcuonanvbHou 00pazosamenvbHoll npocpamme

no nanpasienuro noocomosxu 38.03.01 Sxonomuxa,
HanpasieHHocms (npoghunv) « IKOHOMUKA U PUHAHCHL OP2AHUAYUUY

IIporpammy cocraBmi: Kazakos M.1O.

PabGouast mporpamma mucnmmivHbl «MHOpManmoHHas 0€30MacHOCTh M 3allyTa
uHpOpMaLUK» BXOAUT B COCTaB OCHOBHOW MpodeccHOHaNbHOM 00pa30BaTeNbHONW MPOTrpaMMBbI
BBICIIETO 0Opa3oBaHMs 1O HampapieHH0 MoArotoBku 38.03.01 DkoHOMHKa, HAMPABJICHHOCTH
(mpouip) «IKOHOMHKA U (PUHAHCHI OPTaHU3ALMKU» U MpeIHa3HAuYeHa ISl 00YJaloIXCcsl OUHOU
¥ OYHO-3209HOU (popM 0OydeHHUS.

© MHCTUTYT MEXKIyHAPOJAHBIX SKOHOMUYECKHX CBsi3el, 2024.
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1. Iean u 3agau AUCHUILIHHBI

Heabwo qucuunianabl «MHpopmMannonHas 0€30MACHOCTh W 3alMTa MH(OPMALUN»
SIBJISIETCSL TIOyYEHUE TEOPETUUYECKUX 3HAHWA W TPAKTHUYECKUX HABBIKOB, HEOOXOAMMBIX IS
MOHMMAHHUS OCHOB M MPHUHIMIIOB 3allUThl HWH(OpMAaLWU, MPUMEHEHHS] CIOCOOOB 3alUThHI
uH(pOpMaIMK HA TIPAKTHKE, BKIIOYAs 3alIUTy KOMIBIOTEPHBIX CHCTEM, 3alUTy WH(OpMALIUU B
ceTu VIHTepHET U KOPIOPATUBHBIX CETSX.

3agauu U3yyeHHUs TUCHUNTUHBI:

— NpuoOpeTeHrWe TOHMMAaHHUS  OCHOBHBIX  TPUHIMIIOB  OPraHM3AIMHA  3alUTHI
uHpOpMaLNH;

— npuoOpeTeHrne MOHUMAaHUS COBPEMEHHBIX TEXHOJIOTHIA 3aIUThI HH()OPMALINK;

— H3Y4YCHHE OCHOBHBIX MPOIEIYyp U WHCTPYMEHTOB, UCHOIB3YEMBIX IJIs 00eCreUeHUS
nH(pOpMaIMOHHOM 0€30MacCHOCTH Ha MTPaKTHKE.

2. MecTo IMCHUILUIMHBI B CTPYKTYpPe OCHOBHOI npodeccuoHaAJIbHOM 00pa3oBaTeIbHOM
NPorpamMMbl BbICIIEero 00pa3oBaHus

Jucuummza « HpopmanmonHas 6e30macHOCTb U 3alIUTa HHPOPMAIIUI BXOJUT B YacTh
y4eOHOro 1iana, GopMUPYEMYI0 YYaCTHUKaMH 0Opa30BaTEILHOTO IMpoIlecca Mo HaIpaBICHUIO
noarotoBku 38.03.01 DxoHomuKa, HampaBieHHOCTh (Npopmib) «IKOHOMUKA M (UHAHCHI
OpraHU3aLum».

3. O0beM AUCHMILIMHBI B 324€THBIX €IMHHUIAX U AKAJeMUYEeCKHX Yacax ¢ yKa3aHueM
KOJINYEeCTBA aKaJeMUYeCKUX YaCOB, BbI/IEJIEHHbIX HA KOHTAKTHYIO padoTy 00y4arommXxcs ¢
npenojaasaresieM (Mo BUAAM y4eOHbIX 3aHATHI) M HA CAMOCTOSITEJIbLHYIO Pa0doTy
o0yuarwmuxcst

OO61mmast TpyJ0EMKOCTh JUCIUILINHBI COCTABISET 3 3a4€THBIE eIUHUILIBI, Bcero — 108 yacos.

. Bcero yacos
Buna yueOHo# padoThI
oudHas Gopma OYHO-3209HAas
o0yUeHHSI dopma oOyueHus
KonTakTHasi paGora ¢ npenoaaBareseM (Bcero) 28 16
B ToMm uncne:
3aHATHSA JIEKIIMOHHOI0 THUIIA 14 12
3aHATHSI CEMUHAPCKOTO TUIA (CEMUHAPHI) 14 4
CamocTrosiTe/ibHasi padoTa (Bcero) 80 92
dopma KOHTPOJIS 3ader ¢ olleHKOM
O0mast Tpy10éMKOCTb TUCHUILIHHBI 108




4. [lepeyeHb MIaHUPYEMBIX Pe3yJIbTATOB 00yUYeHHs N0 JMCHUIJIHHE, COOTHECEHHBIX €
IVIAHNPYEMBIMH Pe3yJIbTATAMM 0CBOCHHUsI 00pa30BaTeIbHON MPOTrpaMMbl

Koa m HaumenoBanue

Kox u HaumenoBanue

I[InanupyemMble pe3ybTaThl

KoM eTeHnuu (1ii) MHIMKATOPA J0CTH/KEHHUS 00y4eHHsi O THCHUILTHHE
BBINIYCKHUKA KOMIIeTEeHIIUH

Be3onacHocTh NYK 8.1 3HaTh: OCHOBBI
JKU3HEAeATEIbHOCTH Hwmeer npeacrasiieHue o nH(OPMAMOHHON
YK-8 0e30MmacHbIX YCIOBHIX 0€30macHOCTH W 3aIlUThI
CrniocobeH coznaBath 1 KU3ZHEJEATEIBHOCTH [ uHpOopMaluu.
MOJJIEP’KUBATH B COXpaHEHHUS MPUPOIHON YMeThb: onpenenaTs yrpossl B
MOBCEHEBHOM KU3HU U B cpensl U 00ecreYeHUS UT-chepe.
npodeCcCuOHATBHON YCTOWYHUBOTO Pa3BUTHUS Baanern: CIOCOOHOCTHIO
NesTebHOCTH Oe30TMacHble | O0IIecTBa. obecrniedeHus
YCIIOBHS NYK 8.2 nH(pOPMaITMOHHOM

KU3ZHENESITeIIbHOCTHU IS
COXpaHEHUS MPUPOTHON
cpenbl, o0ecneYeHUs
YCTOWYHBOTO Pa3BUTHUS
o0111eCTBa, B TOM YHCIIE MTPH
yIrpo3€ U BO3HUKHOBEHHUH
YpE3BbIYANHBIX CUTYALIUN U
BOCHHBIX KOH(JIMNKTOB

AHanu3upyeT pucK B pa3HbIX
chepax neaTenbHOCTH
yeJa0BeKa sl 00eceUeHuUs
ero 0e30IacHOCTH.

YK 8.3

OO0ecrieynBaeT co3IaHue U
nojaepkaHue 0e30MmacHbIX
YCIIOBHH JKU3HEACATETHHOCTH

0€30IMaCHOCTBI0 U 3allUThI
nHpopMaIuu.




5. Conepsxkanue QM CHUTINHBI

HaumenoBanue teMm

Conep:xanue Tem (pa3aesioB)

(pa3nesioB)
Tema 1. Beenenue B Lenu 1 npuHUMTBI HHOOPMAIIMOHHOHN Oe30macHOCTH. TUIBI yrpo3
UH(POPMALIUOHHYIO U arak Ha HMH(OpMalUOHHbIE cuUcTeMbl. OCHOBHBIE NPUHIIMIIBI
0€3011aCHOCTb. 3alIUThI HH(OPMAITHH.
Tema 2. OCHOBBI [TpunIUTIBI Kpunrorpaduu u METO/IbI muGpoBaHUSL.
KpUNTorpaduu. CumMMeTpuuHOE U acUMMETpUYHOE IHppoBaHue. X3IIUPOBAHHE.

OnexktpoHHO-IMGpoBbIe ToAnucH. CepTudukaTsl 06€30MaCHOCTH.
Anmapatsble KpuntorpadhuyecKkue yCTponcTBa.

Tema 3. 3amura
KOMHBIOTepHBIX
CHUCTEM.

Opranmsanys 0€30MacHOCTH OIMEPAIMOHHBIX CHUCTEM. 3alluTa OT
BPEIOHOCHOTO MPOTPAMMHOTO ObOecriedeHus (BUPYCHI, TPOSHBI U
mp.). OCHOBBI ceTeBOM 0€30MacHOCTH (MEXKCETEBBIE JKpaHBI,
CUCTEMbI OOHAPY>KEHHUsI U IPEIOTBpALICHUs] BTOp>)KeHUH, VPN).

Tema 4. 3amura
UHpOpPMALIUU B CETH
Nurtepuer.

OcHOBBI 6€30ITaCHOCTH BEO-TIPHIIOKEHUHN. 3aliTa OT aTaK Ha BeO-
caiitel  (SQL-MHBEKIIMU, MEXKCAUTOBBIA CKPUIITUHT H  Jp.).
[Iporokon TLS. 3ammra KOHPUACHIMAIBPHOCTH JaHHBIX TIPH
nepeaaye mo CeTH.

Tema 5. 3amura
uHpopMauu B

KOPIOPAaTUBHOM Cpeje.

[Tomutuku  Oe3omacHocTtH. [lpomemypsl  pearupoBaHusT Ha
WHIUACHTHI. 3amuTa nHpopMaIuu B 6a3axX NaHHBIX U XPAHIIUIIAX.
dusnyeckas 6€30M1aCHOCTh HH(GOPMAIIMOHHBIX CHCTEM.




6. CTpykTypa JUCHMILUIMHBI 10 TEMaM C YKa3aHHEM OTBeIeHHOI'0 HA HUX
KOJINYeCTBA aKaJeMU4eCKHX YaCOB U BU/IOB YUeOHBIX 3aHATHI

Ounas ¢popma o0ydyeHHs

KonTakTHas padora, yac.
CamocrosiTteb
Ne HauMeHnoBaHue TEM 3ansTust Bcero,
n/n | (pa3aesioB) TUCUMILIMHBI | JeKIMOHHOTO Mpaktiieckue|  Has padora, qac.
3aHATHS yac.
THIIA
1. | Benenue B 2 2 14 18
MH(pOPMaITMOHHYIO
0e30MacHOCTh
2. | OcHoBBI KpunTOrpadun 3 3 17 23
3. | 3ammTa KOMIBIOTEPHBIX 3 3 17 23
CUCTEM
4. | 3amura nHGOpPMAITUU B 3 3 16 22
cetu MHTEpHET
5. | 3amuTa nHGOpMAIUU B 3 3 16 22
KOPIIOPAaTUBHOM cpefie
Hroro: 14 14 80 108
OuHo-3204Hasi popma 00yueHust
KonTakTHas padora, yac.
CamocrosiTteb
Ne HaumenoBaHue TeM 3ansaTus Bcero,
n/m | (pa3aesoB) IMCUMILUIUHBI | JeKIIHOHHOTO Tpakrueckue | Has padora, gac.
3aHATHS yac.
THOA
1. | Uadbopmarmonnas 2 - 18 20
0€301MacHOCTh
2. | OcHoOBBI kpunTOrpadun 3 1 19 23
3. | 3amuTa KOMIBIOTEPHBIX 3 1 19 23
CUCTEM
4. | 3ammra nHGOpPMAIIUH B 2 1 18 21
cetu MHTEpHET
5. | 3amura uapopmalum B 2 1 18 21
KOPIIOPAaTUBHOM cpefie
Hroro: 12 4 92 108




7. IlepeyeHb y4eOHO-METOAMYECKOI0 00ecneYeHus 1JIsl CAMOCTOSITe/IbHOH PadoThl U
TeKYLIero KOHTPOJIsA 00y4aloUIUXCsl M0 JUCHUIJIMHE

CaMocTosTenspHast pa60Ta ABJISICTCA OJHHUM U3 OCHOBHBIX BHU0OB y‘IeGHOfI JACATCIIbHOCTH,
COCTaBHOM 4acThIO y4ueOHOTO IMpoliecca U UMEET CBOEH Leblo: TITyOOKoe YCBOCHHE MaTepuasna
AUCHUIINIMHBI, COBCPIICHCTBOBAHUC U 3aKPCIIJICHUC HABBIKOB CaMOCTOSITEIILHOU paGOTBI C
JUTEpPATypoil, PEKOMEHJIOBAHHOW MpernojaBaTeieM, YMEHUE HaWTH HYXHBIA MaTepuan |
CaMOCTOATCIIBHO €ro HUCIIOJIBb30BAaTh, BOCIIMTAHHE BBICOKOU TBOp‘IeCKOI\/'I AKTUBHOCTH,
WHUIMATUBBI, TMPHUBBIYKA K TIOCTOSHHOMY COBEpPLICHCTBOBAHMIO CBOMX 3HaHHMM, K
LEJIEYCTPEMIIEHHOMY HAyYHOMY IIOHUCKY.

Kontponbe camoctosiTensHON pabOThI, SBISETCS Ba)XXHOW COCTaBISAIONICH TEKYIIETO
KOHTpPOJIA YCIICBACMOCTH, OCYHICCTBIACTCA IIPCNoAaBaTCJicM BO BpCMA JICKIIMOHHBIX H
MPAKTUYECKHUX (CEeMMHAPCKUX) 3aHATHH U 00ecrieurBaeT OLEHUBAaHUE X0/1a OCBOCHHUS N3yyaeMOin
JUCHUITIIUHBI.

Bonpocsl 1J151 caMOCTOATEIBLHOT0 H3YUYeHH S

1. Ya3BUMOCTH  TPOTpaMMHOTO  OOECIEYEeHHUS W NPUHIOUIB  «Oe301acHOro»
IPOTPaMMHUPOBAHHUSL.

2. Metozp! conManbHON MHKCHEPHUH IS TTOJTyYeHUS! HECAaHKIIMOHUPOBAHHOTO JIOCTYTIA K
uHpOpMaLIUH.

3. Ayrentudukanus 1 METOIbI ayTeHTH()HUKALINY.
. ABTOpI/IBaHI/IH U MCTOAbBI aBTOPHU3ALIUH.
. I[Ipotoxon mudposanus Triple DES.

. I[Ipotoxon mudpoanust RSA.

4
5
6. Ilporokon mugpposanus AES.
7
8

. IIpotokon mmpposanuss ECDSA.
9. CrnocoObI o0ecriedeHust 6€30MacHOCTH B OSCTIPOBOIHBIX CETSX.
10. Be3omacHOCTh JaHHBIX B OIepalmoHHOM cucreme Windows.
11. BeszomacHocTh na"usix B 10S.

12. be3onacHocTs AaHHBIX B Android.
13. Cnoco6s1 mudpoBanus nHGpopManuu B 6a3ax JaHHBIX.
14. Pe3epBHOE KOMMMPOBAHUE JAHHBIX U €r0 3HAYCHHE I 0€30MaCHOCTH HH(POPMAIIHH.
15. Mepsl 6€3011acHOCTH )1 3aIUTHI KOHPUACHIIMAIBHOW HH(POPMAITUU TP TIepe1ayue
0 CeTH.

Pacnpenesienne caMocTosiTe/IbHOM PadoThI

Bunpl, popmMbl 1 00BEMBI CaMOCTOATENBHONW PAaOOTHI CTYACHTOB MPU W3YYEHUU aHHOM
JTUCITUTIMHBI ONIPEIENISIFOTCS €€ COJIepPKaHueM U OTPaKEHBI B CIIEIYIOIICH Ta0uIle:

O0Bbem caMoCTOATEIbHOM
HaumenoBaHue TeM Bun
Ne . padoThI
(pa3nesioB) CaMOCTOSITEIbHOM
n/n ouHas (popma OYHO-3a04Hast
JUCIHUTIITAHBI padoThI
o0yueHHs dopma oOyueHust
1. | BBenenue B MHOJITOTOBKA K 14 18
UH()OPMATMOHHYIO ayJTUTOPHBIM 3aHSITHUSIM
0€301acHOCTh
2. | OcHOBBI KpunTOrpaguu | MOJArOTOBKA K 17 19
ayJTUTOPHBIM 3aHSATHUSIM
3. | 3ammuTa MOJITOTOBKA K 17 19
KOMITHIOTEPHBIX CUCTEM | ayJUTOPHBIM 3aHITHSIM
4. | 3ammra HHGOPMALIMHU B | MOJArOTOBKA K 16 18
cetu MnTepaer Ay TUTOPHBIM 3aHSATHUSIM

8



3ammra nHpOpMAIMU B | MOATOTOBKA K 16 18
KOPIIOPAaTUBHOM cpesie | ayIUTOPHBIM 3aHATUSIM

HUTOIO: 80 92

8. IlepevyeHb BONIPOCOB ¥ THIIOBbIE 3aJaHUS VIS HOATOTOBKH K IIPOMEKYTOYHOM
aTTecTalnu

8.1. [lepeyeHb BOPOCOB /ISl MOATOTOBKH K 324€Ty C OLIEHKOM

OcHOBHBIE YTPO3bI HHPOPMAITMOHHON 0€30TTaCHOCTH.
Mertoap! muppoBaHUs.
OnekTpoHHO-IMpoBsie moanucHu (DLIIT).
CepTtudukarsl 6€30MacHOCTH.

Xs31IHMpOBaHUE.

AmnmnapaTHas Kpunrorpadus.

AHTUBHUPYCHI.

Mertoap! ooHapyxenus Bropsxenuit (IDS).
Mertoap! mpenoTBparieHust Brop>kennii (IPS).

. IIpeumymiecTtBa ucnosib3oBanus VPN.

. 3ammra oT arak Ha B€O-CaiiThI.

. punnumns! padots! nmporokoina TLS.

. 3aiuTa nepuMeTpa U METO/IbI 3alIUThI CETH.
. Ponb monuTtik 6€30nmacHOCTH B OpraHU3alHH.
. IIpyHUIMIT HAMMEHBIINX MPUBUIICTUH.

. 3ammra nHpOpManuu B 6a3zax JaHHBIX.
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8.2. TunoBekIe 3aJaHNA A9 OLHEHKH 3HAHMI

1. Aaroput™M X31IMpOBaHUs, HAHOO0JIee YaCcTO UCIIOJIb3yEeMbIi B HACTOSIIIEE BPEMSI:
a) DES;

6) MD5;

B) SHA-1;

r) SHA-2.

2. B xoHTekcTe nHPpOpMaLMOHHOM Oe3omacHocTH TepMuH IPS o3Hauaer:
a) In-Plane Switching;

6) Intruder Protection System;

B) Internal Power Supply;

r) IP Screening.

3. Haubonee 6e3omacen 1y oOMeHa JaHHBIMU B ceTd IHTepHET-IIpOTOKOII:
a) HTTP;
6) HTTPS;
B) SHA-1;
r) SHA-256.
8.3. TunoBble 3a1aHUsA 1JIsl OLIEHKH YMEHU I

3ananue 1. Opranuzanuu HEOOXOIUMO XPaHUTh KOH(PHICHIHAIBbHYIO WH(POPMAIIHIO B

0a3e manubix. llpeanmaraercst nmenarb 3T0 B 3ammpoBaHHOM Bujae. BriOepute anroputm
mudpoBaHUs U penieHus 3Toi 3aaaun. OOG0CHYHWTE CBOM BBHIOOD.



3ananue 2. Bam HeoO6xoauMo coOpaTh WH(POpPMAIIMIO O KOMIIAaHUHM U €€ COTPYAHHUKAX C
MOMOIIIbIO METOJI0OB COLMAIbHOM MHkeHepruu. COCTaBbTE MIJIaH CBOUX JCHCTBUM.

3aganue 3. CocraBpTe IUUIaH TOUCKA YSI3BUMOCTEH B CETEBOM HH(PPACTPYKType
OpraHH3aIiH.

8.4. TunoBkle 3agaHus 1JI9 OLEHKH HABBLIKOB

3ananue 1. PazpaboraiiTe peKOMEHIAIIMU 110 CO3aHUI0 0€30TaCHBIX MapoJIeH, YIUTHIBAs
UX JJIAHY, CIIOKHOCTD U PETYIIAPHYIO CMEHY.

3aganme 2. /{1 mpoTHBOAEWCTBUS (DUIIMHIOBBIM arakamM, pa3paboTaiiTe HaMsaTKy
COTPYAHMKAM OpraHU3alMM C [IEPEUUCIEHUEM IPU3HAKOB (HUILIMHIOBBIX COOOLICHUH
ANEKTPOHHOMU MOYTHI.

3aganue 3. Co3naiiTe 4eK-IUCT ISl CACTEMHOI'O aIMUHHUCTPATOpa CETHU NMPEANIPUATHUS 1O
HACTPOMKE MEXKCETEBOTO dKpaHa (firewall).

9. IlepeyeHb OCHOBHOI U JONOJHUTEJIbHOU Y4eOHOH JIMTEPATYPbI, HEOOXOAMMOI 1JIA
OCBOEHUS TUCUHUILINHBI

9.1. OcHoBHas1 UuTEpaTYpa

1. 3enkoB, A. B. HuadopmanroHnHas 0e30MacHOCTh W 3amuTa WHGOpMAIUU: yuyeOHOe

nocobue misa By30B / A. B. 3eHkoB. — 2-¢ uzm., nepepad. u gon. — MockBa: M3garenbcTBo
Opaiit, 2024. — 107 c. — (Bricmee obpazoBanue). — ISBN 978-5-534-16388-9. — Tekcr:
anexkTpoHHbd  //  OOpasoBarenbHas  1uiargopma  FOpaiit  [canit]. —  URL:

https://urait.ru/bcode/544290

2. Cysopoga, I'. M. HNudbopmarmonHas 6e30macHOCTb: yueOHOe mocodue aiis By30B / I
M. CyBopoBa. — 2-e u3l., nepepad. u gomn. — Mocksa: UznarenscrBo KOpaiit, 2024. — 277 c.
— (Beicmiee o6OpazoBanue). — ISBN 978-5-534-16450-3. — TexkcT: 37eKTpOHHBIA //
O6pazoBarenbHas maTdopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/544029

9.2. lonoiHUTE/IbHAS JIUTEPATypPa

1. Opranu3anroHHOE 1 IPaBOBOE oOecrieueHne MHPOPMALIMOHHOM 0€30MacHOCTH: yUeOHUK

W MPaKTUKyM J7Is1 By30B / mox penakmueit T. A. TlomskoBoi, A. A. CtpenbroBa. — Mockaa:
WznarensctBo FOpaiit, 2024. — 325 ¢. — (Bricmiee oopazoBanue). — ISBN 978-5-534-03600-8.
— Tekct: anextponHsld // OOpaszoBarenbHas tuiatdopma FOpait [caiit]. — URL:

https://urait.ru/bcode/536225

2. Kazapun, O. B. HanexHocTh 1 6€30MaCHOCTh POTPAaMMHOTO OOecIieueHus: yueOHoe
nocobue st By30B / O. B. Kazapun, U. b. lllyounckuit. — Mocksa: M3narenscto FOpaiit, 2024.
— 342 ¢. — (Bricmiee o6pazoBanue). — ISBN 978-5-534-05142-1. — TekcT: 31MeKTpOHHBIN //
Oo6pazoBarenpHas mwatdopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/539995

10. Ilepevyenn pecypcoB HHGOPMAIUOHHO-TEJIEKOMMYHUKAIMOHHOI ceTn «AHTEepHETY,
He00XO0AUMBIX /I OCBOCHMS TUCHUIIIMHBI U HHPOPMAIIMOHHBIX TEXHOJIOTHIA,
HCNOJIb3yeMbIX MIPH OCYLIECTBJIEHUN 00Pa30BaTeILHOIO Mpouecca no Aucuuiuge (),
BKJII0Yasl lepeYeHb MPOrPaAMMHOI0 o0ecrneYyeHus 1 HH(POPMALMOHHBIX CIIPABOYHbIX
cucTteM (MpH HEOOXOAMMOCTH)

1. http://biblioclub.ru - 3BC «YHuBepcuTeTcKas OnbIuoTEeKa OHIANH.
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2. https://urait.ru - 9bC «O06pazoBarenbHas miardopma FOpaidTy.

3. https://elibrary.ru - HayyHas 3nekTponHas oubmuoreka (HOb) «eLIBRARY.RU».

4. https://student2.consultant.ru - DnexTponHas O6ubauoTeunas cucrema «KoHCymbTaHT
CTYJICHTaY.

5. https://coderwall.com/ - Coderwall «Coo011ecTBO MporpaMMUCTOBY

JIM1eH3MOHHOE TPOrPaMMHOe o0ecreYeHme:

- Windows (3apy0exHoe, BO3ME3THOE);

- MS Office (3apyOexxHOE, BO3ME3THOE);

- Adobe Acrobat Reader (3apy0exxHoe, CBOOOIHO pacipoCTpaHIeMoe);

- Koncynperantllmoc: «Koncynsrantllmtoc: CtynenT» (poccuiickoe, CBOOOIHO
pacnpoCTpaHsIeMOE);

- 7-zip — apxuBatop (3apy0exxHoe, CBOOOTHO PacIpoCTpaHsIeMOe);

- Comodo Internet Security (3apy0exHoe, CBOOOTHO pacpocTpaHsIeMoe);

- Apache NetBeans — cBoOo1Hast HHTETpUpOBaHHAS Cpeia pa3padOTKU MPUIIOKEHUH
(IDE) na si3p1kax mporpammupoBanus Java, Java, PHP, JavaScript, C, C++, Ana u psina apyrux
(3apy0exHoe, CBOOOTHO PacCIpOCTPaHIEMOE).

11. MeToguyeckue peKOMEHIAUM 110 OPraHU3AMUN U3YYEHU S JUCHUILTHHbI

Opranuzanus o00pa30BaTeIbHOrO MPOIECCa PErIaMEHTUPYETCSl y4eOHBIM IUIAHOM U
pacniicanueM y4eOHbIX 3aHATUH. SI3bIk 00yueHus (mpenojaBanus) — pycckuid. [y Bcex BUIOB
ayJAUTOPHBIX 3aHATHIN aKaJIEMHUYECKHI Yac YCTAaHABIUBAETCA MPOJOJLKUTEIBHOCTHIO 45 MUHYT.

I[Ipu  QopmupoBanum cBoeil HMHAUBUAYaTbHOW  00pa30BaTENbHOW  TPACKTOPUH
oOy4aronuiics UMeeT MpaBo Ha Mepe3ayéT COOTBETCTBYIOUIUX JUCIMILINH U MPpodeccrnoHalbHBIX
MOJyJie, OCBOCHHBIX B TPOIECCE MPEAIIECTBYIOIEro OOY4YEeHHUs, KOTOPBIA OCBOOOXKIAeT
oOyyJaromierocss OT He0OX0AMMOCTH UX TTOBTOPHOTO OCBOCHHSI.

Oo0pa3oBaTe/ibHbIE TEXHOJIOTHHI

VY4eOHbI mpolecc NpH MPENoJaBaHUU Kypca OCHOBBIBA€TCS Ha MCIOJIb30BaHUU
TPaIULIMOHHBIX, HWHHOBAI[MOHHBIX M WH(MOPMAIMOHHBIX OOPa30BATEIBHBIX TEXHOJIOTHIA.
TpagunuonHble 00pa3oBaTeNbHbIE TEXHOJIOTMH IPEACTABICHBl 3aHATUAMU CEMUHAPCKOro U
JEKIIMOHHOTO Tuma. VHHOBalMOHHBIE 00pa30oBaTENIbHBIE TEXHOJOTUU HWCIOIB3YIOTCS B BHJE
HIMPOKOTO TPUMEHEHUS aKTUBHBIX M HWHTEPAKTUBHBIX (OPM MPOBEACHUS 3aHATUM.
Nudopmannonnsie  00pa3oBaTeNbHbIE TEXHOJOTHUU  PEATH3YIOTCS IMyTEM AaKTUBU3AIUU
CaMOCTOSITEIbHON pabOTHI CTYJIEHTOB B MH(POPMAIIMOHHOI 00pa30BaTEILHON Cpeie.

3aHATHSA JIEeKIMOHHOTO THIIA

JIeKIMOHHBI Kypc TMpeAnoyiaraeT CHUCTEMaTU3UPOBAHHOE U3JI0KEHHE OCHOBHBIX
BOIIPOCOB Y4€OHOTO IJIaHA.

Ha nepBoii nexuuu gextop 00s3aH NpeaynpeanTb CTyASHTOB, IPUMEHUTENBHO K KAKOMY
6a3oBoMy yueOHUKY (yueOHUKaM, y4eOHBIM MTOCOOHSIM) OyAET MPOYUTaH KypC.

JlekMOHHBIA KypC JO/DKEH JaBaTh HAMOOJBIINN 00beM MH(pOpMauu U 0OeCTieUnBaTh
Oonee TiyOOKOe MOHUMaHUE Y9eOHBIX BOIPOCOB MPU 3HAYUTEIHLHO MEHBIIEH 3aTpaTe BPEeMEHH,
4yeM 3T0 TpedyeTcsi OOJBIIMHCTBY CTYIEHTOB Ha CAMOCTOSITENIbHOE U3yUeHUE MaTepHaa.

3aHATHS CEMHHAPCKOT0 THIIA

CemuHapckue (MMpaKTUUECKUE ) 3aHATHSI TPEICTABIISIOT COOOM JIeTaTHU3aIHIO JICKIIMOHHOTO
TEOPETHUUECKOr0 MaTepuala, MPOBOIATCA B LEAX 3aKpEIJICHUST Kypca M OXBAaThIBAIOT BCE
OCHOBHBIE pa3/IeIbl.

OcHoBHOU (hOpMOH TIPOBEACHHSI CEMUHAPOB M MPAKTUYECKUX 3aHIATUN SBISETCS
oOcyxJeHue Hambosee MPOOJIEMHBIX M CIOXHBIX BOMPOCOB MO OTICIBbHBIM Te€MaM, a TakKke
penieHre 3aad U pa3bop MPUMEpPOB M CUTyallMd B ayJWTOPHBIX YCIOBUAX. B o0s3aHHOCTH
IpenoaaBaTesiss BXOIAT: OKa3aHUE METOAMYECKON MOMOIIY U KOHCYJIbTHPOBAHHE CTYAECHTOB IO
COOTBETCTBYIOILIMM TEMaM Kypca.
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AKTUBHOCTb Ha IPAKTUYECKUX 3AHITUSAX OLEHUBAETCS MO CIEAYIOIIUM KPUTEPUSIM:
— OTBETHI HAa BOIIPOCHI, ITPEAJIaracMble MpPernogaBaTeIeMm;
— y4acTHe B IUCKYCCHSX;
— BBINIOJIHEHUE MPOEKTHBIX M UHBIX 33JJaHUN;
— aCCHUCTHUpOBAHHUE MPEMNOIABATEINIO B IPOBEICHUN 3aHATUH.

Jloknaasl ¥ ONNOHMPOBAHHUE JOKJIAZO0B MPOBEPSIOT CTENEHb BJIAJCHHUS TEOPETUUECKUM
MaTepHaioM, a TaK’Ke KOPPEKTHOCTh U CTPOTOCTh PACCYKIECHUN.

OueHnBaHuE NTPAKTUYECKUX 33JaHUNA BXOAUT B HAKOIUIEHHYIO OLICHKY.

CamocrosiTesibHast padoTa 00y4arOIIUXCs

CamocTrosTenbHas paboTa CTYJEHTOB — 3TO IPOILECC AKTUBHOTO, II€JIEHANIPABIEHHOTO
OpUOOpPETEHUs] CTYACHTOM HOBBIX 3HAaHUH, yMEHHH 0€3 HEemOCPEeICTBEHHOTO Y4YacTus
IpenojaBaTensi, XapakTepU3yIOIIMiics TNPeAMETHON  HampaBiIeHHOCTHIO, A((HEKTUBHBIM
KOHTPOJIEM U OLIEHKOW Pe3yJIbTaTOB JEATEIbHOCTH 00YJarOIIerocs.

Ilenu camocToATEeTbHON PabOTHI:

— CHCTEMaTH3alus M 3aKPEIUICHHE MOJIYYEHHBIX TEOPETHUYECKUX 3HAHMM M MPAKTHYECKUX

YMEHUH CTYICHTOB;

— yriyOJieHHe U paclInpEeHUe TEOPETUISCKUX 3HAHMIA,
— ($opMHpOBaHHE YMEHUI HUCIOIB30BAaTh HOPMATHUBHYIO U CIPABOYHYIO JOKYMEHTAIIHIO,

CIIELUATIbHYIO JTUTEPATYPY;

— pa3BUTHE MO3HABATEIIbHBIX CIIOCOOHOCTEH, aKTUBHOCTH CTYJIEHTOB, OTBETCTBEHHOCTH H

OpPraHU30BAHHOCTH;

— (¢GopMHpOBaHME  CaMOCTOSATEIbHOCTH  MBIIUICHHUS,  TBOPYECKONM  MHHUIIMATUBBI,

CIIOCOOHOCTEH K CaMOpa3BUTHIO, CAMOCOBEPIIICHCTBOBAHHIO 1 CAMOPEaTN3aIliu;

— Ppa3BUTHE UCCIIEIOBATEIbCKUX YMEHUN U aKaJIeMUUYECKIX HABBIKOB.

CamocTrosTenbHas paboTa MOXKET OCYIIECTBIATHCA HWHAMBUAYAIbHO WM TpyINIaMu
CTYJICHTOB B 3aBUCUMOCTH OT 11e/TH, 00beMa, YPOBHS CIOKHOCTH, KOHKPETHON TEMAaTHUKH.

TexHomorust opraHu3alid  CaMOCTOSITENIBHONM  pabOThl  CTYJEHTOB  BKJIIOYAET
UCIIOJIb30BaHNE MH(POPMAIIMOHHBIX M MaTEePHATbHO-TEXHHUYECKUX PECYpCOB 00pa30BaTEIHHOTO
YUPEKICHUS.

[Tepen BbITTONIHEHNEM O0YYAIOIIUMHUCS CAMOCTOATEIBLHOM paOOThI TPET0aBaTelh MOKET
IIPOBOJIUTH NHCTPYKTAX IO BBIITOJIHEHUIO 3a1aHNsl. B MHCTpYKTaXX BKIIIOYAETCH:

— LeJb U COoepKaHUE 3a/1aHNs;

— CpOKHU BBIIIOJIHEHHUS;

—  OPHEHTHUPOBOYHBIA 00HEM pabOTHI;

— OCHOBHBIE TpeOOBaHUS K pe3ybTaTaM paboThl U KPUTEPUU OLIEHKH;
— BO3MOJKHBIE THUITUYHBIC OMIMOKU TIPH BBITIOTHEHHH.

WHucTpyKTax MpOBOIUTCS MpernojaBaTesieM 3a cueT 00beMa BPEMEHH, OTBEJECHHOTO Ha
W3Yy4YeHUE JUCIUTUINHBIL.

KoHTponb pe3ynabTaToB caMOCTOATENbHOW pabOThl CTYIAEHTOB MOXET MPOXOAUTH B
MUCHhMEHHOMW, YCTHOM WITM CMeIIaHHOoU (opme.

CTyAeHTbl AOMKHBI MOAXOIUTh K CaMOCTOSITENbHONW paboTe Kak K HauBakHeHIeMy
CPEICTBY 3aKPEIUICHUS U Pa3BUTHsI TEOPETUUECCKUX 3HAHUMU, BBIPAOOTKE €IUHCTBA B3IJISI0B Ha
OTIIeNIbHBIE BONPOCHI Kypca, NPUOOpETeHHs] OINpEeAENCHHBIX HABBIKOB U HCIOJIb30BaHUS
npodeccuOHaIbHON TUTEpaTyphl.

[Tomemenust 1s1 caMOCTOSTENbHON pabOThl 00ydarOIUXCsl AOKHBI OBITH OCHAICHBI
KOMIBIOTEPHON TEXHUKOW C BO3MOXKHOCTBIO MOJIKITIOYCHHS K ceTh «IHTepHeT» 1 obecnieueHneM
JOCTYyTa B 3JICKTPOHHYIO HHPOPMAIIMOHHO-00pa30BaTEIbHYIO CpPely OpraHU3alNu.

[Tpu camocTosTepHON TPOPabOTKE Kypca 00ydaronuecs JOKHBIL:

— TpOCMaTpPUBATh OCHOBHBIE ONPEEICHUs U (DAKTHI;
— TMOBTOPUTH 3aKOHCIEKTUPOBAHHBIN Ha JIEKIIMOHHOM 3aHATUHU MaTepHall U AOMOIHUTh €ro

C YYETOM PEKOMEHI0BaHHOM IO JaHHOW T€ME JINTEPATYPHI;
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— H3Y4YUTh PEKOMEHJIOBAHHYIO JIUTEPATYpPy, COCTABIATH TE€3UCHI, aHHOTALUU U KOHCIIEKTBI
HanOoJiee BaKHBIX MOMEHTOB;

—  CaMOCTOSITEJIbHO BBIIIOJIHATD 3a/IaHUs], AaHAJIOTUYHBIE [IPEUIaracéMbIM Ha 3aHATHUSAX;

— HCIIOJIB30BaTh Ul CAMOIPOBEPKU MaTepHalibl (POH/IA OLEHOYHBIX CPE/ICTB;

—  BBIIIOJIHATH JOMAIIHUE 33JaHUs 110 YKAa3aHUIO IIPETI01aBaATEIIs.

Pexomenganum no o0y4eHno mHBaIuA0B 1 aun ¢ OB3

OcBoeHre TUCIUTIIMHBI HHBATUAAMH U JuiiaMmu ¢ OB3 MoxeT ObITh OpraHn30BaHO Kak
COBMECTHO C JPYTUMHU OOyYarOIIMMHCSA, TaK W B OTHENBbHBIX Tpynmax. [Ipenmomararorcs
CHelualbHbIe YCIOBUS Ui MOJydeHus oOpa3zoBaHus HHBaIWaamMu u auiamu ¢ OB3.

[Ipodeccopcko-niearornyeckuii cocTaB 3HAKOMHUTCSI C TICHXOJIOTO-(PU3UOIOTUYECKUMU
0COOCHHOCTSIMU O0Oy4Jaromuxcsi uHBaiauaoB U jul ¢ OB3, uHauBUAYyanbHBIMU MPOrpaMMaMU
peabunuranuy  WHBaMUAOB (mpu  Hamuuwu). llpu  HEOOXOAMMOCTH  OCYIIECTBISETCS
JOTIONTHUTENIbHAS TOJJEpXKKa TMPEnoJaBaHusl ThIOTOPaMH, TIICUXOJIOTaMH, COLMAIbHBIMU
paboOTHUKAMU, TIPOIICIIMMH MOATOTOBKY aCCHCTEHTaMHU.

B cooTBeTcTBUU ¢ MeTOMMUECKHUMHU peKoMeHanusasmMu Munoopraayku P® (yTB. 8 anpens
2014 1. Ne AK-44/05BH) B Kypce MpEANONaracTcsi HCIONIb30BaTh COIUAIBHO-aKTUBHBIC U
pedraekcuBHbIE METOAbl OO0y4YeHHS, TEXHOJOTHMH COLMOKYJIBTYPHOH peadWINTAllUd C IENbIO
OKa3aHUsl MOMOIIM B YCTAHOBJIEHWU MOJHOIEHHBIX MEXKIWYHOCTHBIX OTHOILIEHUH C JPYTUMU
CTYJEHTaMH, CO3JaHUH KOM(OPTHOIrO MCHXOJIOTHUYECKOTO KJIMMAaTa B CTYICHYECKOH TpyTIIe.
[Monbop u paszpaboTka y4yeOHBIX MaTEpPHAJIOB TMPOMU3BOIATCS C YUYETOM IHPEAOCTABICHHS
MaTepuaia B pa3IU4HbIX (popmax: ayIuanbHON, BU3YaIIbHOM, C MCIOJIb30BAHUEM CIEIHAIbHBIX
TEXHUYECKUX CPEACTB U NH(DPOPMAIIMOHHBIX CHCTEM.

Menuamarepuansl TakKe CleAyeT HCHOJIb30BaTh M aJanTHPOBaTh C  y4ETOM
WHAUBUAYATBHBIX OCOOEHHOCTEH 00yueHuss nHBau 0B 1 uI] ¢ OB3.

OcBoeHuE OUCHMIUIMHBI HHBamugamMu © Junamua ¢ OB3  ocymectBisercss ¢
UCIIOJIb30BAaHUEM CPEACTB OOy4YeHHsI OOIIEro W CHEIUAIBHOTO Ha3HAYCHHUs (MIEPCOHATBLHOTO U
KOJUIEKTUBHOI'O HCIIOJIb30BaHUA). MaTepuanbHO-TEXHUYECKOE OOecreueHne MpeaycMaTpuBaeT
npucnocoOIeHre ayAuTOpHil K Hy>KJaM HHBaNuUI0B U ui ¢ OB3.

dopma TMNpPOBENECHUS AaTTECTAUUM JUIsl CTYJAEHTOB-UHBaIugoB u Jmi ¢ OB3
YCTaHABIMBAETCS C YUYETOM MHAUBHIYyAIbHBIX ICUXO0(PU3NIECKIX 0COOCHHOCTEH. J{7151 MHBATUI0B
n ymun ¢ OB3 mpexycmarpuBaetcst nocTymHas (GopMa MpenocTaBiICHUS 3aJaHUN OIIEHOYHBIX
CPENCTB, @ UMEHHO:

— B MIEYATHOUW WJIU AJIEKTPOHHOU (hopme (IUIst JIUIl ¢ HAPYIICHUSIMUA OMOPHO-BUTATEIHLHOTO
amnrmapara);
— B TeyaTHOW QopmMe wWIM DJIEKTPOHHOH ¢opMe C YBEIWYEHHBIM MPUPTOM H

KOHTPACTHOCTBIO (JUIsI JIUI] C HAPYIICHUSMU CITyXa, PeUH, 3pEHUs);

— METOJIOM YTCHHSI aCCUCTEHTOM 3aJIaHUs BCIYX (IJIs JIUI] C HAPYIIICHUSIMH 3PEHUs).

CryneHTaM ¢ MHBaIUMIHOCTHIO M junaM ¢ OB3 yBenuuuBaeTcs BpeMsi Ha MOJATOTOBKY
OTBETOB Ha KOHTPOJBHBIC BOMPOCHL. [[JIsl TAKUX CTYACHTOB MpeayCcMaTprUBaeTCs JOCTymHas (hopma
MPEIOCTAaBIEHUSI OTBETOB Ha 33/1aHUS, 3 UMEHHO:

— THUChbMEHHO Ha Oymare uin HabOpoM OTBETOB Ha KOMIIbIOTepe (JIs JIUI] C HApyLICHUSIMU

ClIyxa, peun);

— BbIOOPOM OTBETA U3 BO3MOXHBIX BapPUAHTOB C MCIIOJIB30BAHUEM YCIYyT acCUCTEHTa (I

JUI C HApYUIEHUSIMUA ONTOPHO-/IBUTATENILHOIO aIlapaTa);

— YCTHO (U151 JIULI C HAPYIICHUSIMU 3PEHUS, OTIOPHO-IBUTATEIBHOTO anmnapara).

[Ipu HEoOXomMMoOCTH JUIsl O0ydYaroImMXCcs ¢ WHBAIMIHOCTRIO U jull ¢ OB3 mpouemypa

OIICHUBAHMSI PE3YJIbTATOB O0YUEHUSI MOXKET MPOBOIUTHCS B HECKOJIBKO ATAIOB.
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12. Onucanue MaTepuaIbHO-TEXHUYECKOI 0a3bl, HEOOXOAMMOM JISl OCYIIeCTBJIEHHS
00pa3oBaTeILHOIO NMpoiuecca o AucunIIuHe ()

YuyeOHasi ayauTOpHMsA, TIpeJHA3HAYCHHAs [UIA TPOBEACHHUS Y4YeOHBIX 3aHATH,
NPEAYCMOTPEHHBIX  HACTOSIIIEW  paboueld  mporpaMMo  IUCHMIUIMHBI,  OCHAI[CHHAas
O60py,Z[OBaHI/IeM 1 TCXHUYCCKUMHU CPCACTBAMUA OGy‘-IGHI/I}I, B COCTAaB KOTOPbIX BXOAAT: KOMIIJICKTBI
CIeNUATM3UPOBAHHON y4eOHON MeOenu, JOoCKa KJIacCHAasl, MyJbTUMEIUUHBINA MMPOCKTOP, IKPaH,
KOMIIBIOTCP C YCTAHOBJICHHBIM JIMIICH3WOHHBIM ITPOTrPpaMMHbBIM OGCCHC‘IGHHGM, C BBIXOI0OM B CC€Th
«IHTEepHET» U AOCTYIIOM B 3JIEKTPOHHYIO HHPOPMAIIMOHHO-00Pa30BaTEIbHYIO CPENy.

IHomemenne 1Jis1 cCAaMOCTOSATEILHOM Pa00THI 00y4AKOIINXCS — Ay JUTOPUSI, OCHAILIEHHAS
CIIEIYIOIMIUM 000PYJOBAaHUEM U TEXHUYECKUMU CPEACTBAMM: CIIeUaTN3UpOBaHHAs MeOenb AJis
npernoiaBaTess U 00yJaromuxcs, 10cka yueOHas, MyJIbTUMEIUHHBIN TPOSKTOP, IKPaH, 3BYKOBbIE
KOJIOHKH, KOMIBIOTEp (HOYTOYK), MEepCOHAIBHBIE KOMIBIOTEPHI Uil pabOThl 00yYaromuxcs ¢
YCTaHOBJICHHBIM JIMIICH3WOHHBIM ITPOTrpaMMHBIM OGGCHG‘-IGHI/IGM, C BBIXOJ0M B CCThb ((I/IHTepHeT»
U JIOCTYTIOM B 3JIEKTPOHHYI0 MH(POPMAITMOHHO-00pa30BaTEIbHYIO CPENY.
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